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INTRODUCTION
Introduction and Purpose

We take pleasure in introducing the 1% edition of the PERSONNEL POLICY
MANUAL for all employees of Lasa Supergenerics Limited. We are confident that
this will serve as a ready reckoner providing a reference point for policies, procedures
and practices on various aspects pertaining to service conditions, personnel systems
and welfare of employees at our offices at various locations including work sites.

This manual is not a contract of employment nor is it intended to create contractual
obligations for the company of any kind.In the event any of the provisions in this
manual in the future due to any amendment in the labour laws or any other laws
becomes futile, the same will be amended and rectified accordingly with the
intimation to all the employees through email.

The policies and procedures outlined in this manual will be applied at the discretion of
Lasa Supergenerics Limited. Lasa Supergenerics Ltd. reserves the right to deviate
from the policies, procedures, benefits, and working conditions described in this
handbook. Furthermore, the company reserves the right to withdraw or change the
policies, procedures, benefits, and working conditions described in this manual at any
time, for any reason, and without prior notice. In the event management desires to
amend, change any of the provisions of this manual and/or amend the same, it will be
communicated to the employees through email.

The company will make every effort to notify employees when an official change in
policy or procedure has been made but employees are responsible for their own up-
to-date knowledge about company policies, procedures, benefits, and working
conditions.

Lasa Supergenerics Ltd. strives to provide an employee-friendly environment in
which goal-oriented individuals thrive as they achieve ever more demanding
challenges. Your company commitment to serving customers and to providing quality
products at competitive prices is unwavering. These policies, procedures and working
conditions provide a work environment in which both customer interests and
employee-interests are served.

Lasa Supergenerics Ltd. values the talents and abilities of our employees and seeks
to foster an open, cooperative, and dynamic environment in which employees and
the company alike can thrive.

Please review the policies, procedures, working conditions, and benefits described in
this manual. You will be asked to affirm that you have read, understand, agree to
abide by, and acknowledge your receipt of this employee manual and employee
Standards of Conduct.
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1.2 Message from Managing Director

The resolve to take forward the organization aggressively and as a team in these
exciting times. We have no doubt made considerable progress over the years
but a lot more needs to be done.

We have achieved client specific leadership to some extent. Now we need to set
ambitious goals and work towards achieving them. This is only possible through
team work.

This document is a reference document but would lend itself to amendments to
reflect changing times and needs as we go along. | wish luck to us all and
sincerely hope that this document contributes to its intended purpose of building
up of a professional and great Organization.

Dr. OMKAR HERLEKAR
CMD, LASA SUPERGENERICS LTD.
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1.3 Company Profile
Lasa Supergenerics Ltd. (r ef erred as 6L anwegrdeld groug spanninger t i ¢ a |
the entire veterinary, animal and human health care value chaind from discovery-to-
delivery, with established credentials in research, manufacturing and global marketing.

Lasa Supergenerics Ltd. group is a veterinary APl manufacturing entity, which was
acquired in April 2012.

The manufacturing base of Lasa Supergenerics Ltd. is located at Mahad, in the Konkan

region of Maharashtr a. It specializes i n 0 ¢
anthelmintic/ veterinary API products with the largest production capabilities and product

categories in India. This policy will be applicable to all the offices, establishment and

factory of Lasa supergenerics Ltd. and also to the entire future establishment,
offices/factories which will come into existence in the future time.

To efficiently control the supply chain, the group backward integrated its key
moleculesd from discovery research up to full-scale bulk production.

Lasa Supergenerics Ltd. marketing footprint is entrenched across developing markets in
multiple countries. Similarly, the group expects to augment its export footprint
significantly in width and depth in the future.

The group has alliances with leading Indian and global animal health care
conglomerates, and uses Good Manufacturing Practice (GMP) and world-class
technologies in its operations. Lasa Supergenerics Ltd. is managed by a consortium of
technocrats, including its Chairman and Managing Director Mr. Omkar P. Herlekar who
are impelled by passion and propelled by niche innovation. Our leadership team, which
is guided by these values, is well positioned to lead the group into the future.

Looking ahead, LasaS upergenerics Ltd. is determined to achieve its goal of becoming a
leading force in the niche animal health care solutions. The objective on which the group
was founded have always inspired sustainable growth through innovation in the last four
years, and shall continue to do so in times to come.

1.4 Company Vision
Scaffold our road map and guide every aspect of our business by enunciating what we
need to accomplish in order to continue achieving innovation, sustainability and
sustainable growth.
1 People: Be a great place to work where people are encouraged to be the best
they can be.
1 Product: Bring to the world a portfolio of niche APIs that will meet the growing
demand of the global animal health care industry.

9 Partner: Nurture a winning web of global customers and suppliers that will foster
mutual and enduring value.

1 Planet: Be responsible to make a difference by bolstering and championing
sustainable communities.



Lasa Supergenerics Ltd

1 Profit: Maximize long-term return for all our stakeholders while being mindful of
our overall responsibilities.

1 Productivity: Be highly acclaimed and fast-moving animal health care
conglomerate in the Asian subcontinent.

1.5 Company Mission

Ourroadmap sets off with our undertaking that i
as a group and serves as the standard against which we weigh our actions and future
decisions.

Invigorate the global animal health care industry with niche offerings
Enthuse cutting-edge distinction in our manufacturing process

Strictly adhere to global quality standards and in conformity with global quality
standards

i Create brand value and make a difference

1.6 Our Strength
Multi-Product Capability

9 Diverse mix of over 15 niche APIs (veterinary, animal and human) meets the demand
of potential new and existing customers.

1 Vertically integrated manufacturing infrastructure that helps in switching the product
mix in response to the changing market demands.

R&D

1 Research carried out to improve quality of existing products and develop new
processes for existing products.

1 Focused R&D program to build pipeline for consistent growth.

9 Active R&D program to develop a broad portfolio of veterinary, animal and human
health APIs.

1 Strictly conform to process research within our labs including process optimization at
kilo lab, pilot plant and characterization of related substance synthesis.

T Over seven O6process patentsd in the pipeline.

Quality Control

1 Integrated quality control department across every manufacturing unit.

1 Manufacturing unit based at Mahad in Raigad District is 1ISO 9001:2008 certified for
its quality management systems.

Cost Advantage

1 Multi-purpose manufacturing facility, with significant backward integration linkages
that provides flexibility to change the product mix and cater to the growing market
needs.

1 R&D team relentlessly strives to enhance the processes for existing products to
improve production with optimum utilization of resources

1 Has competitive edge over its peers, thereby widening the customer base and
mitigating susceptibility.
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Client Relation
Relentlessly address the need of our valued clients.

Proactive client relationship in the domestic and international markets that help us in
garnering repeat business.

Existing relationship with clients offer us the competitive advantage to win newer
clients.

Credit Strength

Headquartered in Maharashtra, India and with 1000+ workforce.

State-of-the-art efficiency and control measures applied across the supply,
development and manufacturing.

Diverse product mix mitigates the risk associated with cyclicality in different product
segments.

Capability to handle complex and hazardous chemical process like hydrogenation
and nitration.

Healthy revenue scale up supported by robust utilization levels, and introduction of
newer niche products every year.

Global Customer Base

Heterogeneous customer base from various industry segmentsd Veterinary, animal
and human health care.

Export presence in multiple countries..

Relentless focus on expanding customer base by catering to their requirement.

Winning Culture
Our captivating corporate culture defines the attitude and behaviour that is required by

us to make our Vision-2020 a reality.

Underlying Philosophy

Cater to the need of our clients and global partners.
Focus on innovation and unmatched product quality.
Voraciously ground-breaking in niche organic chemistry.

Work Smart

Act with industriousness.

Remain receptive to global changes.

Be accountable for our actions and inactions.

Steward technological chattels and focus on building values.

Reward our workforce for taking | ead |

roadblocks.

Learn from our failures.
Discipline

Flexibility in working
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Punctuality

Total employee involvement

Active participation / support in housekeeping and safety activities
Create, maintain and promote harmonious industrial relations.
Strive maximum utilization of available human resource

Creating culture of free mobility

Craft cultivate and promote discipline work

Create and implement safe work practices

= =4 =4 4 =4 -4 4 -4

Be the Brand
fEnfl ame i nnovation and the zeal to triumph,

1.7 Business Ethics and Code of Conduct Core Value
1. Honesty

Company executives should be truthful to people involved. They should not intentionally
mislead or deceive others by distorting information, exaggerating or giving partial truth. Nor
should they discriminate against people by doing or abstaining from doing something
required to be done.

2. Integrity

Company executives should exhibit their personal integrity and courage to uphold their
convictions by doing things they perceive as right despite pressures favouring theopposite.
They should be respectable, impartial, and committed to their principles. They should fight
for their beliefs and never compromise their principles for any objective that would turn
them into deceivers or immaoral persons.

3. Trust worthiness

Executives should disclose and provide related information, as well as correct any
misunderstanding on facts. They should try in every proper way to fulfill their promises.
They should not abuse technical or legal interpretation as an excuse not to cooperate or
Comply with contractual obligations.

4. Loyalty

Our executives should exhibit their loyalty to the company by dedicating themselves to their
Respective duties and to its people by providing support and assistance whenever required.
They should not use or disclose confidential information for personal advantage. On the
Contrary, they should maintain the ability to make decisions independently as professionals,
Avoiding inappropriate conduct and conflict of interest, as well as being faithful to the
Company and their colleagues. If the executives intend to leave and work somewhere else,
They should notify appropriately in advance and treat the company information as important
And confidential. They should not exploit their former positions for their own benefit.

5. Fairness

All executives should be fair and just towards all people. They should not use their power
Deliberately, neither should they resort to cheating or inappropriate tactics to obtain or
Maintain benefits or advantages from misled or distressed people. Fair-minded executives

10
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Should disclose the agreements set for consideration and treat everyone equally, be open to
Disagreeable opinions, willing to admit the mistakes they make, and ready to shift positions
And beliefs to appropriate and correct ones, if the situation demand.

6. Concern for others
Our executives should be considerate, sympathetic, kind, and well intentioned to others. As

the golden rule says, fATreat others the way

provide the help that people need. They should also pursue proper means to achieving
business objectives in a way that the business objectives are aligned with the objectives and
interests of people.

7. Respect for others

Company executives shoul d mhonourafieddgm, ane grigaeyc t

legal and human rights, as well as the interests of stakeholders. In making their decisions,
executives should be gentle and treat everyone as equal without discrimination by gender,
class, or race.

8. Commitment to Excellence

Executives should excel in their performance, i.e., should be equipped with knowledge, be
prepared, and should work hard to enhance knowledge and skills to cope with every issue
under oneb6s responsibilities.

9. Leadership

All executives should be aware of their own responsibilities and leadership requirements and
should seek and comply with code of conduct models that would benefit themselves and the
organization when put to work. They should also attempt to create an environment in which
principles and ethical decision-making are given utmostimportance.

10. Reputation and Morale

Senior executives should create and defend

morale, by singly and collectively avoiding any action that would hurt the inter-relation
between the company and employees. On the other hand, all employees must singly and
collectively do everything necessary to correct and prevent anywrongdoing committed by
others.

11. Accountability

Senior executives should create and defend company 6 s r eput ati on, as
morale, by singly and collectively avoiding any action that would hurt the inter-relation
between the company and employees. On the other hand, all employees must singly and
collectively do everything necessary to correct and prevent any wrongdoing committed by
others.

12. Policy on Compliance with the Law and Relevant Rules and Regulations

The Company is committed to complying with all relevant laws, rules and regulations
everywhere it operates and has established the policies as follows:
a) Directors, executives and staff must comply with local laws, rules, regulations aswell
as customs and traditions of the country in which the Company operates.

11
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b)

c)

d)
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Director s, executives and staff mu st

andregulations.
Directors, executives and staff must not assist,support or conspire to avoid anylegal
or regulatory compliance.

Directors, executives and staff must cooperate with supervisory agenciesas well as
report information on violation of or non-compliance with existing lawsor regulations
to concerned persons.

Director, executives and staffs must update about the new amendment and new rules
in the forthcoming years and should educate the subordinate staffs about the
statutory compliances from time to time and also to comply all the statutory
compliance in the event we are undergoing any hazardous process in the plant.

13. Policy on Confidentiality of Information

The Company has set up an important policy concerning the use of information of the
company in compliance with Good Corporate Governance and relevant regulations. The
Company has advised the Directors, Executives and staff to focus on confidential
information especially internal information not yet disclosed to public or any data or
information that may affect the business of the company or its share price. The guidelines
are as follows:

a)

b)

d)

Directors, executives and staff must not use information they receive from their
directorships or employment for personal benefit or for conducting business or other
activities in competition with the Company

Directors, executives and staff must not disclose business secrets to any third party
especially to competitors even after a Director, Executive or staff member has left the
company.

Each working director, executive and staff should sign bond of confidentiality for not
sharing the confidential information with the competitors and/or with the other
employees of competitors.

The Company shall engage, and the employee shall serve in the company in the
capacity and at the at such place or places in India or abroad as the company may
from time to time decide and to perform such duties as may from time to time to be
entrusted to him by the company. The company shall be entitled to assign the
employees services to any associated or allied concern or to concern with whom the
company has dealings either in India or abroad and the employee agrees to serve
such concern to whom services are assigned on such terms and conditions as may
be agreed between the company and such concern which terms and conditions
terms and conditions will be as decided by the Company.

14. Conflict of Interest and Non-Disclosure

14.1 While employed with Lasa Supergenerics Ltd., Employee shall devote his full working

14.2

time to the Companyds affairs and sha
interests. The Employee shall not accept any other employment, part-time or
otherwise, or engage in any commercial business or pursuit on his own account or as
an agent for others unless specifically approved in writing by Management.

Employee would also recognize and acknowledge that the systems, which Lasa
Supergenerics Ltd. owns, plans or develops, whether for its own use or for use by its
clients, are confidential and are the property of Lasa Supergenerics Ltd. The Employee

12
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further recognize and acknowledge that in order to enable Lasa Supergenerics Ltd. to
perform services for its clients, such clients may furnish to Lasa Supergenerics Ltd.
confidential information concerning their business affairs, property, methods of
operation or other data; that the goodwill afforded to Lasa Supergenerics Ltd. depends
upon, among other things, Lasa Supergenerics Ltd. and its employees keeping such
services and information confidential.

14.3 Employee agree that, except as directed by Lasa Supergenerics Ltd., employee will not
at any time, whether during or after his employment with Lasa Supergenerics Ltd.,
disclose to any person or use any Confidential Information, or permit any person to
examine and/or make copies of any documents which contain or are derived from
Confidential Information, whether prepared by the Lasa Supergenerics Ltd. or
otherwise coming into his possession or control without the prior written permission of
Lasa Supergenerics Ltd. or Management.

14.4 The employee agree that this letter including the compensation, salary details,
remuneration details mentioned herein, or any part thereof is a confidential subject
matter and should not be discussed by him with any other employee except HR
Dept. before or during your employment with Lasa Supergenerics Ltd.

15. Non-competition

15.1 The employee also agree that whilst he is an employee of the Company and for one
year after termination of employment for any reason, or from the entry by a court of
competent jurisdiction of a final judgment enforcing these restrictions, whichever is
later.

15.2 He will not provide directly or indirectly as an employee, contractor or sub-contractor of
any company, competitive products or services to Company clients or prospective
clients with which he had any during his employment with the Company. The employee
will not join direct competitors of company dealing in competitive products or services.

15.3 "Competitive Products or Services" means assistance in delivering products, training,
consultative support or solutions delivery which are in whole or in part derivative of the
Company's proprietary products, marketing materials, training materials or final or
interim work products or providing business consulting work substantially
similar to the work which you have performed for those clients as a Company
employee.

15.4 "Any contact" means and includes but not limited to any one or more of the following
levels of contact: involvement in a bid or contract proposal, or oral or written
communications client or prospective client; or one on-site visit to the client or
prospective client; or participation in interviews or orals with the client or prospective
client; or identification as a key resource for the prospective or current client proposal.

16. Non-Solicitation of Employees

16.1 The Company values its employees and requires fair protection from the loss of those
employees. Both during Employee's employment with the Company and for a period
of one year following the date of Resignation/ termination of your employment, for any
reason, the employee shall not, directly or indirectly, solicit any other Lasa
Supergenerics Ltd. employee to leave the Company's employment and also during the
services with Lasa Supergenerics Ltd. will share any information about his salary
details and or any seek any salary details from any other employee strictly and this will

13



be adhere to strictly by his or else, the management reserves its right to claim

liquidated damages from the employee in the event of sharing and or disclosing and or
seeking the said information from any individuals and or employees.

16.2 The employee will abide by the company rules and regulations applicable to him, which
are in force from time to time. Non-compliance of any of the terms of appointment and
Company rules will invite disciplinary action. In either case the employee will comply
with the Separation Policy in force at the time of his resignation.

17. Confidentiality

17.1 That he will treat all records of business of any nature whatsoever and or any goods or
equipment belonging to the company which shall have come into his possession in the
course of his employment to be the absolute property of the company and he will at
times during the currency of this agreement keep the same under his personal
supervision and control and that he shall at any time during the currency of this
agreement keep the same under his personal supervision and control and that he shall
at any time during the currency of this agreement.

17.2 That in the event of the employee on termination of this agreement failing to deliver up
to the company all or any of the said property on demand the company shall be at
liberty without prejudice to its right to fix in its absolute discretion reasonable value
therefore and to recover such value after reasonable value therefore and to recover
such value after reasonable notice from any sum or sums of money due and payable
to the employee on the termination of this agreement.

17.3 The employee shall not at time hereafter disclose, divulge or make public any of the
secrets regarding accounts, formulas, specifications, technical and patents information
and know how, the processes and plants in currents use or any of the secrets
regarding any of the affairs or trade or other secrets of the company or its business
connections which in the opinion of the company are deemed to be kept confidential
and which may be confined to him or become known to him as such or otherwise
during the course of the his employment under this agreement or the terms of his
employment.

17.4 The Employee shall promptly disclose forthwith to the company, about any discovery,
invention or improvement or improvement made or discovered or that may be made or
discovered or improvement made or discovered n future by him solely or jointly with
others, while in the service of the company and which relate to or are within present or
future scope of improvement shall belong to and shall be the property of the company.

17.5 The employee shall join with and or assist the company its nominees, successors and
assigns at time both during and after the period of his employment with the company
its successors and assigns to take out or apply for letters, patents, Licenses and other
rights/privileges or protection as may be directed by the Company in respect of any
such discovery invention, process or improvement as that benefits thereof shall
accrue to the company and the employee shall execute, acknowledge and deliver all
instruments, acts, deeds and things which in the opinion of the company are necessary
or desirable for assigning, transferring or otherwise vesting the same and all benefits
arising in respect thereof in favour of the company, his successors or assigns as the
company may direct.

14



17.6 That employee will at all-time observe and abide by rules and regulations which may be
in force and which may from to time to time be made by the company regarding

separation and confidentiality policy and the same shall be binding on the employee as
if they were incorporated in this agreement.

17.7 The employee shall not at time hereafter disclose, divulge or make public any of the
secrets regarding data, formulas, specifications, information and know how, the
business secrets, salary details, remuneration details to anybody and or share with
any individual regarding any of the affairs or trade or other secrets of the company or
its business connections which in the opinion of the company are deemed to be kept
confidential and which may be confined to him or become known to him as such or
otherwise during the course of the his employment under this agreement or the terms
of his employment.

18. Policy on safeguarding Company Property

The Company expects executives and staff to utilise t he companyés resour
assets in a most efficient manner, to increase corporate competitiveness and to
provide the best possible service to its customers in accordance with the following
guidelines:
a Executives and staff s h o urtesl andi asgets intaecoste o mp any
efficient manner for maximum benefit of the company.
b) Executives and staff should help protect the
improper depreciation or loss.
c) Provide and follow proper preventive systems and procedures and effectively in sure
the same against any fire, natural calamities, burglary and other risk or damage.
d) To provide fire fighting and safety training to all the employees and to educate them
about the safety precautions to be taken in case of such eventuality moreso,
educating the staff if they foresee any danger due to the use of any chemical in the
factory, establishment.

19. Social Responsibility

a) Caring for society and environment
b) Projecting a loftyimageof* Lasa Super geatlamge. cs Lt d."”

20. Company Commitment to Employees

The company's commitment to providing a safe, high-quality work environment for its
employees including management and staff and contract labour. The company takes
care of the following:
a) Payment of fair wages compared to the national average, and provide basic
benefits.
b) Provision for enhancement and training for workforce, including subcontracted
labour.
c) Provision of training and skill development of labour force to help them perform
better get promoted or find alternative employment in cases of redundancies.
d) Development of labour practices around human rights (including child and forced
e) labour), firing/redundancy and disciplinary measures in compliance with
international standards and suitable for local conditions.
f) Respect employees' right of association and collective negotiation if they so
choose.
g) Ensuring work/life balance and provide flexible/part time working opportunities.
h) Payment of wages as per the payment of wages act 1936 and as per the
minimum wages act 1948.

15
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i) Providing safety training to the workforce and the contract employees employed
with the purview of contract labour regulation and abolition act 1971. The training
to the contract employees will be provided by the contractor who is engaged by
the Company.

i) The Management will give increments to the employees depending on their
performance and which is solely on the discretion of the management.

k) (4) The workmen and staff are prohibited from engaging into double employment.

[) (5) Restriction of double employment i No employee shall be allowed to work in
any factory on any day on which he had already been working in any factory and
thus there will be restriction on double employment as per provision of 60 of the
Factories Act.

21. Confidentiality Policy

21.1 In order for our staff to conduct company business and properly administer our own
personnel procedures, we must gather and maintain certain private information.

21.2 The purpose of this Confidentiality Policy is to set forth guidelines with regard to the
collection, maintenance, use and disclosure of confidential information.

21.3 All employees share the responsibility to ensure that proper security and confidentiality
are maintained. Report any breach promptly to the Human Resource Department or to
the concerned authority.

21.4 Anyone who violates this policy will be subject to disciplinary action and possible legal
recourse. Company property includes not only tangible property such as desks and
computer terminals, but also intangible property such as information and data on those
computer terminals. Of particular importance are proprietary information and
confidential information.

21.5 Proprietary information includes all information obtained by company employees during
the course of their work. Customer lists and files, production information, personnel
files, employee medical information, computer records, financial and marketing data,
formulae and trade secrets are examples of confidential information.

21.6 In the event any of the employees violates and/or commits breach of the confidential
policy of the company by sharing the confidential information and/or trades secret, the
management will file specific civil suit against the said employee for recovering
liquidated damages under specific relief act, 1963.

21.7 The confidentiality is the soul of the company. Confidentiality and loyalty are the only
two ingredient which will ensure the survival of the company in longer run and it will
also ratify the growth of the company in longer run.

22. General Policies

22.1 You may not disclose or use proprietary or confidential information except as your job
requires. You also may not disclose or use any proprietary or confidential information
that you obtained during the course of your employment with any previous employer.

22.2 Do not discuss confidential information with anyone, including co-workers, customers
and individuals outside the company, except as necessary to carry out assigned
duties. Take extra precautions when you are in areas where someone may overhear
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your discussion or observe your work. Clear your desktop of any confidential
information before leaving your desk. If you need to leave your computer during the
wor kday, you should wuse the #fAlockouto

passwordwhen you return. Where appropriate,

22.3 Computers regularly used by an individual should not be used by other staff without

22.

permission.

addressed.

22.5 Use only honest, legitimate means to collect information. Whenever practicable, obtain

the information directly from the individual concerned.

22.6 Refer all inquiries from the press about our operations or employees to the HRD.
22.7 When in doubt about the release of information, check with your immediate supervisor.

Never be intimidated into releasing the information when there is a question.

22.8 The confidential information can be disclosed only if it is required to be disclosed before

23.

24,

any court of law and/or before any authority empowered to record the statement as a
quasi-judicial.

Outside Requests for Information about our Employees
We will not release employee data to individuals or organizations outside of the

company wi t hout t he empl oyeebs authorizati

disclosure is compelled by court order, judicial or administrative process or a specific
provision of law. Prior to release, the person requesting the information must present
the appropriate court document or agency authority.

An employee who desires the company to release information to an outside individual
or organization (e.qg., financial and employment information released to a bank or loan

agency in support odpplidatiom meshsph aorglease @rel whivera n
empl oy

before we release the information. The
waiver on behalf of the employee absent a court order.

When other employers ask for references, we will limit information regarding former
employees to dates of employment and job(s) held unless the company president
authorizes an exception. Any former employee who wants to release additional
information about his or her employment must sign a request and waiver. If you
respond to a verbal or telephone request for information, record what information you
released, to whom and for what purpose.

Information about our Business Operations

In managing the operations of our business, certain staff members become privy to
sensitive information about the business, our customers, and our employees. This
information must remain confidential both internally (within the company) and externally
(outside the company, including spouses and family members). Do not discuss it with
others beyond what is required to perform your job unless you are given specific
authority to do so.
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2.0 EMPLOYMENT POLICY

It is the policy to recruit the best qualified people and to maintain a pool of human
resources according to the manpower requirement and planning.

It is also the policy to transfer or promote well performing and capable employees to fill
vacancies so that employees are provided with opportunities to widen their exposure
and further their career development within the company.

All applicants have equal opportunities of employment irrespective of their age, sex,
marital status, pregnancy, family status, disability, race, nationality or religion (provided
that these do not impede the abilities of the prospective appointees to carry out normal
job duties or affect the health and safety of fellow employees).

Job applicants are treated fairly and equally. Employment is offered only to the best
gualified applicants with reference to their merits and abilities to meet the requirements
of the jobs irrespective of whether they are referrals or direct applicants.

The Human Resources Department provides recruitment advice and services to all
Divisions/Departments and is responsible for the entire process leading to employment.

The Management will follow equality in employment as per article 11 of the constitution and
there will not be any gender discrimination amongst the employer and employee and the
guideline of Vishakha judgment will be followed and adhere to by all the employees. The
women at workplace will have the right to work with dignity and a committee under sexual
harassment of women at workplace will be formed by the management.

2.1 MANPOWER PLAN AND CONTROL
2.1.1 Purpose

=a

The aims of manpower planning are:

to ensure that company acquires and retains the optimum number of employees with the

required skills, expertise and competence;

to exercise effective control of staffing and the associated cost; and
to assist in optimum resources allocation so that potential manpower surplus or shortage can

be anticipated and alleviated as much as possible.
Maximum utilization of available resources of manpower and minimizing the costs to ensure

the profitability.

2.1.2 Manpower Plan

Heads of Division/ Department are required to conduct a thorough review of the
operations, structure and manpower of their Divisions/Departments each year, and
furnish recommendations of manpower plan for the following financial year to the
Human Resources Department.

The Human Resources Department is responsible for reviewing the recommendations and
compiling a corporate manpower plan for the financial year. The manpower plan sets out the
number of posts by level and by Division /Department.
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2.1.3 Changes to approval manpower plan

The manpower plan for the financial year, once approved by the Executive
Committee/Board, is regarded as official. No change is permitted unless major
developments or functional requirements emerge. Any requisition of unbudgeted headcount
needs the approval of the Management.

2.1.4 Manpower Control

In order to optimize human resources utilization and to maintain cost effectiveness,
stringent manpower control should be exercised. Recruitment should only be carried
out in accordance with the bases of operational needs and approved manpower plan.

Whenever an employee leaves the company the Head of Division/Department should
assess the manpower of his Division/Department to see if a replacement is necessary.
Where a replacement is required, internal transfer or promotion should be considered before
pursuing external recruitment.

2.2 RECRUITMENT

2.2.1 Purpose

The purpose of recruitment is to acquire, in a cost effective manner, the optimum number of
high quality employees for the operations and development. In order to appoint the most
appropriate persons for the positions, it is crucial that potential candidates are drawn from a
wide pool and equal opportunities are ensured for all candidates. The following guidelines seek
to ensure transparency and fairness throughout the recruitment process and maximize the

diversity of applicants.

2.2.2 Where replacement or additional employee(s) is required, the Head of
Division/Department should complete and forward a Staff Requisition Form to the
Human Resources Department to initiate recruitment. The form should specify clearly
the job summary and job requirements of the vacant position and be endorsed by the
Head of Division/Department.

2.2.3 The Head of Division/Department should first consider internal transfer or promotion
before pursuing external recruitment.

2.2.4 The head of the division will maintain the appraisal form of all the employees from time
to time and will also will suggests suggestions and recommendations for improving the
work methods.

2.2.2 Sourcing Methods
Generally, one or more of the following recruitment approaches, to be decided by the Selection
Committee, can be adopted to identify interested and suitable candidates.

2.1 Internal Sourcing
The Human Resources Department will issue an internal vacancy announcement to
invite applications from employees. Employees may apply to the Human Resources
Department in accordance with the policy for Transfer or Promotion. Employees may
also refer their friends or relatives to the Human Resources Department if they are
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interested in the vacant position. The referrals will be considered together with other
candidates and undergo the same selection process.

The Management will invite the recommendation from the employees and their relatives
in order to fill up the vacancies however, management will management will also
undertake to notify the vacancies by notification under the Employment Exchanges
(Compulsory Notification of Vacancies) Act, 1959.

2.2 External Sourcing
If it is decided that an external recruitment advertisement is necessary, the Human
Resources Department will adopt one or a combination of the following external sources
of recruitment which is/are considered to be appropriate and cost effective. The Head of
Division/Department may suggest other sources if he/she thinks appropriate.

a. Media

The Human Resources Department will liaise with the Division/Department to prepare the
recruitment advertisement and place it in the:

91 Job Opportunities Section of company Web Site or other recruitment web site(s) as
appropriate; and
1 Most appropriate and effective newspaper(s) and/or other publication(s).

b. University/College Recruitment

For fresh graduate or summer job vacancies, the Human Resources Department may
also approach the Appointment Services of universities or colleges.

c. Recruitment Consultant
Where there are genuine difficulties in finding suitable candidates, a recruitment consultant may be
used with the approval of the Head of Human Resources

2.3 Internal candidates

Given that having continuity at the senior management level can be beneficial to the operation of
internal candidates with the relevant technical expertise and management experience may be
recommended for the consideration of the Selection Committee. Any internal candidates will be
evaluated on the same basis vis-a-vis other candidates. Where an internal candidate and an

external candidate for the same position are deemed to have comparable qualifications,
experience, and competencies, etc., the internal candidate will be given preference.

2.3 SELECTION GUIDELINE AND CRITERIA
2.3.1 Shortlist Criteria

In shortlisting candidates for interviews, the following factors should be considered:
academic, professional and technical qualifications;
working experience;
job knowledge and technical know-how; and
Management experience for managerial positions.

=A =4 =4 A

There should be no discrimination on the grounds of age, sex, marital status,
pregnancy, family status, disability, race, nationality or religion unless these will
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impede the prospective appointees' abilities to carry out normal job duties. All

candidates will be assessed fairly and equally irrespective of whether they are
referrals or direct applicants.

2.3.2 Information Gathering during Interviews

During the interviews, interviewers should only ask questions that relate directly to
the job requirements. Where it is necessary to assess whether personal
circumstances will affect job performance, interviewers should discuss these
objectively without questioning the candidates about their age, marital status,
pregnancy, family status, race, nationality or religion.

In case of a disabled applicant, job-related information on disability and medical
history can be asked to determine the applicant's ability, and the need for special
services and facilities, to carry out normal Employment. It is however unlawful to
request medical information for the purpose of discriminating against applicants on
the basis of pregnancy or disability.

Assessment of the candidates and due recommendation of the interviewers should
be properly documented on the Interview Assessment Form after interviews. All
forms and documents containing personal data of applicants should be returned to
Human Resources Department for further handling, irrespective of whether the
applicants are appointed.

2.3.3 Final Selection Criteria

Judging from information gathered through interviews, the final selection criteria
including desirable personal attributes, potential for further development, past
performance, job expectation and career aspiration are applied to further evaluate the
suitability of the candidates to the job.

If all things are equal, preference will be given to internal candidates taking into
consideration the recommendation of their Heads of Division/Department in addition to
all other criteria.

2.3.4 Reference Check

Reference check shall be conducted at the final stage of the selection process with prior
permission of the selected candidate or shall be conducted immediately after the candidate
has accepted offer of employment, whichever is practicable. All offers shall only be finalized
subject to the receipt of satisfactory references. If a candidate is found to have provided false
information or have misrepresented any information or have not disclosed any material facts in
his or her application, it shall be deemed to be sufficient grounds for company to withdraw the
offer or terminate his or her service summarily, as the case may be.

In the event any employee fails to provide genuine information and/or suppresses the material
facts, his services will be put to an end without any further reference to him.

The management reserves right to ratify from the previous employer if required.

2.4 OFFER AND APPROVAL
2.4.1 Offer
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When a suitable candidate is identified, the Human Resources Department will
discuss with the recruiting officer and/or the Head of Division/Department, as
appropriate, on the terms and conditions to be offered to the candidate. In determining
the entry grade and salary of a prospective employee, the following factors will be
considered:

academic, professional and technical qualifications and working experience;

job knowledge and technical know-how;

recent earnings;

prevailing market rate of the vacant position;

availability of suitable candidates in the market;

internal relativity and

job grade and salary range of the vacant position.

Creativity and desire to take job responsibility

= =4 =4 =4 =4 -4 -4 4

2.4.2 Approval

The selection process and approval authority for the recruitment of all positions should
involve at least two levels to ensure that a fair selection process has taken place.

Once a candidate is identified and he is name is finalized it is binding on the candidate
to disclose whether any criminal case is pending against him and/or filed against him in
any court of law in India.

At the same time the management will do the police verification of the concerned
employee and in the event any adverse remark is made by the police the management
has got every right to withdraw the offer.

2.5.1 INTERNAL RECRUITMENT

The corporate office shall carry out the recruitment process for all categories of posts.
The company may fill up the existing posts either by promotion of employees already
in service with the company.

Lasa Supergenerics Ltd. is dedicated to assisting employees to reach their
professional goals through internal promotion and transfer opportunities. One of the
tools the company makes available to employees in managing their career is internal
job posting. This procedure enables current employees to apply for any available
position either before or at the same time the position is advertised outside of the
company.

To apply for an opening: Ensure that you meet the following eligibility requirements.
Step 1: You are a current, regular full- or part-time Lasa Supergenerics Ltd. employee.

1 You have been in your current position for at least six months. (Exceptions to this six
month requirement can be made by your current supervisor and should be consistent

With company business needs.)

1 Your performance meets performance development plan standards or established
work

Standards in your current position.

1 You have not had an employee counselling or corrective action within six months.
You are not following a performance improvement plan for your current position.

1 You meet the qualifications listed for the position on the job posting.
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Step 2: Complete an Internal Job Application form. Applications are available from

Human Resources Department. Attach your resume, if you have one, to the completed
application.

Step 3: Submit the Internal Job Application to your supervisor for approval.
Step 4: Submit your completed and approved Internal Job Application to HR.

Step 5: Candidates who are qualified will participate in an initial interview with the
supervisor of the position, if they have not interviewed with that particular supervisor
within the past six months. Finalists will participate in two additional interviews, with an

HR representative and with Manager/ HOD. The selected person will be notified by the
supervisor of the position.

Step 6: Final decision is taken by Director or Managing Director.

2.6  EMPLOYMENT FORMALITIES
2.6.1 Vetting of Documents

Prior to confirmation of appointment, the Human Resources Department will ensure
that the candidates are lawfully employable and hold a valid Identity Card or other valid
identity documents that are acceptable. Candidates are required to certify their
gualifications and working experience by producing the original copies of their

academic and professional credentials, reference letters from previous employers and
other relevant documentation.

It is binding on the employee to give his Aadhar card with a valid Aadhar
number and/or passport.

2.6.2 Induction Policy

On their first day of employment, new recruits will usually report to the Human
Resources Department to complete the joining formalities and a brief company
induction before they report for duty to the designated Department which will help them
better understand the mission, objectives and organizational structure of the company,
as well as it rules and regulations, code and conduct.

Heads of Department should arrange for new employees' job induction with their job
description once they have reported for duty.

The company expects that the implementation of good induction practice by managers

will:

1 Enable new employees to settle into the company quickly and become productive
and efficient members of staff within a short period of time.

1 Ensure that new entrants are highly motivated and that this motivation is reinforced.

i Assist in reducing staff turnover, lateness, absenteeism and poor performance
generally.

1 Assist in developing a management style where the emphasis is on leadership.

1 Ensure that employees operate in a safe working environment.

1 Will reduce costs associated with repeated recruitment, training and lost production.
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2.7 APPOINTMENT LETTER

All Appointment Letter shall be issued by the Head of Department- HR & Admin or by
the Managing Director. The actual content of the appointment letter may vary depending
on the level of appointment.

The Appointment Letter will be treated as contract of employment and it is explicitly
cleared while the said appointment letter to all the employees that, the suits of
employment will be Mumbai i.e. the official address of the company.

2.8 PROBATIONARY PERIOD
2.8.1 Purpose

The purpose of the probationary period is to allow time for new employees to ensure
their expectations on employment and job performance are met.

2.8.2 Policy
Unless otherwise stated in the Appointment Letter, all employees are required to
undergo a probationary period of Six months. Unless confirmed in writing the
probationary period will be extended and in the event the performances of the
employee are found to be unsatisfactory, the management reserves its right to
terminate probationary employee.

If a resigned employee re-joins, in the same Division/Department or in a capacity in
which the job nature is similar to his previous position, the probationary period may be
waived at the discretion. However, if an employee re-joins in a different
Division/Department or in a position where the job nature is different from his previous
position, a probationary period may be required in order to ensure that the employee is
suitable for the job.

Subject to satisfactory performance, employees will be confirmed after the probationary
period as permanent employees and eligible for employee benefits as appropriate.

During the period of probation, an employee is not eligible for any kind of leave. Salary
will be deducted for leave taken during his/her probation period.

2.8.3 Confirmation of employment

Approximately four weeks before the probationary period expires, the Human
Resources Department will send a Probation Review Form to the Heads of
Department for assessment of their new employees' performance and suitability for
employment.

The Heads of Department should assess the performance of their new employees
during the probationary period and recommend if their employment should be
confirmed.

The Head of Department should return the completed Probation Review Form to the
Human Resources Department One week before the expiry of the probationary
periodof the employee.

If the employee serves his probationary period satisfactorily, he will be confirmed as
a permanent employee and a letter of confirmation will be issued to him through his
Head of Department by the Human Resources Department.

24



LASA

Lasa Supergenerics Ltd

2.8.4 Extension of probation period/termination

2.9

If the Head of Department considers that the performance or working attitude of a
new employee is not satisfactory and a longer period of observation is required, the
employee will be requested to undergo an extended probationary period, normally for
another six months. No employee shall be kept on probation in any post for total
period exceeding 18 months.

Employees who perform unsatisfactorily or are not suitable for the job may be
terminated at any time in accordance with the policy for Termination.

If the Head of Department decides to extend the probation or terminate the service of
the employee, he should state his intention clearly on the Probation Review Form
and return it to the Human Resources Department at least One week before the
expiry of the probationary period of the employee. Where assistance is required on
employee training, counseling or disciplinary action, the Human Resources
Department will work closely with the Head of Department.

TRANSFER

Internal transfer is encouraged by the company as it gives employees opportunities to
widen their exposure and pursue development in other streams within the company. It
also enables company to deploy employees to areas where they can best contribute to
and meet the manpower requirement and planning of the company.

Transfer is an incidence of service and the management may / shall transfer the
employee to any place, office, establishment of its company in India or abroad. No
employee will show any constrained and/or restrained to the transfer on the pretext of
inconvenience. The transfer will be due to exigencies of the management.

2.9.2. Policy

It is the policy of the company is to consider internal transfer for existing employees
whenever a suitable job opportunity arises. All things being equal, preference will be
given to internal candidates so that employees are provided with opportunities to
widen their exposure and further their career development within the company. All
employees should have equal opportunities for transfer. It should be non-
discriminatory and based on job related factors. Age, sex, marital status, pregnancy,
family status, disability, race, nationality or religion should not be considerations for
transfer.

Employees may be transferred from one post to another or from one
Division/Department to another for career development or operational/structural
reasons. Requests for transfer may be made either by Heads of Division/Department
or by employees. Transfer should not, however, be used as a means to shift
undesirable or problem employees to another Division/Department. Neither should it
be used for internal staff poaching.

Transfer can only be successful if agreed by both the releasing and the recruiting
Heads of Division/Department. A waiting period is normally required to enable the
releasing Division/Department to find a replacement.

In principle, no probationary period is necessary for transfer. Termination notice will
be adjusted, if applicable, to the employment conditions of the new position. If a
probationary period is deemed necessary and the termination notice differs from that
of the previous position, the new termination notice will apply only upon completion of
probation.
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As one of the main reasons for transfer is career development, frequent transfer is
not encouraged. Employees should remain in their positions for at least one year
before any transfer is considered.

During the course of transfer the terms and conditions of the employment will remain
the same; however in the event the transfer is affecteddue to promotion, the
employee will be entitled for the allowances and benefits flowing out of the same.

2.10 PROMOTION
2.10.1 Purpose

The company aims to provide career advancement opportunities for employees to
develop and utilize their potential whenever possible, while at the same time
recognizing their outstanding performance.

2.10.2 Policy

f)

It is in the interest of both the Company and the individual that employees be
encouraged to seek and gain advancement within the Company. Whilst the
management reserves the right to appoint the most suitable person to any particular
post, whether an internal candidate o r external one, it i
promote from within whenever and wherever possible.

The basic principles of promotion are equal opportunities, non- discriminatory and the
best person for the job. Selection for promotion should be based on merit with due
consideration of the following factors:

job knowledge and technical know-how;

competence and potential;

performance and quality of work;

academic/professional/technical qualifications;

honesty, integrity and commitment to work;

working attitude and interpersonal skills; and

Personal attributes and tact.

= =4 =4 =4 -8 -4 -4

Age, sex, marital status, pregnancy, family status, disability, race, nationality or

religion should not be considerations for promaotion.
Promotion based on merit provides pathways or potential avenues for employees to
aspire for higher grades, so as to maintain a clear and stable career development
structure enabling the advancement and retention of quality staff.
Whenever vacancies arise, the Heads of Department should consider the possibility
of promoting existing employees from within before recruiting externally.
Under normal circumstances, Heads of Department may recommend promotion for
their employees, if they meet the requirements of and are suitable for the vacant
positions.
Alternatively, employees who fulfil the requirements of and consider themselves
suitable for the vacant positions may apply for the positions by responding to internal
vacancy announcements.
Under exceptional circumstances, promotions driven by business/operational needs,
individual merit and competency, and/or added responsibilities will be considered on
a case-by-case basis. Heads of Department should provide full justifications when
making recommendation of the promotion.
To be eligible for promotion to the next higher grade, employees should have
demonstrated potential for further development and possess relevant experience,
gualifications and attributes prescribed for the position. As a general rule, they should
have served in their present job for a minimum of 12 months.
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In general, promotion driven by vacancy is subject to approval of the Heads of
Department. In the case of employees reporting directly to the Heads of Department,
approval from both the Heads of Department and the Managing Director has to be
sought. Promotions other than vacancy driven are subject to approval of the
Managing Director.

Normally, employees will be promoted to positions which are one grade higher than
their current ones, and their new job titles have to be in line with the companytitles.
On promotion to a higher grade, employees will normally receive the entry pay of the
new grade or a promotional increase which is equitable to other employees of the
new grade. They will also be eligible for benefits applicable to the new grade.

The promotions will be decided on the basis of the confidential reports of the
superiors, and the discretion of the management will be foremost and final.

Procedure

For promotion recommendation, the Head of Department should complete and
forward a Performance Appraisal Form with full justification to the Human Resources
Department.

The Human Resources Department will review the recommendation and ensure that
appropriate approval is granted.

Upon approval of the promotion, the Human Resources Department will prepare a
letter incorporating all changes in terms and conditions of employment and send the
letter to the promoted employees. They are required to sign and return a copy of the
letter to the Human Resources Department, signifying acceptance of the new terms
and conditions.

TERMINATION
Purpose

This policy sets out the conditions and procedures relating to termination of
employment with the company. It aims to ensure that company is in line with good
employment practice and complies with the statutory requirements.

In the event and employee/ workmen engaged for a particular project his services will
automatically come to an end as per section 2 (00) (bb) of the Industrial Disputes Act.

RESIGNATION

2.11.2.1 Notice Period

A contract of employment may be terminated by either party giving notice in
writing or payment in lieu as specified in the contract of employment. Unless
otherwise specified in the contract of employment, the notice or payment in lieu to be
given by either party for termination of employment is one month.

However, in the event that an employee is either individually or as a member of the
team working on a Project, the notice period will automatically stand to be the
earlier of either of the following:

a) One months from the date of the employee providing notice;
b) Completion of the Project.

The length of notice to be given by either party in the event of an extended
probationary period shall be the same as during probation.
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Employees who fail to fulfill the required notice period will have their final payment
deducted in proportion to the period of short notice.

Employees may not extend their notice period to take advantage of rest days or
public holidays falling immediately after the expiry of their required notice period.
Extended notice is only accepted with valid reasons and the approval of their
Heads of Department and the Head of Human Resources Department.

Employees are not allowed to use outstanding compensation leave or annual
leave in lieu of termination notice without the approval of their Heads of
Department. Similarly, maternity leave cannot be served as notice for termination
of employment.

If an employee has applied for annual leave prior to submission of his resignation
and the approved leave falls within the notice period, he must obtain re-approval
from his Head of Department.

Any request to waive the whole or part of the termination notice must be provided
with justification and approved by the Head of Department.

2.11.2.2 Procedure

a)
T

b)

Submission of Resignation

An employee who wishes to terminate his employment must submit a letter of
resignation to the Human Resources Department with a copy to his Head of
Department. The Head of Department should endorse the letter to signify his
acknowledgment of the resignation and send his copy to the HRD.

Upon receipt of the letter of resignation, the HRD will acknowledge the resignation in
writing and confirm with the employee the last working day and the effective date of
his resignation with a copy to his Head of Department.

Upon submitting the resignation, the head of the department will endorsed his
acceptance over the said resignation letter and also will issue the relieving
letter to the concerned employee mentioning therein that his services will be
relieved from the future date. The said employee will also be informed that he
has to return the entire property of the company including, date, laptop, keys
and other documents if any.

Return of Company Property/ Handover process

Upon leaving the service with company, the employee must handover to his Head of
Department or designated officer all accounts, contacts, data, records and
documents, whether in paper, tape, diskette or electronic form, related to his job.

On his last working day, the employee is required to return all company property to
his Head of Department, the Administration Department, the Exchange Library and/or
the Human Resources Department as appropriate. Company reserves the right to
deduct from the resigned employee's final payment an amount equivalent to the
value of any property which is not returned or is damaged and any amount due to the
company.

Exit Interview
The Human Resources Department will normally conduct an exit interview with the
resigning employee to obtain a better understanding of his needs and to solicit his
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feedback in company policies and practices so as to improve the overall working
environment and conditions.

Final Payment

The final payment including basic salary, job related payments or reimbursements,
payment in lieu of accrued annual leave and money due to the employee, if any, will
be paid to the resigned employee by cheque or autopay into his bank account within
30 days from his effective date of resignation.

Reference Letters

Reference letters will be issued by the Human Resources Department to former
employees who have completed their probationary periods. Employees who wish to
have their reference letters made under the official titles of their Heads of
Division/Department can apply direct to their Divisions/Departments. A copy of the
reference letter should be sent to the Human Resources Department for record
purpose.

The referencel/experience letter will be issued by the management and the
contents of the same will be at the sole discretion of the management.

Withdrawal of Resignation

Withdrawal of resignation must be made in writing by employees and approved by
their Heads of Division/Department. A copy of the approved withdrawal should be
sent immediately to the Human Resources Department.

In the event employee desires to withdraw the resignation, he may do so only before
its acceptance and after the acceptance the resignation letter if he desires to join the
employment, it will be on the sole discrimination of the management.

Dismissal

While the law recognizes an employer's right to terminate the employment of an
employee with legitimate reasons, Heads of Division/Department must cautiously
exercise the right in order to minimize the adverse impact on other employees, their
Divisions/Departments.

Unless the subject matter is of a very serious nature where termination of
employment is inevitable, Heads of Division/Department are advised to adopt the
disciplinary procedures as specified.

The management will exercise the right of dismissal in the event the employees
indulges in the act of misconduct and there are extenuating circumstances warranting
a lenient view, the management may terminate the services of the employee for
grave and serious misconduct and/or if it loses the confident in the employee due to
his misconduct, misbehavior and/or serious acts..

1 Approach
If a Head of Division/Department wishes to terminate the employment of an
employee, he should consult the Human Resources Department about the
approach to be adopted.
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a) Termination by Notice or Payment in lieu

If an employee's performance is unsatisfactory or not up to the required standard; or
his working attitude is poor; or he is found to be unsuitable for the job; or under any
other circumstances other than those specified for Summary Dismissal may lawfully
terminate his contract of employment with notice in writing or payment in lieu as
specified in the contract of employment.

This is the most common approach to termination of employment by an employer for
minor and/or trivial transgressions.

b) Summary Dismissal (Without Notice or Payment in lieu)
If an employee, in relation to his employment:

9 wilfully disobeys a lawful and reasonable order;

9 misconducts himself, such misconduct being inconsistent with the due and faithful
discharge of his duties;

9 is guilty of fraud or dishonesty;

1 is habitually neglectful in his duties;

1 becomes involved in improper securities transactions, or without approval discloses
to a third party any confidential information obtained from his employment; or

on any other grounds which would entitle company to terminate the employment
without notice, company may lawfully terminate his contract of employment without
notice or payment in lieu.

This approach of termination of employment by an employer should only be applied
to cases where an employee has committed very serious misconduct or fails to
improve himself after the employer's repeated warnings.

If any employee / workmen indulge in any misconduct i.e. commission of act
subversive of discipline, willful subordination, fraud, dishonesty, riotous and indecent
behavior, willful disregard of safety instructions , Indulging in illegal gratification,
sleeping while on duty, misbehaving with superior or fellow staff, Indulging in
any act of sexually coloured remarking, showing pornography,

sexual contact with female employee, the management will conduct enquiry against
the said employee by suspending him pending inquiry and will take the action of
dismissal without notice.

In the event the said employee is workmen a charge sheet will be issued to him
under section 24 of the Industrial Employment Standing Orders Act, 1946 & the
departmental enquiry will be conducted by an independent inquiry officer.

2.11.3.2 Suspension of Employment
If an employee is suspected of a violation that could lead to summary dismissal,
company may, during the pendency of inquiry may suspend the employee by
dispensing his presence in the company and complete the inquiry through an
independent inquiry officer as per the provisions of law.

In the event there is any criminal proceeding pending or registered against the

employee, the parallel action within the purview of pre probability will be taken by
the management.
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During the period of suspension, the employee will be paid substances allowance

and will be given opportunity to defend. During the inquiry of the case, he may be
accompanied by a co-employee, co-workmen, colleague if he so wishes.

In the event any employee is indulge in any serious misconduct and if his
presence is detrimental to the smooth working of the company, he will be
suspended pending enquiry till completion of the enquiry and only after the
submission of the report and finding by the independent enquiry officer, if the
charges are proved and in the event, there are no extenuating circumstances
warranting a lenient view the management may terminate him without notice.

However, in the event the inquiry is not feasible, and/or the employee is holding a
post of confidential nature his services can be summarily terminated without any
further reference to him.

2.11.3.3 Prohibition against Termination

d)

a)

b)

The Employment Ordinance imposes the following limitations on termination:

Maternity Protection

After an employee's pregnancy has been confirmed by a medical certificate and has
served notice of her pregnancy, termination of employment, on grounds other than
summary dismissal due to the employee's serious misconduct, is prohibited from the
date on which she gives notice of her intention to take maternity leave until the date
on which she is due to return to work.

If a pregnant employee is dismissed before she has served notice of pregnancy, she
may serve notice immediately after being informed of her dismissal. Under these
circumstances, the dismissal or notice of dismissal must be withdrawn.

Where it has been explicitly agreed that the employment is on probation, dismissal
during the probationary period is not prohibited. However, the employee cannot be
dismissed by reason of her pregnancy.

Sick Leave Protection

An employer shall not dismiss an employee whilst the employee is on paid sick leave.
This restriction does not apply to summary dismissal due to the employee's serious
misconduct.

Annual Leave

When an employee is taking accrued statutory annual leave, neither employer nor
the employee is permitted to terminate employment by giving the other party notice of
termination during the period which is being taken as annual leave. This restriction
does not apply to annual leave which is in excess of the provisions under the
Employment Ordinance.

In the event any employee indulges in misconduct no disciplinary action will be taken
during the course of maternity leave of the employee and the management will
initiate disciplinary action only after the said delinquent employee resumes duty.

Giving Evidence or Information to the Labour Department

An employer shall not dismiss an employee for giving evidence or information in any
proceedings or inquiry in connection with the enforcement of labour legislation,
industrial accidents or breach of work safety regulations.
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Injury at Work
An employer shall not dismiss an injured employee before having entered into an
agreement with the employee for his compensation or before the issue of a certificate
of assessment.

2.11.3.4 Procedure

2.12

2.13

2.14

Before any dismissal decision is made, the Head of Division/Department is advised
to study all the facts leading to dismissal and seek advice from the Human
Resources Department with regard to the approach and action to be taken.

If dismissal is deemed necessary, the Head of Division/Department should
complete and forward a Personnel Movement/Contract Renewal/Salary Revision
Form with reason(s) to the Human Resources Department.

The Human Resources Department is responsible for determining the approach to
be taken, issuing the dismissal letter and final payment.

A dismissal interview should be conducted by the Head of Division/Department or
his designated officer and the Human Resources Department, if required. (To be
deleted)

Retirement
The age of retirement of the employee and all workmen will be 60 as per the provision
of section 27 of the Industrial Employment Standing Orders Act, 1946.

Employee attaining the age of 60years based on the declared and accepted date of
birth as recorded with the Company, will retire from the services of the Company.
Management to intimate such employees six months in advance regarding his/her date
of retirement. Extension of service beyond the above defined retirement age could be
considered in exceptional cases solely at the discretion of the Managing Director.

Interpretation/Relaxation of Rules

If any doubt arises regarding the interpretation of any provisions of these rules, the
matter shall be referred to the Manager i HRA at the Corporate Office who shall
decide the case, with the approval of the Managing Director or the Appointed
Authority.

Where the Managing Director is satisfied that the operation of any rule is causing
undue hardship, he may by written order, dispense with or relax the requirements of
a particular rule or provision to such an extent, as he may consider necessary for
dealing with the case in a just and equitable manner.

The decision of the Managing Director in all such cases will be final and binding on all
employees.

Personnel record

A personnel file is maintained for each employee of Lasa Supergenerics Ltd. These
personnel files contain confidential documents and are managed and maintained by
Human Resources staff.

Typical documents in a personnel file include the employment application, a family

emergency contact form, documented disciplinary action history, a resume, and at-
will employer sign off sheets, current personal information, and job references.
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Not all personnel files contain the same documents but each personnel file has some
documents that are the same.

Payroll files are also maintained; payroll files contain a history of the employee's jobs,
departments, compensation changes, and so on. An employee may view his or her
personnel file by contacting a Human Resources staff person during normal business
hours. No employee may alter or remove any document in his or her personnel file
which must be viewed in the presence of an HR staff person.

2.15 Increment
Normally annual increment is decided on the
work and working of the Company, attitude, work and other ethics, proper and timely
reporting &Companyo6és profit/profitability. I
to time, the Management will interact with every employee about his/her contribution
aong with Companyds targets. Annual i ncr eme |
automatically. It is based only on the performance of every employee.

The Management i s always focused on iIimprovin
and level of motivation, encourages and inspires them to ever strive to do better.

The Management is also is keen to promote talented employees to develop their
skills and competence in more directions than one. Thus, if an employee in
Production shows interest and competence to move to Research & Development, the
Management would encourage such employees to develop in the desired direction.

It is desirable for Management to start the process for Annual Increments including

evaluation of Criteria for Increments, Performance Appraisal etc. on the 1* of January
of each year. The driving force is to retain and encourage right and talented staff.
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3.0 DESIGNATIONS, SCALES OF PAY AND METHOD OF ISSUE OF SALARY

3.1

The following designations and titles have been approved for various purposes within the
organization:

Grade | Designation / Title

L Managing Director*/ Director*
LO1 CEO*, COO*, CFO*
L02 Company Secretary*, Sr. Vice President*

LO3 General Manager*, Head Of Department*

LO4 Manager, Sr. Manager

LO5 Asst. Manager, Section Head, Supervisor

LO6 Sr. Executive, Secretary/ Personal Assistant to L

LO7 Executive, Accountant, Officer, Secretary/ Personal Assistant to L1
LO8 Trainee Officer, Coordinator, Sr. Technician, Machine Operator
L09 Technician, Office Assistant, Store Assistant, Receptionist

L10 Helper, Driver, Office Boy, Security Guard

Note: Appointments marked with * are considered Department Heads for sanctioning
expenses as laid down in these Rules.

3.1.1 The designation from L to LO8 will be treated as the confidential post under rule 100 (2)

3.2

3.3

3.4

of the Factories Act and they will not be entitled for any overtime within the purview of
Factories Act.

Scales of Pay

The scales of pay for various posts in the company shall be such as may be laid down by the
Company, from time to time and as communicated to each employee through the Appointment
Letter.

Drawal of Pay

Unless otherwise provided, an employee shall draw pay and allowances attached to his post
from the date he assumes the duties of the said post and shall cease to draw them as soon as
he ceases to discharge the duties.

Fixing Pay of an Employee on Initial Appointment

Initial pay of an employee, on joining the Company, shall normally be fixed at the minimum
slabof the pay scale of the post to which he/she is appointed.

Fixation of pay in excess of the minimum of the pay scale and grant of premature increment(s)
shall require the written sanction of the Managing Director.

Where an employee is Transfer/ promoted to another post carrying duties and
responsibilities of greater importance than the post held by him, his pay for the higher
post shall be fixed at the discretion of the Managing Director and advised to all
concerned in writing, failing which it will have no sanctity.
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3.5 Drawls of Increment

3.6

3.7

An increment shall be drawn on the basis of recommendations of a committee to be

constituted by the Managing Director each year, for this purpose, and unless it is withheld,
it shall be granted with effect from 1st of April each year.

Fresh entrants joining the Company during the year shall earn their first increment with
effect from April following the month of their joining but payment thereof with effect from
April shall be made only after completion of six months of service and issue of orders in
regard to satisfactory completion of their period of probation.

The increment may be withheld if the conduct of an employee has not been good or his
work has not been satisfactory after following the procedure as spelt out in the Manual.

The Managing Director may, at his discretion, grant premature increment(s) to an employee
for sustained meritorious work.The increments will be given to the employees on the
basis of the performance appraisal by the immediate superior and the
recommendation of the committee constituted by the managing director.

The increment will not be given as a matter of right, but it will be paid at the sole
discretion of the management.

Issue of Salary

Each employee has to submit their bank detail copy to Finance & Accounts so that the

disbursement can be accordingly effected. Bank charges in this connection would be to the
account of the employee.

Confidentiality of Salary information

Salary information is strictly confidential. Only the individual employee, his Head of
Division/Department or his designated officer and employees who process salary and
benefit administration will have access to the employee's salary information. Employees
should not disclose their salaries to persons other than their Heads of
Division/Department or his designated officer. Employees who have access to salary

information in the course of their duties must handle the information with extreme care
to ensure confidentiality.

3.7.2 No employees will have the right to share their salary details, payment details and/or

bonus details with the subordinate or contemporary employees and in the event they
do so, it will be treated as commission of act subservice of discipline.
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4.0 TRAVELLINGALLOWANCES

All employees of the Company (other than those who are employed either on contract,
casual or apprenticeship basis) including those in managerial positions, including those
on probation, shall be entitled to the following allowances:

4.1 Travelling and conveyance allowance
4.2 Mobile allowance

While these allowances have been spelt out to form the basis of calculation(s), actual
figures may vary depending on the negotiated terms on which an employee has been
appointed. It is expected of each employee to maintain total confidentiality in these
matters. Notwithstanding the above, the various provisions pertaining to these are
contained below:

4.1 Travelling and Conveyance Allowance
The Rules framed below will cover the following aspects of traveling while on duty:
a) International Travel
b) Domestic Travel
c) Local Travel.

d) The travelling policy entitlement of hotel allowance, daily allowance will be
reviewed and enhanced at the end of every year or once in a two year.
Similar practice will be followed in case of local travel.

a) International Travel

All international travel related decisions are taken on a case-to-case basis. The

individual concernedt hr ough t he HRD will-pséekiphddsapptr
from the Managing Director, where after the individual concerned will move a formal

proposal. The proposal should thereafter, be forwarded to the Finance & Accounts

Department for review and financial vetting. After review and financial vetting, the

proposal shall, within a maximum of 2 working days of receipt by the Head i F&A, be

forward to the Managing Director for review and formal approval.

Only Service personnel on foreign travel will be entitled to the following:

a) When board & lodging facilities are
Provided by the hostUS&25308perdays hment € é
b) When board & lodging facilities are not

Provided by the hostUS&200.80pkridsyh ment é é

C) Above remuneration are meant to cover all local conveyance, food & other
miscellaneous expense incurred in foreign land. Against submission of
documentary proof.

d) Any deviation from the above rates will only be with the specific and prior
permission of the Managing Director.
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Domestic Travel on official duties by company employees, their eligibility to the class of
travel, board, lodging and reimbursement of out-of-pocket expenses, etc are covered by
the under-mentioned Rules.

Stay in Guest House accommodation: The Company has provided Guest House
accommodation in certain cities. Officers must check the availability of and use the
guesthouse accommodation prior to using hotel accommodation. The guesthouse facility
is currently available in Mumbai, Mahad and Chiplun.

4.1.1 Travel Entitlement

a) L3 and above

b) L4

c) L5, L6&L7

ii)

In case road/rail travel time exceeds 8 hours, air travel by
economy class

Otherwise, A/C Deluxe Bus /1% Class or A/C Il Class (2A)
/Personal Car.

For local travel on business, employees Grade L3 and above
shall use local taxis, for reimbursement at actual. A Statement
of Expenses will be required to be provided along with the
Travel Expense Report.

Travel sanctioning authority will be the Managing Director.

Grade L4 employees have right for Road/Rail transportation
only. Air travel by them would need written approval from
Managing Director.

Air travel request will be put up to the Sr. Manager (HRA) to
avail of the most competitive rates when the nominated person
provides the maximum possible notice (at least one week).

Otherwise, A/C Deluxe Bus / A/C lll (3A) Class.

For local travel on business, Grade L4 employees shall be
entitled to use local autos and local taxis in Mumbai where
autos do not ply. The fare will be reimbursed at actual with the
expense to be claimed through the travel expense Report.

Grades L5 to L7 employees will travel by AC Deluxe Bus / AC
Il (3A) Class. Air travel by them would need written approval
from Managing Director.

Air travel request will be put up to the Manager (HRA) to avalil
of the most competitive rates when the nominated person
provides the maximum possible notice (at least one week).

For local travel on business, sharing autos wherever possible
or auto or bus, based on nature of work assigned. Fares will
be reimbursed at actual with expenses to be claimed through
the Travel Expense Report.
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d) L8 & below

4.1.2 Allowances

Entitlement of various allowances will be as per the table below. All entitlement bills should
have specific written sanction of the L4 & above Categories Appointment and the Managing

ii)

LASA
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Grades L8 & below employees will travel by Bus/Sleeper Class
or AC Ill (3A) whichever is available. Air travel by them would
need written approval from Managing Director.

Air travel request will be put up to the Manager (HRA) to avalil
of the most competitive rates when the nominated person
provides the maximum possible notice (at least one week).

For local travel on business, sharing autos wherever possible
or auto or bus, based on nature of work assigned. Fares will
be reimbursed at actual with expenses to be claimed through
the Travel Expense Report.

Director, in all other cases.

4.1.3

Corporate Office

L & L1 Category: As per actuals

Hotel Entitlements (Except For Mumbai / Navi Mumbai): beyond 200km from

L2 Category: Actuals, in a hotel not above Rs.4, 000/- (including taxes)

L3 Category: Hotel accommodation but not exceeding Rs.3, 000/- (including taxes)

L4 Category: Decent accommodation not exceeding Rs.1, 500/- (including taxes)

L5 & below Categories:

Decent accommodation not exceeding Rs.1, 000/-

(including taxes) in case of Metropolitans cities only Rs.1, 500/- (inclusive taxes).

4.1.4 Other Entitlements:

Sr No

Allowance

New Rates / Rules

a.

Traveling Allowance
for local duties when
using own transport,

Rs. 10.00 per Km (petrol ) & Rs.8.00 per Km
(Diesel ) for use of car and Rs. 5.50 per Km
for use of 2-wheelers to be supported by
Client Contact Report or Daily Movement
Register, as the case may be. Please note
above rates are inclusive of (fuel + driver
allowance +maintenance + any other
miscellaneous expense towards car / bike)

Daily Allowance (All
stations to cover
conveyance & meals
and other
miscellaneous
expenditure).

Actual for L3 & Above, for L4 & below: in
case of Local Visit: 200/-per day (includes
conveyance).

Outstation: 300/- per day to cover Food &
miscellaneous expense. 200/- per day for
conveyance
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i. All travel should have prior written sanction of the Departmental Head for L4
and below.

ii. All travel for L3 & above should have the prior written sanction of the
Managing Director.

iil. Telephone calls from hotel are, as a measure of prudence, not recommended
unless very urgent or local logistics so dictate.

iv. For voucher related to conveyance expense must be supported by Kilometer

details.

V. Above given allowances are maximum limit for an employee to be spend.

Vi. Customer details, travelling details with supporting bills are essential for
approving.

Travel and Board & Lodging Facilitation Policy for Mobilization of Expatriates:

The concerned Account Manager or Business Development Manager, in consultation
with the Principal, would finalize the travel dates of the visiting expatriate(s) and
advise the Manager (HRD) in writing who holds single-point responsibility for
facilitating travel bookings and coordinating the stay and related logistics of
expatriates in India. The following details are required for Ticket/Hotel Bookings,
which the concerned Account Manager/Business Development Manager needs to
provide in writing well in advance to ensure that all reservations are cost effective:

1 Name of the visiting Expatriate(s)
9 Likely Arrival/Departure Dates of the Expatriate(s).
9 Originating Travel Point and Final Destination.

General Directives

a) Executives traveling on business to any destination for a day will follow a

simple rule of 6first flight out & and f ol
advised so as enable the Executive to have in hand a full working day.

b) Airport pick-up is not permitted, unless it is complimentary. Executives shall
hire pre-paid taxi/auto service for Airport i City transfer.

c) All expense claims shall be routed through the Travel Expense Report, duly
supported by bills/receipts. Only the HRD will make bookings (Air) through
the Company-specified Travel Agency, in order to avail maximum discount
and better services from the nominated agency.

d) Tour Expense Reports (as per Company-approved format) should be
submitted to the Department Head within a maximum of 7 calendar days of
return to the Base Station. If the Tour Expense Report is not submitted within
the prescribed time frame, for any reason whatsoever, the F&A Department
will not be in a position to release any further Travel Advance or on any other
account.

e) Booking short distance tours within 150km need to be done through long-
route buses or rail only for M4 and below categories and would need returning
within 24 hours to the respective place of posting.

f) Luxury Tax, Surcharge, Service Charges Tax etc. are included in the
entitlement of the various categories, as provided under the Rules.
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i) Amounts spent in excess of the defined ceilings will not be eligible, in any
case whatsoever, for reimbursement.

i) Hotel / Train / Flight / Bus Expenses will not be reimbursed without
submission of hotel [/ Train [/ FIlight

k) Lodging Charges will neither accrue nor be paid during train journeys.

) When telephone/fax, e-mail expenses are included in the hotel bill, a full

listing of all phone numbers with individual duration and cost should be
secured from the hotel so as to avoid the risk of such expenses being
disallowed for reimbursement.

c) Local Travel

The place of posting will be treated as the Base Office. An Executive will be entitled
to re-imbursement @ Rs.5.50 per km for Scooter/Motorcycle and for Car @ Rs.10.00
per km (petrol) & Rs.8.00 per km (diesel), for any sales call or business travel from the
respective office of posting. Conveyance reimbursement will have to be claimed on a
fortnightly basis, providing all details of travel in the specified format. The above
amount is inclusive of petrol and maintenance in case Executives/Employees use
personal vehicles for such commuting. Parking charges are required to be claimed
separately. The above rates apply for self-owned vehicles only.

4.2 Mobile Allowances:

This section defines the procedure for claiming reimbursement of mobile phone
expenses incurred by an employee while on official work. It is applicable to all
employees of the Company. Payments for mobile reimbursement will be regulated and
compensated as under:

Guidelines regarding Eligibility:

Designation Reimbursement
L4& Above : At actual

L5 to L8, (if required and At actual with a ceiling of

approved by MD) Between Rs 500/- to Rs
2000/- per month with
internet data

L9 & Below Minimum plan of Rs 300/-
per month

NOTES

1. Reimbursement shall be made only against submission of monthly telephone bills
and for official calls, per the provisions mentioned.

2. Claimant will be entitled to claim reimbursement only against one telephone
number used for official purposes. The number so entitled should be registered in
the Companyds records.

3. Claimants must submit itemized telephone bills, highlighting personal ISD and
STD calls. Charges of such calls must be recovered from the claimants.

4. Executive at L3 level & above need to have a Smart Phones with mail facility to
avail the Companyds mobile facility.
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5. Data / Internet Card will be given to employee with approval of Managing
Director.

6. If any employee is exceeding the ceiling amount, approval from HOD or
Managing Director is required.

4.3 Reimbursements

a) All reimbursements with reference to costs incurred on behalf of the company by
the employee must be claimed within the stipulated time period of fifteen (15)
days from the date of costs incurred.

b) The Company is not responsible for reimbursing the employee for any costs
incurred once the time period as stipulated has lapsed, maximum period for
submission of any vouchers will be within 3 months only from the date of cost
incurred.

The above mentioned allowances would be subject to the approval of whole time
directors.
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5.00 LEAVE POLICY
5.1 Purpose

The objectives of providing leave benefits are to release its employees from the
pressure of work and to provide them time-off under circumstances such as sickness,
marriage and pregnancy. The leave benefits set out in this Section are applicable to
full- time permanent employees. Application for leave is subject to the approval and
must be supported by relevant documents proving the eligibility of the employee to
the satisfaction.

Details of the leave policy are set out in the following paragraphs. The policy shall be
subject to change from time to time at the discretion.

5.2 Types of Leave

Subject to provision of the Rules, the following types of leave shall be admissible to
employees:

1. Casual Leave: 3 days
2. Earned Leave: 15days
3. Sick Leave: 4 days

4. Maternity Leave:

Employees who are employed or promoted during a calendar year will have their
annual leave calculated on a pro-rata basis. Employees are only eligible for annual
leave upon completion of six months' service.

5.2.1 Casual Leave (CL)

9 CL s eligible for 3 days in a calendar year to all confirmed employee.

1 Itis only eligible after written confirmation of the service in the company.

1 CL is accrued from the date of your DOJ.

9 Eligibility of taking CL is only after completion of one year of service and if your
services are confirmed in writing.

9 If you are confirmed in between the year you will be eligible on pro rata basis.

1 Unavailed/ balance CL if any of the year cannot be carry forward to the next year.

 No encashment of CL is allowed.

5.2.2 Privilege Leave (PL)/ Earned Leave (EL)

T PL shal/l be credited to an employeebds | eave
1% January of every year.

1 Employee is eligible for PL only after your confirmation of service in writing.

9 PL is accrued from the date of your DOJ.

9 Eligibility of taking PL is only after completion of one year of service and if your
services are confirmed in writing.

1 If an employee is confirmed in between the year the PL will be credited on pro rata
basis.

1 PL can be carry forward to next successive year.

1 PL can be encashed only on leaving the company and not during service with the
company.

1 PL encashment is calculated on your basic salary.
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To avail PL or long leave employee need to apply in advance by at least 30 days
prior for approval/ sanctioning the leave from HOD.

Sick Leave (SL)

All permanent employees are entitled to Sick Leave of 4 days in a calendar year.
Sick leave shall not be carried forward to the next financial year.

Maternity Leave
The maternity leave will be granted as per the provisions of section 5 sub section iii

all the women employees shall be entitled for 26 weeks of maternity leaves out of
which 8 weeks maternity leaves can be preceded before the date of expected
delivery for two surviving children and after more than 2 surviving children the
maternity leave will be 12 weeks.

LEAVE ENCASHMENT
Casual / Sick Leave: Such leave cannot under any circumstances be enchased.

Earned Leave: Any carry forward balance of leave in fifteen days can be enchased
at the option of the employee. To a continuing employee, such leave is eligible for
encashment on basic salary. Encashment of leave will only be allowed to any
employee only after he has completed one-year of unbroken service in the Company.

COMBINING OF LEAVE

For purposes of continuity of leave merged with any normal weekly-off and festivals,
should leave be sanctioned for a day and/or period, which is prefixed or suffixed with
a holiday/weekly off, such (prefixed or suffixed) weekly off or holiday shall be
considered as part of leave.

Unsanctioned leave except that too in bona fide cases of sickness shall be
considered as absenteeism and employee will not be entitled for any salary for such
leave. However, in case of sickness, it will be duty of the employee to, immediately
on reporting back, submit doctor certificate and duty fill up the Leave Application
Form to regularize the absence, failing which no pay for the absent period will be
admissible.

Paid Holidays

All employees in the Company will be entitled for paid holidays inclusive of salary.
The company before the beginning of the calendar year will declare such holidays
based on various government notification and mutual consensus.

Special Sick Leave

In case of severe sickness / iliness /ailment / maternity leave to an employee, the
Management at its sole discretion may decide to grant full or partial Paid Leave for
such period. However, these will be on merits and on a case -to-case basis

Application for grant of leave without pay to sick be moved via the Department Head
to Manager (HRD) for obtaining final approval from the concerned Managing Director.
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5.7 LEAVE APPLICATION

a)

b)

d)

While availing leave of any kind, due consideration must be given to the
responsibility handled by the particular employee(s). It is professionally
expected that the employee(s) concerned will give sufficient notice and clear
the requirement for leave with the Head of the Department working out the
relief arrangements, if required, necessary handling / taking over should be
ensured to avoid any disruption in work.

Leave must be applied well in time so that it can be sanctioned well in
advance of its commencement. Late application and ex post facto
applications will not acceptable except in dire emergencies.

Please ensure that the next in line or the relief required to perform duties in
your absence, is kept fully informed about your plans. Accordingly, the
Application Form has been modified to suitably address the providing of the
required information to the next incumbent. The officiating employee will not
absent himself during the duration and absence of the one employee should
not adversely affect the task in hand.

Any leave of over working days must be accompanied with written handling /
taking over note for the officiating incumbent with a copy endorsed Manager
(HRD), the Managing Director and any other nominee.

To apply for leave the employee should obtain a leave application form the
HRD and complete and submit the form with the authorized signatory to HRD
for record purpose.

The above mentioned Leaves would be subject to the approval of whole time
directors.
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6.0 ATTENDANCE POLICY
6.1 Biometric System

Attendance information can be calculated accurately only when there is a minimum of
2 punches or in multiples of 2.

For practice purposes there may not be 2 punches for all the employees. In such case
there are two options available.

1. No Punch i the employee is marked present even if the employee has not punched
in case of the employee is on outdoor work. (It is only considered if outdoor receipt
with authorised signatory is submitted to HRD).

2. One Punch- One Punch is sufficient to be marked present with relevant information.
(If in case of outdoor receipt should be submitted to HRD).

6.2 Working Hours / Flex Hours

a) The Normal working hours in Mumbai (Head Office) are from9.15am to 5.45pm.
Weekly off will be 2" and 4™ Saturday and all Sunday. This is applicable only at Head
office.

b) Factory shift hours will be followed as decided by the management.

c) Certain employees may be assigned to different work schedules/ timings and/or shifts
outside of normal office hours. If an employee must be outside of the office for non-
business-related reasons during their normal work schedule, they should inform their
HOD and information should be given to HRD.

d) To maintain decorum in the office the organization requests every employee to be on
time. Regular late arrival by more than 15 minutes will be seriously viewed and
disciplinary action may be taken.

e) If there are more than 3 late marks in a month, then with every one late marks one day
leave will be deducted.

f) Three times early going is allowed once a month.ie an employee can avail this facility to
go early two hours prior to their timings with prior information to HOD/HRD.

g) A half day PL is constituted as, an employee has to work for a minimum of 4hrs of the
day he / she avails of this facility.

h) If employee goes for outdoor work than, written permission from HOD has to be taken. It
must be submitted at HR Department within two days.

i) Employee has to work at least 6 hours in a day to mark him as full day present.

j)  Although the working hours are fixed. The employees may have to report early and/or sit
late as per the exigencies of the work.

6.3 Break and Lunch Hours

Lunch time at the office is between 1.00 pm to 2.00 pm. All employees are required to
strictly follow the lunch time and not engage in taking frequent breaks during working
hours as it affects the overall working of the company.
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6.4 Overtime

1. To outline the conditions under which employee will be compensated when required to
work in excess of their normal weekly regularly scheduled hours.

2. This policy is eligible only for all factory employees with Salary less than Rs 25,000/- per

month.

It is calculated on basis of Gross salary of the employee.

4. No overtime shall be worked without prior approval of the HOD and same has to be
intimated to HRD, who shall determine the method of compensation with the employee
prior to the commencement of the overtime.

5. Overtime shall be kept to a minimum and should not form a regular part of the work
schedule.

6. Employee who stays for more than two hours from their actual work hours are eligible
for overtime.

7. Employee must take written approval from their immediate supervisor and HR official
before doing overtime work without approval from the head overtime is not considered.

8. Over time will not be applicable to the employees who are working in the confidential
post i.e. L to L9 as they are holding the confidential post as per rule 100 (2) of the
Factories Act, 1948.

9. Over time will be paid as per section 59 of the factories act wherever any worker
workers more than 9 hours in a day or 48 hours in a week. No worker shall be allowed to
work for more than 115 hours in a quarter as per section 65 of the Factories Act.

w

10. No worker shall be allowed to work for more than 7 days at a stretch and total number of
hours in a week shall not exceed 60.

6.5 Compensatory Off

a) When a supervisor so requests an employee may be required to work on public
holidays or on weekly off. In such a case the employee will be entitled to
compensatory off in lieu of working on a holiday. This policy is applicable for Factory
Employees only. This will be governed by the following policies:

b) Compensatory off can be availed only when the supervisor at his/her discretion
requests the employee to work on public holiday/ Weekly off. The employee cannot
decide to work on a holiday and then seek compensatory off.
c) Supervisor/HOD requires intimating an employee and marking a copy to HRD if any
employee needs to work on public holiday or weekly off in advance offering his
approval for the same with a short justification.
d HR shall veri fy empl oyeeds presence on s a
attendance/security register. The supervisor will also be held accountable in case
records show that an employee who was expected to turn up on a holiday did not
turn up for work. Supervisors are advised to use their discretion and minimize
instances of Compensatory off requirements. This is to enable employees to have
rest every week from work.
e) Employee can use compensatory off on same month; it will not get carried forward to
next mont h. | f empl oyee dondét take compensat
will be given.

The above mentioned attendance policy would be subject to the approval of whole
time directors.
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7.0 LOANS AND ADVANCES
7.1 Loans

a) So as not to compromise its position or that of the employee in the discharge of
their respective responsibilities and jobs, the company as a policy does not
provide any loans and/or advances to any of its employees.

b) However, the company is in the process of developing a scheme with Financial
Institutions, to facilitate the securing by the employees directly of
home/personal loans. Under the proposed facilitation, the company will not be
liable in any manner whatsoever nor will it provide guarantees or assurances of
any kind or type to the Financial Institutions for loans taken or proposed to be
taken by employees.

c) The employees will accordingly approach the Financial Institutions for loans
only in their individual/personal standing and capacity.

d) The management is prohibited from giving loan as per the RBI as we are
not bank and/or financial institution and therefore any financial help given
by the management will be treated as salary advance.

7.2 Advances

a) Advance against salary will be considered in cases of emergency. Any
empl oyee, who has completed a minimum of o
the Company and has a good proven track record, can apply for an advance
not exceeding his/her Monthly Salary.

b) Recovery will be done on a monthly installment basis. The repayment will be
through deduction from the monthly salary and the entire amount must be re-
paid in a maximum of 10 equal monthly installments.

c) Minimum recovery on installment basis will be Rs.1,500/= per month unless
otherwise agreed to with the Manager (HRD) and Head i Finance & Accounts.
Advance cannot be sanctioned to an employee till full payment of installments
of any previous advance. Advances on salary would not be given more than
once in a year.

d) Application in writing, on the prescribed Advance Authorization Form as per
should be forwarded fully completed, to the immediate Superior Officer along
with he estimated cost for proper verification.

e) The Application will in turn be forwarded to the respective HOD/Branch Head
who wi |l then route it through the HRD Deryg
sanction.

f) The HOD/Branch Head should carry out an independent assessment as to the
concerned employee need for funds before forwarding the application. The
Management retains the absolute and unfettered right to sanction and/or
disburse the Loan.

g) In case it is subsequently revealed that the amount taken by the individual is
being utilized for a purpose other than that applied for, disciplinary action will be
initiated against the employee which may even result in termination of his/her
services.
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Other Guidelines

Employees desirous of leaving the Company should repay the balance of the loan
including interest prior to leaving the services of the Company and seeking the return
of the legal documentation executed at the time of securing the loan from the
Company.

The above mentioned Loan and Advances would be subject to the approval of whole
time directors.
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8.0 WORKPLACE PROFESSIONALISM AND COMPANY REPRESENTATION
8.1 Work Dress Code

a) It is expected that all employees will be appropriately dressed in clean & well-
maintained outfit, befitting the image of the Company;
b) The dress code for office and for Site will differ for obvious reasons. Site area dress
code will be as per norms of the company in which work is being carried out.
c) The dress code for everyone will be formal except on weekends.
8.2 Smoking

8.3

No employee shall smoke in the premises of the Company except in place where
smoking is expressly permitted.

Smoking is an act of misconduct as per provisions of Industrial Employment Standing
Orders Act i.e. section 24 (u) and section 22 (u) and any employee found smoking on
the premises of the establishment where it is prohibited by the employer will be liable
for disciplinary action.

Even our industry is an hazardous process as per provisions of section 41 (c) of the
Factories Act and therefore, carrying of any matchsticks and/or lighter inside the
factory itself is an offence and prohibited within the purview of law as this can lead to
imminent danger to the staff and employees.

Consumption of Intoxicating Drinks and Drugs

Strictly abide by any law relating to intoxicating Drinks or Drugs in force in any area in
which he happens to be for the time being;

Not be under influence of any Intoxicating Drink or Drug during the course of his duty.
Refrain from consuming any Intoxicating or drug in a public place; and

Not appear in a public place in a state of intoxication.

Consumption of drinks is prohibited as per section 22 (k) of Industrial Employment
Standing Orders Act and also under section 24 (k) and therefore it will be dealt with
as serious misconduct i.e. drunkenness on the premise of the establishment.

8.4 Absence without information

a) An employee shall be at the disposal of the Company and shall serve the
Company in such capacity and at such places, as he/she may, from time to time,
be required and directed by his/her superior.

b) An employee shall not absent himself from duty without having obtained
permission in writing of the competent authority. Not abiding by this is deemed a
serious misconduct.

c) No employee shall leave the station where he is posted without obtaining
previous permission from his immediate Superior, unless so authorized by the
Managing Director.

d) Any employee remaining absent without prior sanction and/ or without prior
sanction will be liable for action under section 24 and/or section 22 of Industrial
Employment Standing Order Act i.e. absence without leave and/or habitual
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absence without leave without sufficient ground or proper or satisfactory
explanation i.e. section 24 (f) & 22 (f).

8.5 Joining of Associations by Employees
No employee shall join or continue to be a member of an Association, the objectives or
activities of which are prejudicial to the interest of the Company as also to the
sovereignty and integrity of India, public order or morality.

No employee has the right to canvas any union membership or collection of union
dues within the premises of the establishment except with the permission of the
management. In the event they do so it will be treated as misconduct under section 24
(p) of the Industrial Employment Standing Orders Act.

8.6 Demonstrations and Strikes:
No employee shall:
Engage himself or participate in any demonstration which involves incitement to an
offense;
Resort to or in any way abet any form of strike or physical duress in connection with
any matter pertaining to his services of any other employee of the Company.

Indulging in demonstration, strike will attract for misconduct under section 24 (b) of
the Industrial Employment Standing Order Act i.e. going on illegal strike or abetting,
insisting, instigation or acting in furtherance thereof and will be treated as grave and
serious misconduct.

Indulges in demonstration and/or strike will be contemplated as coverive activity and
no employee who will indulges in any demonstration and/or strike will not be entitled
for any wages on the principals of no work no wages. Moreover the conduct of the
participating and/or indulging in the strike will be treated as covercieve act within the
purview of law and will be dealt very seriously.

8.7 Confidentiality

a) No employee shall give to any unauthorized or unconcerned person any
information regarding the set-up the Company, special equipment matters,
secret information or other information belonging to the Company, either by
way of lectures, models, or writing in any newspapers, magazines, pamphlets,
literature etc. or in any other way.
b) No employee shall carry with him outside the premises of the Company any
papers, books, photos, instruments, documents or any other property of the
Companyorrel ated to the Companyds affairs, wit
written approval of the Management.
c) Any books, sheets diagrams, photos and other similar papers etc containing
notes or information relating to the affairs of the Company shall be considered
as the Companyds property, whether prepare
and shall, on demand, at any time, be returned to Company. All such
diagrams, chart, books, photos etc. shall be handed over by the employee to
the Management no sooner he ceases to be an employee of the Company.

d) Sharing any information of the management with any competitor, outsider will
be treated as fraud, di shonesty in connec

property.
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8.8 Private Employment / Second Job

Unless the Company otherwise consents in its sole discretion, you will devote your
entire resources and full and undivided attention exclusively to the business of the
Company during the term of your employment with the Company and shall not
accept any other employment or engagement (honorary or otherwise)

Double Employment

No individual, staff or workmen is allowed to opt double employment i.e. dual
employment in any other organization other than our company and in the event, the
concerned employee indulges in double employment, it will be treated as serious
misconduct as per the judgment of Bombay High Court reported in 1977 LIC page
602 between Siddhnath Krishnaji Kadam V/s DadajiDhagji& Co.

The dual employment will be prohibited and there will be restrictions as per section
60 of the Factories Act, 1948.

8.9 Personal Relationship

Near relatives of employees in the Company as well as persons in any Company or

firm enjoying patronage of the Company.

a) As soon as an employee comes to know that any of his relation has applied
for appointment in the Company, the employee shall inform the Manager
(HRD) in writing, through the Head of the Department. Failing to do so would
be deemed a serious misconduct and could even lead to termination of the
employee concerned as well as the person (relative) appointed.

b) As soon as any member of an employeebs
post in the Company, the employee shall inform the Manager (HRD) in writing
through the HOD.

c) The Company has no policy of discouraging employment of relatives,
however, as a policy no two-blood relatives will be allowed to work in the
same Department. However, if such situation arises, then prior written
permission from the Managing Director should be obtained by the Manager
(HRD) through the HODs.

8.10 HEALTH AND SAFETY POLICY
8.10.1 GOALS

This policy:

f shows the commitment of LASAGs management

9 aims to remove or reduce the risks to the health, safety and welfare of all
workers, contractors and visitors, and anyone else who may be affected by our
business operations

1 Aims to ensure all work activities are done safely.

9 It is binding on all the superiors and managers to maintain accurate and upto
date health records of the worker who are exposed to chemicals, toxics and/or
any other harmful substance which are manufactured, stored, handled or
transported. The medical examinations of the workers involving the handling of
hazardous substance will be done every year.
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The occupiers shall draw the site emergency plan and details of disaster control
measures and make known them to the workers employed therein and to the
general public leaving in the vicinity as per section 41 (b) of the Factories Act.

RESPONSIBILITY

Management (the supervisor and / or manager) is responsible for providing and
maintaining:

a safe working environment

safe systems of work

plant and substances in safe condition

facilities for the welfare of all workers

any information, instruction, training and supervision needed to make sure that

all workers are safe from injury and risks to their health

Workers are responsible for:
ensuring their own personal health and safety, and that of others in the
workplace

complying with any reasonable directions (such as safe work procedures,
wearing personal protective equipment) given by management for health and
safety

8.10.3 Obligations
Management is firmly committed to a policy enabling all work activities to be carried
out safely, and with all possible measures taken to remove (or at least reduce) risks
to the health, safety and welfare of workers, contractors, authorised visitors, and
anyone else who may be affected by our operations.

8.10.4 Responsibilities
Management:

Will provide and maintain as far as possible:

1 a safe working environment

1 safe systems of work

1 plant and substances in safe condition

9 facilities for the welfare of workers

9 information, instruction, training and supervision that is reasonably necessary to
ensure that each worker is safe from injury and risks to health

1 a commitment to consult and co-operate with workers in all matters relating to
health and safety in the workplace

1 A commitment to continually improve our performance through effective safety
management.

Workers:

Each worker has an obligation to:

1
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comply with safe work practices, with the intent of avoiding injury to themselves
and others and damage to plant and equipment

take reasonable care of the health and safety of themselves and others

wear personal protective equipment and clothing where necessary

comply with any direction given by management for health and safety

not misuse or interfere with anything provided for health and safety

report all accidents and incidents on the job immediately, no matter how trivial
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9 report all known or observed hazards to their supervisor or manager.

1 The workers working close to the machine will use tight clothingé

provisions of Factories Act.

8.10.5 Application of this policy

We seek the co-operation of all workers, customers and other persons. We
encourage suggestions for realising our health and safety objectives to create a safe
working environment with a zero accident rate.

This policy applies to all business operations and functions, including those situations
where workers are required to work off-site.

8.11 SEXUAL HARRSEMENT POLICY

COMMITMENT:

Our Company is committed to providing work environment that ensures every
employee is treated with dignity and respect and afforded equitable treatment. The

Company is also committed to promoting a work environment that is conducive to the
professional growth of its employees and encourages equality of opportunity. The
Company will not tolerate any form of sexual harassment and is committed to

take all necessary steps to ensure that its employees are not subjected to any form of
harassment.

SCOPE:

This policy applies to all categories of employees of the Company, including
permanent management and workmen, temporaries, trainees and employees on
contract at their workplace or at client sites. The Company will not tolerate sexual
harassment, if engaged in by clients or by suppliers or any other business
associates. The workplace includes:

1. Al of fices or other premises where

2. All company-related activities performed at any other site away from the
Companydbss.premis

3. Any social, business or other functions where the conduct or comments may have
an adverse impact on the workplace or workplace relations.

DEFINITION OF SEXUAL HARASSMENT:

Sexual harassment may be one or a series of incidents involving unsolicited and
unwelcome sexual advances, requests for sexual favours, or any other verbal or
physical conduct of sexual nature. Sexual Harassment at the workplace includes:

1. Unwelcome sexual advances (verbal, written or physical),

2. Demand or request for sexual favours,

3. Any other type of sexually-oriented conduct,

4. Verbal abuse oaentéd, oki ngd t hat is sex

5. Any conduct that has the purpose or
work performance or creating an intimidating, hostile or offensive work
environment and/or submission to such conduct is either an explicit or implicit term
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or condition of employment and /or submission or rejection of the conduct is used
as a basis for making employment decisions.

IV. RESPONSIBILITIES REGARDING SEXUAL HARASSMENT:

All employees of the Company have a personal responsibility to ensure that their
behavior is not contrary to this policy. All employees are encouraged to reinforce the
maintenance of a work environment free from sexual harassment.

V. COMPLAINT MECHANISM:

An appropriate compl aint mechanism in the forr
created in the Company for time-bound redressal of the complaint made by the victim.

The complaint mechanism of the sexual harassment committee is formed as per the
provisions of The Sexual Harassment of Women at Workplace (Prevention, Prohibition

and Redressal) Act, 2013. One of the person of complaint committee should be
committed to the cause of the women or member of nhon-government organization.

VI. Duties of Employer
The management will provide safe working environment to all the women and also display
at the contiguous place the penal consequences sexual harassment. Similarly, the sexual
harassment will be treated as serious misconduct as per Industrial Employment Standing
Orders Act.

The management will conduct workshop and awareness program regarding the sexual
harassment for all the employees before submitting report under section 21 and annual
report under rule 14 of The Sexual Harassment of Women at Workplace (Prevention,
Prohibition and Redressal) Act, 2013.

VII. COMPLAINTS COMMITTEE:

The Company has instituted a Complaints Committee for redressal of sexual harassment
complaint (made by the victim) and for ensuring time bound treatment of such complaints.
Initially, and till further notice, the Complaints Committee will comprise of the following
four members out of which at least two members will be of the same gender as that of the
complainant:

1. Head-Corporate HR

2. Employee at the level of General Manager or above

3. Divisional Head of the Division from where the complaint has originated
4. Member from an NGO or Lawyer

The Complaints Committee is responsible for:

1 Investigating every formal written complaint of sexual harassment

9 Taking appropriate remedial measures to respond to any substantiated allegations of
sexual harassment

1 Discouraging and preventing employment-related sexual harassment
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VIIl. PROCEDURES FOR RESOLUTION, SETTLEMENT OR PROSECUTION OF ACTS

OF SEXUAL HARASSMENT:

The Company is committed to providing a supportive environment to resolve
concerns of sexual harassment as under:

. Informal Resolution Options

When an incident of sexual harassment occurs, the victim of such conduct can
communicate their disapproval and objections immediately to the harasser and
request the harasser to behave decently. If the harassment does not stop or if victim
is not comfortable with addressing the harasser directly, the victim can bring

their concern to the attention of the Complaints Committee for redressal of their
grievances. The Complaints Committee will thereafter provide advice or extend
support as requested and will undertake prompt investigation to resolve the matter.

. Complaints:

An employee with a harassment concern, who is not comfortable with the informal
resolution options or has exhausted such options, may make a formal written
complaint to the Presiding Officer of the Complaints Committee constituted by the
Management. The complaint shall have to be in writing and can be in form of a letter,
preferably within 15 days from the date of occurrence of the alleged incident, sent in
a sealed envelope. Alternately, the employee can send complaint through an email.
The employee is required to disclose their name, department, division and location
they are working in, to enable the Presiding Officer to contact them and take the
matter forward.

The Presiding Officer of the Complaints Committee will proceed to determine whether
the allegations (assuming them to be true only for the purpose of this determination)
made in the complaint fall under the purview of Sexual Harassment, preferably within
30 days from receipt of the complaint.

In the event, the allegation does not fall under the purview of Sexual Harassment or
the allegation does not constitute an offence of Sexual Harassment, the Presiding
Officer will record this finding with reasons and communicate the same to the
complainant.

If the Presiding Officer of the Complaints Committee determines that the allegations
constitute an act of sexual harassment, he/ she will proceed to investigate the
allegation with the assistance of the Complaints Committee.

Where such conduct, on the part of the accused, amounts to a specific offence under
the law, the Company shall initiate appropriate action in accordance with law by
making a complaint with the appropriate authority.

The Complaints Committee shall conduct such investigations in a timely manner and
shall submit a written report containing the findings and recommendations to the
Director and Head-HRD as soon as practically possible and in any case, not later
than 90 days from the date of receipt of the complaint. The Director and Head-HRD
will ensure corrective action on the recommendations of the Complaints Committee
and keep the complainant informed of the same.
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VII.

VIII.

Corrective action may include any of the following:

a. Formal apology

b. Counselling

c. Writenwar ning to the perpetrator and a
file.

d. Change of work assignment / transfer for either the perpetrator or the victim.

e. Suspension or termination of services of the employee found guilty of the offence

In case the complaint is found to be false, the Complainant shall, if deemed fit, be
liable for appropriate disciplinary action by the Management.

Inquiry will be done as per section 11. Complaint will be registered and dealt in
accordance with section 9 of The Sexual Harassment of Women at Workplace
(Prevention, Prohibition and Redressal) Act, 2013 and the conciliation thereto will be
done as per section 10.

The committee will submit the inquiry report as per section 13 of The Sexual
Harassment of Women at Workplace (Prevention, Prohibition and Redressal) Act,
2013.

CONFIDENTIALITY:

The Company understands that it is difficult for the victim to come forward with a
compl aint of sexual harassment and rec
matter confidential.

To protect the interests of the victim, the accused person and others who may report
incidents of sexual harassment, confidentiality will be maintained throughout the
investigatory process to the extent practicable and appropriate under the
circumstances.

X. ACCESS TO REPORTS AND DOCUMENTS:

XI.

All records of complaints, including contents of meetings, results of investigations and
other relevant material will be kept confidential by the Company except where disclosure
is required under disciplinary or other remedial processes.

PROTECTION TO COMPLAINANT / VICTIM:

The Company is committed to ensuring that no employee who brings forward a
harassment concern is subject to any form of reprisal. Any reprisal will be subject to
disciplinary action. The Company will ensure that the victim or witnesses are not
victimized or discriminated against while dealing with complaints of sexual harassment.
However, anyone who abuses the procedure (for example, by maliciously putting an
allegation knowing it to be untrue) will be subject to disciplinary action.

XIl. CONCLUSION:

In conclusion, the Company reiterates its commitment to providing its employees, a

workplace free from harassment/ discrimination and where every employee is treated with
dignity and respect. Upon submission of the report and findings by the inquiry committee,
the management has every right to initiate appropriate disciplinary action against the
employee who indulges in the sexual harassment within the purview of Sexual Harassment
of Women at Workplace Act, 2013.
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8.12 WHISTLE BLOWER POLICY
8.12.1 Purpose

Whistle Blower is an individual employee, channel partner, business associate or a
customer of the organization, who make Protected Disclosure, keeping the
organi zationdés interests in mind.

This policy seeks the support employees, channel partners and vendors to report
significant deviations from key management policies and report any non-compliance
and wrong practices, Eg. Unethical behavior, fraud, violation of law, inappropriate
behaviour /conduct etc.

The purpose of the whistle blower policy is as follows:

1 To encourage the employees and other parties to report unethical behaviours,
mal practices, wrongf ul conduct, fraud, vi ol a
violation of law by any employee without any fear of retaliation.

9 To build and strengthen a culture of transparency and trust within the organization.

8.12.2 Applicability

This policy applies to all the employees (including outsourced, temporary and on
Contract personnel), ex-employees, stakeholders of the Company, including Vendors
hereinafter referred to as O6Whistle Bl owerd).

This policy encourages all the Whistle Blowers to report any kind of misuse of

companydés properties, mi smanagement or wrong
the company, which the Whistle blower in good faith, believes, evidences any of the
following:

1. Violation of any law or regulations, policies including but not limited to corruption,
bribery, Theft, fraud, coercion and willful omission.

2. Rebating of Commission/benefit or conflict of interest.

3. Procurement frauds.

4. Mismanagement, Gross wastage or misappropriation of company funds/assets.

5. Manipulation of Company data/records.

6. Misappropriating cash/company assets; leaking confidential or proprietary
information.

7. Unofficialuseof Companydés property/ human assets.

8. Activities violating Company policies. (Including Code of Conduct )

9. A substantial and specific danger to public health and safety.

10. An abuse of authority or fraud.

11. An act of discrimination or sexual harassment.

The above list is illustrative and should not be considered as exhaustive.

8.12.3 Role/ Complaint
T The Whi st e Bl ower/ Compl ainant 6s rol e i s t |
information.

1 They are not required to act as investigators nor would determine the appropriate
or remedial action.

I They should also not act nor participate in any investigation activities unless
warranted otherwise.
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8.13
8.13.1

Committee
The Committee, if appointed, should include Senior Level Officers of Personnel &
Admin, Internal Audit and a representative of the Division/ Department where the

alleged malpractice has occurred.

EQUAL EMPLOYMENT OPPORTUNITY (EEO)

Objective

It is an equal opportunity employer. In accordance with anti-discrimination law, it is
the purpose of this policy to effectuate these principles and mandates. Company
prohibits discrimination and harassment of any type and affords equal employment
opportunities to employees and applicants without regard to race, color, religion,
sex, national origin, disability status, protected veteran status, or any other
characteristic protected by law. Company conforms to the spirit as well as to the
letter of all applicable laws and regulations.

8.13.2 Scope

> DDy D D>y D

The policy of equal employment opportunity (EEO) and anti-discrimination applies to
all aspects of the relationship between company and its employees, including:

Recruitment

Employment

Promotion

Transfer

Training

Working conditions

Wages and salary administration

Employee benefits and application of policies

The policies and principles of EEO also apply to the selection and treatment of
independent contractors, personnel working on our premises who are employed by
temporary agencies and any other persons or firms doing business for or with
company.

8.13.3 Dissemination and Implementation of Policy

The Head of Department will be responsible for the dissemination of this policy.
Directors, Head of Department, Managers are responsible for implementing equal
employment practices within each department. The HR department is responsible for
overall compliance and will maintain personnel records in compliance with applicable
laws and regulations..

8.13.4 Procedures

A

Company administers our EEO policy fairly and consistently by:

Posting all required notices regarding employee rights under EEO laws in areas
highly visible to employees.

Advertising for job openings with the statement "We are an equal opportunity
employer and all qualified applicants will receive consideration for employment
without regard to race, color, religion, sex, national origin, disability status, protected
veteran status, or any other characteristic protected by law."

Posting all required job openings with the appropriate state agencies.
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8.13.5

Forbidding retaliation against any individual who files a charge of discrimination,
opposes a practice believed to be unlawful discrimination, reports harassment, or
assists, testifies or participates in an EEO agency proceeding.

Requires employees to report to a member of management, an HR representative or
the general counsel any apparent discrimination or harassment. The report should be
made within 48 hours of the incident.

Promptly notifies the general counsel of all incidents or reports of discrimination or
harassment and takes other appropriate measures to resolve the situation.

Harassment

Har assment is a form of unl awf ul di scr

Harassment also includes unwelcome conduct that is based on race, color, religion,
sex (including pregnancy), national origin, age (40 or older), disability or genetic
information. Harassment becomes unlawful where:

Enduring the offensive conduct becomes a condition of continued employment, or
The conduct is severe or pervasive enough to create a work environment that a
reasonable person would consider intimidating, hostile, or abusive.

Company encourages employees to report all incidents of harassment to a member
of management or the HR department. Company conducts harassment prevention
training for all employees, and maintains and enforces a separate policy on
harassment prevention, complaint procedures and penalties for violations. Company
investigates all complaints of harassment promptly and fairly, and, when
appropriate, takes immediate corrective action to stop the harassment and prevent it
from recurring.

8.13.6 Remedies

8.14

8.15

Violations of this policy, regardless of whether an actual law has been violated, will
not be tolerated. Company will promptly, thoroughly and fairly investigate every issue
that is brought to its attention in this area and will take disciplinary action, when
appropriate, up to and including termination of employment.

Interaction with Press Media

No employee shall publish or cause to be published any article written by him/her on
any matter whatsoever in any journal, newspaper or any matter whatsoever in any
journal, newspaper or any other publication, without the previous written permission
of the Managing Director and/or the Manager (HRD).

Private Telephone Calls

mi nat

No employee shall, except with prior written

telephone, telex, internet and fax facilities for private purposes. In case of
emergencies, such use is permitted, only as an exception which if required must be

justified, if called to explain.

8.16

Bribery and Corruption

The Company has a strict anti-bribery and corruption policy. A bribe is defined as:
giving someone a financial or other advantage to encourage that person to perform
their functions or activities improperly or to reward that person for having already done
So.
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If you bribe (or attempt to bribe) another person, intending either to obtain or retain
business for the company, or to obtain or retain an advantage in the conduct of the

companyo6s business this wildl be considered gi

allowing another person to accept a bribe will be considered gross misconduct. In
these circumstances you wi | | be subject to for mal
disciplinary procedures, and disciplinary action up to and including dismissal may be
applied.

In the event any employee indulges in any short of illegal gratification, he will be dealt
in accordance with section 24 as it is a serious and grave misconduct.

8.17 Gifts and Hospitality

The Company requires its employees to ensure that gifts and hospitality offered by
suppliers and potential suppliers of goods and services to the Company are declined.
This applies whether the gifts or hospitality are offered within, or outside normal
working hours. The only exceptions to this are trivial gifts with a nominal value of
such as a calendar, diary, chocolates or mugs can be accepted. All other gifts must
be politely refused or, if received through the post, returned to the donor with a
suitably worded letter signed by the Department Manager.

8.18 Transaction with Client/ Vendor
Employees having official dealings with contractors and other suppliers of goods or
services must avoid transacting any kind of private business with them by any
means ot her than the Companyés nor mal
preferences as regards price, or otherwise, which is not generally available, should
be sought or accepted.

8.19 Visits to Conferences, Demonstrations etc..
The Company intends that when it is necessary for employees to visit conferences,
demonstrations and similar occasions, it should bear the travelling and subsistence
expenses itself. Exceptions to this general rule will only be permitted with the
approval of Management.

8.20 Attendance at Luncheons, Receptions etc.
Where it is evident that the work of the Company will be facilitated, invitations to
attend receptions, lunch-eons may be accepted under the following rules:

1 No employee may accept an invitation without first obtaining the approval of the
Department Manager;

1 In exceptional circumstances, where it is not possible to seek prior approval, the
facts should be reported immediately afterwards;

1 If addressed personally, such an invitation may not be transferred to another
employee, except with the consent and approval of a senior manager as above
and with the concurrence of the party issuing the invitation;

1 Invitations involving attendance outside normal working hours may be accepted
only on the authority of the Departmental Manager;

1 As a general rule, any officer who has any doubts about the wisdom of accepting
any hospitality should decline the offer.
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Workplace Visitors

8.21.1. General visitor policy

All employees need to ensure that any visitor coming to meet them takes prior
appointment as far as possible.

All the visitors to the premises must be met and the discussions held in the common
Reception/ discussion area.

If anyone is found to be transgressing this he/she shall be liable for suitable
disciplinary action including termination from the services & organization reserves the
right to prosecute the employee concerned or recover the damage incurred thereof.
In case any visitor /govt. official in or around the premises, gets in touch with you and
asks you for particulars or wants to hand over any document in the name of the
company, please inform them to get in touch with Administration or HR department or
put them in touch with Administration/HR personally.

8.21.2. Procedure of visitor policy

On the arrival of the visitor, the receptionist would inform the concerned person who

can

Either receivethe vi si tor himself or direct the guest
the visitor should be escorted to the reception. If the person declines to accept or to

receive the guest, the visitor would be sent back. If the visitor is accepted then the

above mentioned procedure will be followed.

8.21.3. An employee is not expected to:

= =4 =4 =2

8.22

Discuss his/her company related activities with an outsider.
Give out customer information.
Comment on issues that are a subject matter in the court of law.

Discuss financial projections of the company.

Discuss plans, programs, products or operations of the company.

Identification

a) Every employee, irrespective of the position he holds, shall be issued an
Identity Card with his photograph duly affixed therein and containing name,
designation, and office/ place of posting of the employee. The authorized
Signatory for issue of identity Card will be decided at the time of
commencement of every contract. No change in signatory will be permitted
unless the Manager (HRD) or his appointed authority provides written
authorization.

b) Every employee shall carry in his/her possession and display this Identity
Card on his/her person, while on duty. Not carrying of the Identity Card on
person, while on duty, shall render and employee liable for disciplinary action.

c) Loss of the Identity Card shall be reported by the employee to the Manager
(HRD) who shall inform all concerned immediately for initiating remedial
action.

d) A duplicate Identity Card in such a case will be issued by Manager (HRD) on
payment of Rs.100/- towards the cost and other incidental charges thereon.
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8.23 Entry & Security

a) All employees shall enter or leave the Office through the gate(s) meant for the
purpose.

b)  Employees, while leaving the Site, may be searched at the point of exit by the
Gateman or any other person nominated by the Management.

C) Female employees shall be searched, if required, by a female searcher or any
other female person nominated by the Management. However, female
employees will not be searched in the presence of any male person.

824 Return of Company’s Property, Equi pment, and
a) Every employee shall, before leaving the services of the Company, return any
property, or equipment or tools belonging to the Company, issued or lent to
him in connection with his employment in the Company.
b)  The cost of property, equipment and tools not returned, shall be liable to be
deducted from the dues payable to him.

8.25 Conviction or Arrest of an Employee
An employee convicted by a court of law or arrested shall promptly report the facts
of his conviction or arrest to his immediate Superiors with a copy to Manager
(HRD). Failure to do so shall render him liable to disciplinary action.

8.26 Pressing of Claim or Seeking Redress of a Grievance in Service Matters

a) An employee shall approach in person or address, in writing, his Immediate
Supervisor and seek redress of his grievance, as the immediate Supervisor is
the first of information, help, advice encouragement and training and is the
person directly responsible for assigning, directing and reviewing an
empl oyeebs wor k;

b) The Supervisor shall talk to the employees working under his supervision
about the work and conduct and try to ans
their problem(s) and take note of their suggestion(s);

c) In case the immediate Supervisor is not a
or redress his grievance, the employee concerned may approach the HOD
concerned and if the employee is still not satisfied, he may approach the
HOD-Personnel with an application in writing, addressed to the Managing
Director for speedy redress of the grievance. The Manager (HRD) shall
examine the matter and submit the facts of the case with the comments of the
HOD concerned and the position vis a vis the Rules with his
recommendations to the Managing Director within 10 working days from the
date of receipt of the application. Decision of the Managing Director shall be
final.

8.27 Stoppage of Work
a) The Managing Director, Manager (HRD) or any officer nominated by the MD
may at any time, in the event of natural calamities, fire, catastrophe,
breakdown of machinery, stoppage of power supply, epidemic, civil
commotion, riots, heavy absenteeism, strike in any form, go-slow on part of
the employee, hartal, bandh and other causes beyond his control, close any
Section, Department, Machinery or the Company, wholly or partially, for any
period, without notice or compensation in lieu of such notice. In such cases,
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the employees affected by the closure of any Section, Department, Machinery
of the Company shall not get any wages for the period of such closure.

c) Employees may be laid off without wages for reasons beyond the control of
the Management or any other reasons where the Management finds it
necessary to do so, in the interest of the Company.

d) To all the employees who are falling within the category of workmen and/or
workmen will be offered lay of and/or retrenchment compensation in the
event of such eventuality as per the provisions of the section 25 (f) and/or
section 25 (c) however; the compensation will not be paid to the employees
who are not workmen within the purview of Industrial Disputes Act.

8.28 Termination of Service

a) The Companycan,ongi vi ng an employee 30 dayso6 wri
of one monthés wages in |ieu of such not
employee other than those on training/Contract/Consultation or probation;

b) An employee other than on contract, training or probation desirous of leaving
the services of the Company may do so by
notice in writing, or payment ofone-mont hés wages in |ieu of
regular employee leaves service without giving adequate notice in writing, as
required under this Rule or as specified i
appropriate deductions will be made from the legal dues payable to the
employee concerned;

c) Notice of resignation and leave of any kind cannot run concurrently in any
case;

d) An Order of Termination of Services shall always be in writing and shall be
signed by the Managing Director or any Officer so nominated. In case of
general retrenchment, closing down of a Department or Section for the
Company or termination of services, as a result or strike, no such order shall
be given.

8.29 Acts and Commissions Constituting Misconduct
The following Acts and Commissions on the part of an employee shall amount to

misconduct:
1. Willful insubordination or disobedience of any lawful and reasonable order of a
superior;
2. Going on strike or abetting, inciting, instigating or acting in furtherance thereof;
3. Willful slowing down in performance or work or abetment or instigation, causing
deliberate delay in carrying out orders;
4, Theft, fraudordi shonesty in connection with the em
or theft of the company;
5. Taking or giving bribe or any illegal gratification;
6. Habitual absence without leave or absence without cause from the appointed

place of work or overstaying the sanctioned leave or absence from work without
prior permission, for over eight consecutive days;

7. Habitual breach of any Rule or any law applicable to the Company or any Rules
made by the Company;
8. Collection or canvassing for collection without the written permission of the

Manager of any money within the premises of the Company;
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10.

11.

12.

13.

14.

15.

16.

17.

18.
19.

20.

21.

22.
23.

24,

25.
26.

27.
28.

29.

30.

31.

32.

Carrying on money-lending business or any trade or private business of sale or
canvassing for the sale of ticket or chances in any lotteries or raffles or the sale of
any commodity within the premises of the Company;

Drunkenness, being under the influence of narcotics or intoxication while on the
premises of the Company;

Neglect of work, habitual neglect of work, or gross or habitual negligence;
Habitual breach of any Rules or instructions for the maintenance and running of
any Department or the maintenance of cleanliness of any portion of the
Company;

Habitual omission or commission of any act for which a fine may be imposed
under the Payment of Wage Act;

Canvassing for Union of Party Membership or the collection of Union or Party
dues within the premises of the Company;

Willful damage to work in progress or to any property of the Company or the
property of any other workman;

Organizing, holding or attending or taking part in any meeting(s) inside the
premises of the Company without the prior written approval of the Management;
Disclosing to any unauthorized person any information in regard to the process of
the Company, which may have come in
course of work;

Smoking within the premises of the Company where the Management prohibits it;
Failure to observe safety instructions or in making use of safety equipment
provided by the Company or failure or negligence in taking safety measures duly

t

t

he

notified for prote ct i on of the employee or employeed

employees as well any safety device or equipment installed on the premises of
the Company or at Site;

Distributing or exhibiting within the premises of the establishment and/or its
precincts, handbills, pamphlets, posters, effigies and such other visible
representation or any matter without the previous written sanction of the
Management;

Refusal to accept a charge sheet, any order or other communications served in
accordance with the Rules;

Unauthorized possession of any lethal weapon in the Company premises;
Loitering or idling away time in the premises of the Company during or after
working hours without the prior written permission;

Willful falsification, defacement or destruction of or tampering of personnel
records or any records of the Company;

Not obeying instructions relating to fire precautions;

Deliberate interfering in work of another employee or person within the premises
of the company while on duty;

Sleeping whilst on duty;

Refusal to work on any other equivalent job anywhere in the Company or in
Bharat;

Making false or malicious statements, public or otherwise, against the Company,
the Manager or any Officer or any employee of the Company;

Engaging in civil, political or trade union activities during the working hours except
as permitted by Law or the Management;

Taking up any work, detrimental to the service of the Company without the written
permission of the Manager;

Unauthorized loan or transfer of a ticket, passes, identification badge, equipment
or property of the Company to another person;
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33.
34.
35.
36.
37.
38.
39.
40.

41.
42.

43.

44,

45.
46.
47.

48.

49.
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Failure to report contagious or infectious disease affecting his/her self and/or a
member of his/her family or any other employee;
Engaging in any other employment, which result in double employment;
Gambling within the premises of the Company;
Abuse of any leave, privileges, or concessions or benefits given to employees by
the Company;
Fighting, rioting, indecent or disorderly behavior, use of abusive language
threatening, intimidating, coercing any employee or person, any act involving
moral turpitude committed within the premises of the Company;
Aiding, abetting and any attempt at any of the above acts of misconduct;
Habitual late attendance;
Serious negligence or serious carelessness in the performance of duties or
serious neglect of duty;
Conviction by any court of law for any criminal offense;
Use of insolent, impertinent or un-parliamentary language in any official
correspondence, or application, or representation;
Sabotage, willful damage in connection with the business or property of the
Company;
Giving false information or hiding relevant
gualifications or previous services at the time of employment;
Spreading false rumors or giving any false information;
Writing anonymous or pseudonymous letters or associating oneself in writing
such letters.
Employees are not allowed to accept any gifts whatsoever in any kind from
vendors or customers.
Apart from the act of commission as mentioned in the HR manual, the
commission of act as defined in the Industrial Employment Standing
Orders Act will be applicable to the workmen under section 24 of the
Industrial Employment Standing Orders Act.
All the sales promotion employees who are doing the work of sales promotion
except managers and executives will be governed by standing orders and in the
event they indulges in any act of omission mentioned above, they will be dealt
with for the disciplinary action.

Explanation

a) No act of misconduct, which is committed on less than three occasions within
span of one year, shall be treated as habitual.

b) The misconducts enumerated in this rule are only illustrative and not
exhaustive and an employee can be punished for an act of misconduct, which
is not included in this rule.

c) An employee may be served with charge-sheet and / or punished for any
misconduct, though it may be committed outside the premises, which directly
or indirectly affects the discipline of the Company or connected with the work
of the Company

d) The employee will be issued with the charge sheet and the disciplinary action
will be taken as per the provisions of Industrial Employment Standing Orders
Act against the workmen by appointing an independent inquiry officer. The
inquiry will be conducted, and the employee will be given an opportunity to
lead evidence and also cross examine the management witness. The
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independent inquiry officer will submit his report and findings. The inquiry shall
be completed within 3 months. In the event any employee is placed under
suspension he will be paid the subsistence allowance equal of %2 of Basic &
DA & other compensatory allowance and for the remaining period of
suspension he will be paid 3/4"™ of the Basic, DA & other compensatory
allowance. The subsistence allowance will be paid as per provisions of section
10 (a) of Industrial Employment Standing Orders Act.

8.31 Disciplinary Authority

a)
.
I.

V.

The Management may impose any of the penalties specified in the Rules i.e.

warned of censured, or

fined subject to and in accordance with the provisions of the payment of wages act,
1936 of

suspended by an order in writing signed by the Manager for a period not exceeding four
days, or

dismissed without notice

b) Without prejudice to the Rules laid above, any of the minor penalties may be imposed on
any employee by the appointing authority or by any other authority empowered in this behalf
by a general or special order of the Managing Director;

c) However, no authority, lower than the appointing authority, i.e., the Head-Admin and/or
the Director, Managing Director, shall impose any of the major penalties above.

8.32 Procedure

An employee against whom an enquiry is to be held, shall be given a Charge Sheet,
clearly setting forth the circumstances appearing against him and requiring
explanation. He shall be given an opportunity to reply to the charges & shall be
permitted to defend.

If an employee refuses to accept the Charge Sheet, he shall be told verbally the time
and place at which the enquiry into his alleged misconduct is to be held and if he
refuses or fails to attend at that time, the enquiry shall be concluded and punishment
imposed.In the event employee refused to accept the chargesheet it will be treated as
misconduct under section 24 (xi) and 22 (xi) and the signature of two witnesses will be
taken about his refusal to accept the chargesheet.

However, in the event the employment is from management cadre the inquiry as per
rule of nature justice will be held.

8.33 Interpretation

If any doubt arises regarding interpretation of any provisions of these rules, the matter
shall be referred to the Manager (HRD).

8.34 Residuary Power

Every case is not covered by these Rules or which requires relaxation of all or any of
the provisions of these Rules shall be referred to the Manager (HRD) who shall
examine it and submit it with his recommendation to the Managing Director for his
decision.
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a)

b)

c)

d)

f)
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ADMINISTERING OUR CODE

The Company Secretary is responsible for administering the Code and reports to the

Audit Committee of the Company.

INVESTIGATIONS

We have put in place a process to review and investigate all potential legal or Code
violations. Investigations will be conducted in confidence and will be respectful and
fair.

If an allegation is substantiated by an investigation, the appropriate management
team will review the findings and determine the final outcome. Should you report a
potential violation in good faith, you are assured of all support by the Company.
This support is extended to any person who is assisting in any investigation or
process with respect to such a violation as well. You can report any potential violation
in good faith without ever worrying, for instance if it will affect you professionally. Any
such retaliation may be immediately reported to the Helpline.
If you are the subject of an external investigation, you should immediately report this
to your manager unless it is prohibited by law.

AMENDMENTS/MODIFICATIONS TO OUR CODE

OurCompanyd6s Board is responsi bl e f orCodep
is reviewed annually to determine whether revisions may be required due to changes
in the law or regulations, or changes in our business or the business environment.
The Board of Directors must approve any changes to our Code. The management
will review, amend and make changes in the above code of conduct as per the new
amendment or repeal of the act if and when necessary.

ACKNOWLEDGEMENT

Every year, we distribute the Code to our employees. Additionally, annual training on
the Code may be required as part of your role. Employees and our Board of Directors
are required to acknowledge that they have read and understood the Code.

Our Independent Directors may be required to acknowledge acceptance of the Code
for Independent Directors as well. You must remember that under no circumstances
does your failure to read our Code, sign an acknowledgment or certify online exempt
you from your obligation to comply with our Code.

WAIVERS

Any waiver of our Code requires the prior written approval of the Office of Integrity
and Compliance or, in certain circumstances, the Board of Directors or a committee
thereof. Waivers will be promptly disclosed as required by applicable law.

DISCIPLINARY ACTIONS
If you violate our Code, the Company will take appropriate disciplinary action. The
matters covered in this Code are of the utmost importance to the Company, its

shareholders and its business partners,

conduct its business in accordance with its stated values.
We expect all of our directors, officers, employees and third-party agents to adhere to
these rules in carrying out their duties for the Company.
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G)

We take violations of this Code, Company policies and applicable laws seriously.
Where appropriate, the Company takes prompt corrective action, up to and including
termination of employment. We strive for consistency and fairness in discipline for
Code violations.

Discipline may include a verbal or written warning; suspension with or without pay;
loss or reduction of bonus or stock options; or, for the most serious offenses or
repeated misconduct, termination of employment. Any disciplinary action depends on
the nature, severity, and frequency of the violation. It may vary depending upon local
law. Please understand that those who violate the laws or regulations mentioned in
the Code could expose themselves and the Company to substantial civil damages
and criminal penalties.

Corrective action may be taken if you:

Violate the Code, Company policies and procedures, or applicable laws.

Direct others to violate the Code, Company policies and procedures, or applicable
laws.

Are aware of a violation or potential violation, and fail to report it.

Fail to effectively monitor the actions of people you manage.

Do not cooperate in a Company audit or investigation.

Fail to participate in required training.

Retaliate against someone for reporting a concern in good faith or for participating in
an investigation of such a report.

Disclose information learned during an internal investigation.

RETALIATION IS AGAINST OUR VALUES

All such reports may be made without fear of reprisal and with the assurance that the
Company is behind you. Threats, retribution or retaliation against any person who
has in good faith reported a violation or a suspected violation of law, this Code or
other Company policies, or against any person who is assisting in any investigation
or process with respect to such a violation, is prohibited.

8.36 THEFT, FRAUD, CORRUPTION AND NON-COMPLAINT ACTIVITIES POLICY

8.36.1

8.36.2

8.36.3

Definitions

This policy applies to any matter where indications of theft, fraud, corruption, or non
compliant activities are present.

Scope

This policy applies equally to all Employees including:

Individuals employed directly by Lasa Supergenerics Ltd. including Director, Head of
Departments, President and CEO, Managers, Executives, Supervisory employees,
Office Boy etc.

Purpose

Theft is an offence as defined under the Criminal Code of India. It includes the acts
of stealing, taking or removing corporate or personal property, including intellectual
property, monetary or other physical goods, without appropriate authorization.

Fraud is an offence as defined under the Criminal Code of India. It includes events or
situations in which the existence of 1) deception, 2) loss / benefit, and 3) victim(s)
have all been established and proven.
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c. Corruption is the offering, giving, soliciting or acceptance of an improper inducement
or reward, which may influence the decision, decision-making process, or action of
any person.

d. Non-Compliant Activities include any serious actions that may not be in
accordance with federal or provincial laws or regulations to which company is
subject, including criminal wrongdoing; or, may not adhere to appropriate policies and
procedures, internal financial controls or auditing procedures.

e. A Loss is the detrimental effect or disadvantage that results from being deprived of a
resource or a right to participate in an opportunity that would have otherwise
legitimately benefited company.

f. An Irregularity is suspected fraud, corruption, theft of monetary, intellectual, or other
property, or non-compliant activities by an internal or external person(s), which
results in an intentional or unintentional misappropriation of assets or rights that
would otherwise benefit, or which creates a loss for company.

An investigation of matters covered by this policy may lead to allegations of theft,
fraud, corruption, or non-compliant activity. Until a formal investigation has been
conducted in accordance with this policy, all findings, reports and suspicions will be
termed Irregularities.
Examples of Irregularities include, but are not limited to, serious actions that may
result in an actual or perceived financial or non-financial loss to our organization as a
result of:
I.  Misuse, theft, or destruction of equipment or other property;
. The theft of companyés owned or administered

including currency, c¢cheques, drafts, patient
lll.  Unauthorized use or theft of property from patients/residents/clients/visitors or other
employees;

IV. Misuse or unauthorized access to company documents, databases, records,
intellectual property, computer systems, recorded data or messages, and/or
technology;

V.  The manipulation of accounting records to conceal or alter legitimate financial or
operational results;

VI.  Intentional false creation or alteration of documents, contracts, agreements, or any
other record,
VII.  An undisclosed financial interest between an employee or contractor of the company

and another person or entity to which company may, in the course of business,
disburse or receive funds or services;
VIIl.  Intentional misrepresentation of facts;

IX.  An agreement or perceived agreement between two or more persons to commit an
act that knowingly circumvents internal controls;

X. Unusual compensation, benefits, or rights received by employees, consultants, or
suppliers in exchange for actual or perceived goods, services, advantages or
benefits;

XI. A contravention of a statute, law, or regulation which is not otherwise covered by a
separate policy;

XIl.  Any similar or related improper activities; and
XIIl.  The intentional concealment of, or failure to report Irregularities.

8.37 Committed to Our Customers and Suppliers
To many peopl e, yasa Supergenerich etd.co ntl tyath t hey wi |
meetd as such you are a brand ambassador and a representative of the Company.
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For instance, if our job involves working with current or potential Company customers
/ suppliers, we must act in a manner that is representative of our corporate values.
The goodwill our Company enjoys is one of our most important assets, and we must
preserve and enhance our reputation through our actions.

a) FAIRDEALINGS
We must deal fairly with the Company6s cust
providers, competitors and anyone else with whom we interact while at work. We
should not take unfair advantage of anyone through manipulation, concealment,
abuse of privileged information, misrepresentation of facts or any other unfair dealing
practice.

b) CONFIDENTIAL INFORMATION OF CLIENTS AND THIRD PARTIES
The Confidentiality and Non-disclosure Agreement we sign when we join the
Company details our confidentiality obligations to the Company and its clients. We
have access to significant amounts of client information that may not be available to
the public, and we are required to preserve the confidentiality of information obtained
in client service. Information of a confidential, private and sensitive nature must be
used responsibly and controlled and protected to prevent its prohibited, arbitrary or
careless disclosure. Unless the client has provided its specific consent, which should
preferably be in writing, or there is a legal or professional right or duty to disclose, we
are prohibited from disclosing confidential client information.
Confidential or proprietary information about clients, our organization, or other
parties, which has been gained through employment or affiliation with Lasa
Supergenerics Limited, may not be used for personal advantage or for the benefit
of third parties.

¢) FREE AND FAIR COMPETITION
At Lasa Supergenerics Limited, we believe that a free and fair market benefits all of
us and ensures that our clients receive the best quality products and services at the
best prices. Most countries we operate in have laws to encourage and protect free
and fair market competition by regulating anti-competitive conduct, including unfair
acts by market leaders. These laws regulate our relationships with our customers,
competitors, distributors and resellers.

8.37.1 COMPLIANCE METHODOLOGY

a) Anti-trust laws generally address the following areas: Unfair pricing practices
(including price discrimination), secret rebates, exclusive dealerships or
distributorships which are questionable, restrictions on carrying competing products
and other practices. If you come across any such questionable practices in the
course of your work, for instance, while bidding for services, please mail us at
cs@Lasalab.com

1 You should not knowingly make false or misleading statements regarding our
competitors or the products and services of our competitors, customers or suppliers.

1 Collusion among competitors is illegal. Our communications with competitors should
always avoid subjects such as prices or other terms and conditions of sale,
customers and suppliers. You should not enter into an agreement or understanding,
written or oral, express or implied, with any competitor on these subjects.
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b) INDUSTRIAL ESPIONAGE
Our commitment to fairness includes respecting the rights of our competitors and
abiding by all applicable laws. As a lawful competitor and to help ensure the integrity
of the competitive marketplace, we must respect our competitors. Take care that we
do not appropriate or unlawfully use the information, material, products, intellectual
property, or proprietary or confidential information of anyone including suppliers,
customers, business partners or competitors.

c) GOVERNMENTAL RELATIONS
while all our clients are treated with respect, we should be especially careful while
dealing with government clients. There are significant penalties in many countries,
including debarment and monetary penalties for organizations that fail to follow the
|l aw while working for government <c¢lients. Th
Corruptiond must be st erdctowithiggverfinent offciale d by al |
especially with respect to gifts and entertainment. We should not attempt to influence
government employees in any manner other than what is agreed in our contractual
arrangement with the government. Employment opportunities for former government
officials must not be discussed without first seeking guidance and approval of the
Office of Integrity and Compliance. Similarly, we should not initiate discussions for
any contract with any business in which a government official or employee holds a
significant interest, without the prior approval of the Compliance Officer. Reach out
to cs@Lasalabs.com for approvals.

d) SELECTING SUPPLIERS
The Companyods suppliers make significant <con
create an environment where our suppliers are confident that they will be treated
with respect. We select our significant suppliers or enter into significant supplier
agreements though a competitive bid process where possible. For more information,
read our Supplier Code of Conduct.

8.38 TRANSACTING WITH THIRD-PARTIES

We try to the extent reasonably practicable, to directly interact with government
officials. However, if third-party agents are required to interface with government
authorities on behalf of LasaSupergenerics Limited, we should verify the
credentials and reputation of such a third party agent prior to any agreement with
them and ensure that a formal contract is executed, including appropriate provisions
requiring the third party agent to comply with applicable anti-corruption and Indian
laws.

A copy of this Code must be provided to such third party agents.

Bear in mind that the Company and its individual Directors or employees may be
liable for a payment made by a third-party agent, if the Company makes a payment
or transfers other value to that third party agent knowing that it will be given to a
government official.

We ensure that the fee, commission or other remuneration paid to intermediaries or
third party agents is reasonable, bona fide and commensurate with the functions and
services performed. We should keep track of such expenses so that they are fairly
and accurately reflected in Lasa Supergenerics Limited books of account.

71



a) TRADING IN COMPANY SHARES
Lasa Supergenerics Limited is a public listed company. This means that the shares
of Lasa Supergenerics Limited may be traded by the public. The price of our
shares may fluctuate on the basis of iinformat
This fluctuation should be on the basis of information available to the public. If
someone is aware of, for example, management changes or an upcoming acquisition
and uses it to buy or sell our shares before such information is made public, they may
be subject to penalties under insider trading laws.

b) RELEVANCE TO THE EMPLOYEES
In the course of our everyday work, as an employee, a consultant or a vendor, we
may have access -pubicomparty eformatibnoMater@lmon-public
information is information about a company that is not in the public domain, and that
an investor would find useful to decide whet!
This could include information about potential new businesses of the Company,
acquisitions, Company strategy, and information on potential litigation and so on. The
list is quite exhaustive.

Under applicable securities laws, it is unlawful for a person who has such information

to trade in the shares of the Company or to disclose such information to others who

may trade. This activity is commonlyref erred to as Oinsider tr acf
may lead to imprisonment, fines and insider traders may even be subject to private

lawsuits.

PROHIBITION AGAINST SHORT SELLING OF COMPANY SECURITIES
No Company Director, officer, employee or third-party agent may, directly or
indirectly, sell any equity security, including derivatives, of the Company if he or she
does not own the security sold, or if he or she owns the security, does not deliver it
against such sal e ( a pficablesettiétmersteytiee 6) wi t hin t he

1 We need to take care that we do not disclose material non-public information to
anyone outside the Company, including family and friends.

1 Ensure that we do not trade in the shares of Lasa Supergenerics Limited or any
company involved with Lasa Supergenerics Limited while you have material non-
public information about them.

1 Additionally, the Company imposes a trading blackout period each quarter and
members of the Board, executive officers and employees are not to trade in
Company securities during this period.

Al l guestions regarding t he Companyé6s Il nsi c
directed to cs@Lasalab.com

8.39 RECORDS, DISCLOSURES AND AUDITS

1. MAINTAINING ACCURATE RECORDS
The integrity of our financial transactions and records is critical to the operation of our
business. Our shareholdersé trust is based or
recording of our financial transactions. Additionally, as a listed company, we are
bound by certain standards for accurate financial reporting and we are required to
have appropriate internal controls and procedures. If you have responsibility for or
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any involvement in financial reporting or accounting, you should have an appropriate
understanding of, and you should seek in good faith to adhere to, relevant accounting

and financial reporting principles, standards, laws, rules and regulations and the
companyoés financi al and accounting policies,

If you are a senior officer, you should seek to ensure that the internal controls and
procedures in your business area are in place, understood and followed. Additionally
you should take every precaution, whether you are otherwise required to be familiar
with finance or accounting matters or not, to ensure that every business record or
report with which you deal is honestly filled in, accurate, complete and reliable. For
more information, refer to the Policies on Reimbursement of Official Expenses.
Additional policies may be applicable, based on your location.

ENSURING ACCURATE PUBLIC DISCLOSURES

Lasa Supergenerics Ltd.is committed to provide full, fair, accurate, timely and clear
disclosures in reports and documents that we file with, or submit to our regulators
and in our other public communications. To enable this, we must ensure that we
comply with our disclosure controls and procedures, and our internal control over
financial reporting.

AUDITORS

Our outside auditors have a duty to review our records in a fair and accurate manner.
We must cooperate with them in good faith and in accordance with law. We must
never mislead them in any manner regarding financial records, processes, controls or
procedures or other matters which they may enquire about.

INTERACTING WITH REGULATORS

We must fully and truthfully cooperate with any examination or request for information
from a regulator or law enforcement agency. Any contact with law enforcement
agencies or regulators must be coordinated through the Legal Department.

RECORDS ON LEGAL HOLD

In certain circumstances, such as litigation or government investigations, you may be
informed by the Legal Department that a legal hold is placed on records for which
you are responsible. A legal hold prevents the destruction of documents which may
be required for such investigations. We must all comply with instructions of the Legal
Department if a legal hold is placed. Unless released in writing by the Legal
Department, a legal hold remains effective. If you have any questions about a legal
hold, contact the person who has sent you the notice of legal hold.

RECORD RETENTION
All Company records shall be maintained in accordance with our Document
Retention and Archival Policy.
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9.0

9.1
a)

b)

LASA

Lasa Supergenerics Ltd

GRIEVANCE MANAGEMENT & REDRESSAL SYSTEM

For every individual employee, his own grievance is most important. Secondly, even
if the employee has the best, he would understandably still like to have better. It is
therefore but natural, that the employees will sometimes have a grievance, which
may be real or at times, imaginary, too.

For effective and efficient functioning of the Department, it is desirable that the
grievance of an employee, whether real or imaginary, addressed at the very earliest.
With this end in view, following procedure is laid down:

Informal Channel

Counselling: Each HOD will be the Counselor for his Department. It is
recommended that an aggrieved employee of a particular department should discuss
his/her grievance with the HOD, who will try to settle the grievance.

Open Hearing Day: The Head of each Branch or Department should be available at
all times when an aggrieved employee could meet him to discuss his/her problem in
person for solving it. In case the HOD feels that all employees need to be addressed
together, an Open Hearing Day can be organized when common grievances could be
addressed.

9.2 Formal Channel
This channel will consist of following four stages:

a)

b)

c)

d)

Stage—I: Immediate Supervisor i An aggrieved individual shall approach in person
or address in writing his immediate Supervisor and seek to redress his/her grievance,
as the immediate Supervisor is the first source of information, help, advice,
encouragement and training and is the person directly responsible for assigning,
directing and r evi ewk rfge supbngsor shalp thllo with ¢hé
employee working under his supervision about the grievance and try to redress the
same.

Stage-II: Head of the Department/Branch Concerned i If the aggrieved individual
is not satisfied with the decision of his immediate Supervisor, he may approach the
concerned HOD, either in person or with an application. The HOD will try to solve the
grievance within 7 working days from the date of meeting with the individual
concerned or the receipt of his/her application.

Stage-lll: Group Heads i In case the aggrieved individual is still not satisfied, he
may approach the Manager (HRD) with an application in writing, so that his grievance
is redressed speedily. The Manager (HRD) shall examine the grievance and facts of
the case, with comments of the HOD/Branch concerned, position of Rules on the
subject and his recommendations within 5 working days of the receipt of the
application and the decision shall conveyed to the applicant within a maximum of 10
days from the date of receipt of the Application. Decision of the Sr. Manager (HRD)
shall be final.

Stage —-IV: Managing Director 7 In case the aggrieved individual is still not
satisfied, then he/she may immediately approach the Managing Director. This may
be done by way of a written application. The Managing Director will review the case
after verifying the facts with the Manager (HRD) if required. The aggrieved individual
may be called for a personal interview with the Managing Director. Decisions of the
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Managing Director shall be final and binding and will be supersede all previous
decisions made by the concerned executives.

9.3 COMPLAINT PROCEDURE

1 The HR Personnel is designated as the person who will receive a complaint from any
employee who believes that his or her personal information or privacy has been
compromised or that any employee has violated this privacy policy. The concerned
Authority has the responsibility of conducting a proper investigation.

1 An employee may make a complaint by directly approaching the afore mentioned
authority

1 When a violation has occurred, the Company will mitigate, to the extent practicable,
any harmful effect of the disclosure and will apply appropriate sanctions.
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10.0

10.1

10.2

10.3
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BENEFITS

Bonus

As a Company Policy, bonus will be issued concomitantly with Diwali, solely at the
discretion and at the rates decided by the Management in consultation with senior
Head of Departments.

In addition to the above, the other form of Bonus may be considered to recognize the
positive contributions made by an employee(s) towards the organization.

The provisions of Bonus Act, 1965 are applicable to only those employees whose
salary are less than Rs. 21,000/-. The employees who are not falling in that cadre will
be given the bonus not as a matter of rights but as an incentive which will be at the
sole discretion of the management and not as a matter of rights.

The bonus as per payment of bonus act will be paid within 8 months from the end of
financial year under section 19 (b) of the Payment of Bonus Act.

The Bonus will be paid by directly crediting the same in the A/c of the employee
under section 11 (a) of the Act.

Provident Fund

All employees are covered in compliance with the Provident Fund Act of 1952
according to which:

Empl oyee’ s C.0XP% rof theu Basico $alary. The employee can opt for
additional contribution towards Provident Fund via Voluntary Provident Fund (VPF).
Empl oyer s’ C.d 294 of thelBasic Batary of the Employee

The Provisions of Provident Fund are not applicable to those employees whose salary
and wages are exceeding Rs. 15,000/- and excluded employees will not be entitled for
PF. As per para 2 (f) of the Employees Provident Fund Act, 1952 an employee who
has withdrawn the full amount of contribution on retirement of service after attaining
the age of 55, will be an excluded employee.

Gratuity
Gratuity will be paid in compliance with the Payment of Gratuity Act of 1972 to all
eligible employees. The employer shall pay gratuity to the eligible employee for every
completed year of continuous service after 5 years. It is calculated on last drawn
monthly basis/26*15 for each year of completed service.

On death of an employee while in service of the Company or on his becoming
physically or mentally incapable of further service, last drawn monthly basic/26*15 for
each year of completed service to be paid to the disabled employee or, if he has died,
to his heirs or legal representatives or assigns.

In case of death of an employee, the gratuity shall be payable even if the employee
has not completed five years of continuous service.

The Management reserves the right to withdraw, amend or alter the Scheme or add,
cancel, alter or amend any of its terms and conditions.
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10.4

10.5

10.6

All the employees needs to complete 240 days of work in all the years of the payment

of gratuity act and in the event, any employee fails to complete 240 days of work he
will not be entitled for gratuity for that particular year.

Group Medical Insurance Scheme
Company has established a comprehensive Group Medical Insurance Scheme which
provides 24-hour medical coverage to employees and their dependents on a hon-
contributory basis.
All full-time permanent employees will be covered under New India Insurance
Medical policy for self and dependent. Insurance coverage will depend upon their
grades.

Cadre Sum Insured
Manager and Above Rs 3,00,000/-
Executive to Assistant Rs 2,00,000/-
Manager

Trainee to Officer Rs 1,00,000/-

Employees' State Insurance (ESIC)

All eligible employees are covered in compliance with the ESI Act of 1948. All
employees drawing a monthly salary up toRs. 21,000/- per month are coverable
under the ESI scheme. (Under section 19 of the ESIC Act as per notification dated
01/01/2017)
Empl oyee’
Empl oyer

s ¢ Antherate lofu 75%cmhSalary
s C:@\tthe rate bf4.75%ammnSalary.

Suggestion Scheme

I n todaybs competitive environment, empl oy
achieving cost effectiveness, efficiency and overall improvement in productivity and
guality of i fe. Through employeebds partici

critical appraisal and evaluation of various activities, to enable us to take timely
corrective measures for sustained growth of the organization.

Each employee, at whatever level he/she may be, can contribute towards improving
the efficiency of the Company through creative, constructive and innovative ideas.

Keeping in view the above, a Suggestion Scheme has been evolved with the
expectation that it will stimulate employees to think creatively and offer sound, simple
and practical suggestions.

For successful implementation of the Scheme, it may please be considered that:
Success is the difference between entertaining an idea and implementing the same;
Great minds discuss ideas, average minds discuss events and small minds discuss
people; and

Suggestions are tender and any criticism of suggestions made will stop the flow of
suggestion altogether. Therefore, all suggestions should be treated respectfully.
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All employees should participate whole-heartedly by sending suggestions on an on-

going basis. It i's not necessary for them t
On e aréequally welcome!

a) Aims of the Scheme

To create in the employees a sense of involvement in and belongingness to the
Company, its activities and its performance to:

Encourage employees contribute their creative best

Bring about substantial improvement in every activity of the Company

Create, develop and sustain a culture of excellence, and;

Develop a two-way communication and understanding between Management and
employees.

= =4 =8 =4

b) Scope of the Scheme
The Suggestion Scheme is intended to cover all activities of the Company, its
structur e, wor ki ng system and procedur es, C
expenditure safety etc. Some of the possible areas are given below:

1) Customer Satisfaction

2) Business Development

3) Optimizing Space & Equipment

4) Cost Reduction & Economy

5) Company System, Procedures etc.

6) Hygiene and Cleanliness

7) Safety

8) Accident Prevention

9) Training & Development

10) Re-organization & Job Enrichment
11) Working Conditions

12) Discipline and

13) Effective Security etc

14) New Products

15) New Features for old products
16) New Applications

17) New Markets

18) Better looks and

19) Accessories for our products

10.7 REWARDS AND RECOGNITIONS
10.7.1 Purpose
i To reduce Attrition Rate and improve Employee Loyalty & Motivation
i To provide guidelines to recognize specific, unique, value added and critical
performance incidents within or beyond expected & predefined performance
objectives
T To align employee performance and achi eveme,]
Charters & Mission Objectives.
1 To reward these performance incidents in monetary or non-monetary terms indicating
organizational recognition and appreciation towards the employees.

10.7.2 Scopeé& Eligibility
Whole of employees / department / functions or regions (define as it suits and
organization needs it) it can be department wise / Individual.
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10.7.3 Features

Assessment of empl oyeebs performance for Re
parameters:
EOY- Employee of year: To be decided by company senior management and peer
recommendation.
Reward & Award:

1 Cash Rewards

1 Trophy memorabilia

10.7.4 Remarks

1 All Heads (along with inputs from Immediate Superiors /Reporting Authorities
wherever applicable) will nominate employees/teams who have shown reward-
worthy performance, behaviour, skills or competence.

1 Assessments and recommendations will be done on Monthly/Quarterly / Half
yearly / Yearly basis and one employee can be nominated multiple times.

1 Idea is to keep quantifiability based on parameters at the contest and analyse
guantifiability.

1 There could be EOM (employee of the month) and EOQ (employee of the quarter)
awards as well at the discretion of specific companies and company heads.

The above mentioned benefits would be subject to the approval of whole time
directors.
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11.0 CHANGES IN PERSONAL DATA

a) Employee has a personal responsibility and an obligation towards itself and the
Company in providing accurate information on Personal Data.

b) Any change in Personal Data relating to name, marital status, children, address,
awards, distinction or professional qualifications should be correctly and promptly
communicated to the Headi Administration and Security, for records. Absence of
information can lead to an inconvenience to you and a handicap in administration of
the benefits which are sometimes time bound and may, in some cases, get time
barred.

¢) Utmost care should be taken to pass on such information on time.

12.0 USAGE OF INTERNET/ EMAIL/ MOBILE

12.01 Introduction
This policy sets out the obligations and expectations on employees of the Company
including contractors and temporary staff, !
internet and email purposes. IT facilities are provided to assist with day to day work.
It is important that they are used responsibly, are not abused, and that individuals
understand the legal professional and ethical obligations that apply to them.

In the event, any individual indulges in in showing any pornography and/or sending
sexually coloured remark and/or any other offensive act, they will be liable under
section 24 of the Industrial Employment Standing Orders Act i.e. section 24 (z) the
use of the internet will be done by the employee only for and strictly for office work.

No mobile phones should be utilized for any illicit means and/or threatening
and/or illegal or criminal acts.

12.2 Authorization

No person is allowed to use company IT facilities who has not been authorized to do
so by the Company IT Department / Line Manager. Unauthorized access to IT
facilities is prohibited and may result in either disciplinary action or criminal
prosecution.

12.3 Legislation
All users shall comply with the relevant legislation. This includes the following:
I.  Data Protection
Any information which the company holds is potentially disclosable to a requester
under one of these pieces of legislation. This includes emails too.
Users need to be sure that they are not breaching any data protection when they write
and send emails. This could include but is not limited to:
1 Passing on personal information about an individual or third party without
their consent.
1 Keeping personal information longer than necessary.

Email should where possible be avoided when transmitting personal data about a

third party. This includes comment and opinion, as well as factual information.
Therefore this should be borne in mind when writing emails, and when keeping them.
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.  Computer Misuse
This makes it an offence to try and access any computer system for which
authorization has not been given.

. Copyright Design and Patents
It is an offence to copy software without the permission of the owner of the copyright.

IV. Defamation
It is an offence to publish untrue statements which adversely affect the reputation of a
person or group of persons. In the event any employee indulges in defaming the
company or the management staff or any individual concern with the company by
words or before media or by publishing any articles will be dealt with by filing civil and
criminal suit/prosecution under Indian Penal Code.

V. Terrorism
It a criminal offence to encourage terrorism and/or disseminate terrorist publications.

12.4 Responsibilities

All users are expected to act in a manner that will not cause damage to IT facilities or
disrupt IT services. Any accidental damage or disruption must be reported to HOD as
soon as possible after the incident has occurred. Users are responsible for any IT
activity which is initiated under their username.

12.5 Use of the Internet
Use of the Internet by employees is encouraged where such use is consistent with
their work and with the goals and objectives of the Company in mind. Reasonable
personal use is permissible subject to the following:

i.  Users must not participate in any online activities that are likely to bring the company
into disrepute, create or transmit material that might be defamatory or incur liability on
the part of the Company, or adversely impact on the image of the Company.
ii. Users must not visit, view or download any material from an internet site which
contains illegal or in-appropriate material. This includes, but is not limited to,
pornography (including child pornography), obscene matter, race hate material,
violence condoning messages, criminal skills, terrorism, cults, gambling and illegal
drugs.
ii. Users must not knowingly introduce any form
computer network.
iv.  Personal use of the internet must not cause an increase for significant resource
demand, e.g. storage, capacity, speed or degrade system performance.
v. Users must not fAhack intod unauthorised areas:s
vi. Users must not download commercial software or any copyrighted materials
belonging to third par-ties, unless such downloads are covered or permitted under a
commercial agreement or other such licence.
vii.  Users must not use the internet for personal financial gain.

Viii. Users must not use the Internet for illegal or criminal activities, such as, but not
limited to, software and music piracy, terrorism, fraud, or the sale of illegal drugs.

ix. Users must not use the internet to send offensive or harassing material to other
users.
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X.  Use of the internet for personal reasons (e.g. online banking, shopping, information
surfing) must be limited, reasonable and done only during non-work time such as
lunch-time.

xi.  Use of gambling sites, online auction sites and social networking sites such as, but
not limited to, Facebook, Linkedin, Youtube, Twitter, Bebo, Flickr, MySpace etc.. is
not permissible.

xii.  Staff may face disciplinary action or other sanctions (see below) if they breach this
policy and/or bring embarrassment on the Company or bring it into disrepute.

12.6 Use of Email

When using Company email, users must:

i. Ensure they do not disrupt the Companyods wid
significant re-source demand in storage, capacity, speed or system performance e.g.
by sending large attachment to a large number of internal recipients.

i. Ensurethey do not harm the Companyds reputatio
liability on the part of the Company, or adversely impact on its image.

ii. Not seek to gain access to restricted areas
is strictly for-bidden

iv.  Must not use email for the creation, retention or distribution of disruptive or offensive
messages, images, materials or software that include offensive or abusive comments
about ethnicity or nationality, gender, disabilities, age, sexual orientation,
appearance, religious beliefs and practices, political beliefs or social background.
Employees who receive emails with this content from other employees of the
Company should report the matter to their line manager or supervisor.

v. Not send email messages that might reasonably be considered by recipients to be
bullying, harassing, abusive, malicious, discriminatory, defamatory, and libellous or
contain illegal or offensive material, or foul language.

Vi. Not upload, download, use, retain, distribute, or disseminate any images, text,
materials, or software which might reasonably be considered indecent, obscene,
pornographic, or illegal.

vii.  Corrupt or destroy other company data or disrupt the work of other users
viii.  Waste staff effort or Company resources, or engage in activities that serve to deny
service to other users

ix. Be outside of the scope of normal work-related duties i for example, unauthorised
selling/ advertising of goods and services

X.  Affect or have the potential to affect the performance of damage or overload the
Company system, network, and/or external communications in any way

xi.  Be a breach of copyright or license provision with respect to both programs and
data, including intellectual property rights.

xii. ~ Not send chain letters or joke emails from a Company account.
xiii.  Employee who receives improper email from individuals inside or outside the
company, should discuss the matter in the first instance with their HOD or HRD.

xiv.  All Employees should send the emails with disclaimer at the bottom of all
messages.

12.7 Blogging and Social Media Policy

Lasa Supergeneric Ltd. recognizes the importance of the Internet in shaping public
thinking about your company and our current and potential products, employees,
partners, and customers. We also recognize the importance of our employees joining
in and helping shape industry conversation and direction through blogging your right
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to interact knowledgeably and socially in the blogosphere and on the Internet through
blogging and interaction in social media.

Consequently, these guidelines in this blogging and social media policy will help you
make appropriate decisions about your work-related blogging and the contents of
your blogs, personal Web sites, postings on wikis and other interactive sites, postings
on video or picture sharing sites, or in the comments that you make online on blogs,
elsewhere on the public Internet, and in responding to comments from posters either
publicly or via email. Note that these policies and guidelines apply only to work-
related sites and issues and are not meant to infringe upon your personal interaction
or commentary online.

12 7.1 Guidelines for Interaction about the Company on the Internet

If you are developing a Web site or writing a blog that will mention your company and
/ or our current and potential products, employees, partners, customers, and
competitors, identify that you are an employee of your company and that the views
expressed on the blog or web site are yours alone and do not represent the views of
the company.

Unless given permission by your manager, you are not authorized to speak on behalf
of the company, or to represent that you do so.

If you are developing a site or writing a blog that will mention our company and/ or
our current and potential products, employees, partners, customers, and competitors,
as a courtesy to the company, please let your manager know that you are writing
them. Your manager may choose to visit from time to time to understand your point of
view.

12 7.2 Confidential Information Component of the Blogging Policy

You may not share information that is confidential and proprietary about the
company. This includes information about trademarks, upcoming product releases,
sales, finances, number of products sold, and number of employees, company
strategy, and any other information that has not been publicly released by the
company.

These are given as examples only and do not cover the range of what the company
considers confidential and proprietary. If you have any question about whether
information has been released publicly or doubts of any kind, speak with your
manager and the Human Resources department before releasing information that
could potentially harm our company, or our current and potential products,
employees, partners, and customers.

Your company logo and trademarks may not be used without explicit permission in
writing from the company. This is to prevent the appearance that you speak for or
represent the company officially.

In the event any employee uses any information or trade mark or violates any patent
rights the concern employee or individual would be prosecuted within the purview of
trade mark or patent act.

12 7.3 Respect and Privacy Rights Components of the Blogging Policy

Speak respectfully about the company and our current and potential employees,
customers, partners, and competitors. Do not engage in name calling or behaviour
that will reflect negatively on your company's reputation. Note that the use of
copyrighted materials, unfounded or derogatory statements, or misrepresentation is
not viewed favourably by your company and can result in disciplinary action up to and
including employment termination.
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Your company encourages you to write knowledgeably, accurately, and using
appropriate professionalism. Despite disclaimers, your Web interaction can result in
members of the public forming opinions about your company and its employees,
partners, and products.

Honour the privacy rights of our current employees by seeking their permission
before writing about or displaying internal company happenings that might be
considered to be a breach of their privacy and confidentiality.

Monitoring

All resources of the Company, including computers, email, and voicemail are
provided for legitimate use. If there are occasions where it is deemed necessary to
examine data beyond that of the normal business activity of the company then, at
any time and without prior notice, the Company maintains the right to examine any
systems and inspect and review all data recorded in those systems. This will be
undertaken by authorized staff only. Any information stored on a computer, whether
the information is contained on a hard drive, USB pen or in any other manner may be
subject to scrutiny by the company. This examination helps ensure compliance with
internal policies and the law. It supports the performance of internal investigations
and assists in the management of information systems.

12.9 Usage of Mobile Phones/ Number

VI.

Where a mobile phone or number has been issued by the company, it is for business
use only and at all times will remain the property of the Company. The user(s) will be
responsible for its safekeeping, proper use, condition and eventual return to the
company. The user will also be responsible for any cost of repair or replacement
other than fair wear and tear.

A mobile phone/ number is provided primarily to enable the user to do their job, i.e. to
keep the company informed at the earliest opportunity of matters which it needs to
know about and to be similarly contactable by the company, or to contact
customer/ client. Therefore, it is the
phone is kept charged and switched on whilst on duty.

The SIM card from Company mobiles should not be placed into any other mobile,
unless to another company issued mobile phone. Neither should the camera facility
be used for anything other than an emergency, e.g. company car accident where
evidence may be required.

The Company recognizes that users may, on occasion, have to make personal calls
or send personal text messages during working hours, or outside normal working
hours. Where it is deemed that an unreasonable amount of personal calls/text
messages have been made using the mobile phone, the Company reserves the right
to deduct those costs, either through deduction from pay, or otherwise. The Company
may, after formal investigation, take action under the Disciplinary Procedure if such
use is excessive or unauthorized. Users will be expected to make payment for private
calls made beyond reasonable usage.

If it is found, following investigation, that there has been excessive personal data use,
then the user will be asked to reimburse the company for the cost of this and action
may be taken under the Disciplinary Procedure.

The user agrees that upon termination of employment, should they not return the
allocated mobile phone, or should the mobile phone be returned in an unsatisfactory
condition, the cost of replacement, or a proportional amount of this as decided by the
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Company, will be deducted from any final monies owing, or the user will otherwise
reimburse the Company.

Personal Electronic Equipment

Due to the significant risk of harm to the company's electronic resources, or loss of
data, from any unauthorized access that causes data loss or disruption, employees
should not bring personal computers or data storage devices (such as floppy disks,
CDs/DVDs, external hard drives, USB [/ flash drives, "smart" phones,
iPods/iPads/iTouch or similar devices, laptops or other mobile computing devices,
or other data storage media) to the workplace and connect them to Company
electronic systems unless expressly permitted to do so by the Company.

To minimize the risk of unauthorized copying of confidential company business
records and proprietary information that is not available to the general public, any
employee connecting a personal computing device, data storage device, or image-
recording device to Company networks or information systems thereby gives
permission to the Company to inspect the personal computer, data storage device,
or image-recording device at any time with personnel and/or electronic resources of
the Company's choosing and to analyze any files, other data, or data storage
devices or media that may be within or connectable to the data-storage device in
guestion in order to ensure that confidential company business records and
proprietary information have not been taken without authorization.

Employees who do not wish such inspections to be done on their personal
computers, data storage devices, or imaging devices should not connect them to
Company computers or networks.

Violation of this policy, or failure to permit an inspection of any device under the
circumstances covered by this policy, shall result in disciplinary action, up to and
possibly including immediate termination of employment, depending upon the
severity and repeat nature of the offense. In addition, the employee may face both
civil and criminal liability from the Company, from law enforcement officials, or from
individuals whose rights are harmed by the violation.

12.11 ANTI-HARRASEMENT

Employee must be aware that certain operations that may be performed on mobile
phones may breach Company rules and procedures. The sending of text messages
or digital images that is or could be deemed offensive is strictly prohibited.

The photographing or filming of fellow employees, residents, visitors or any member

of the public without their C 0 n speivady antha y

could, in certain circumstances, constitute harassment. This is therefore strictly
forbidden.

It is against the principles of this Company for any person to be harassed in such a

br e

way, and will not be tolerated. Any instance thatcomes t o t he Companyo6s

will be investigated. Should employee be found to have used a mobile phone in such
a way they may be subject to the Disciplinary Procedure, which could include
dismissal.
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If an individual feels they have been a victim of this form of harassment, they should
bring this to the attention of line management immediately.

12.12 Penalties for Improper Use
12.12.1 Withdrawal of facilities

Users in breach of these regulations may have access to company IT facilities
restricted or withdrawn.

12.12.2 Disciplinary Action
Breaches of these regulations may be dealt
procedures. It may lead to termination of employment from the Company.

12.12.3 Breaches of the law
Where appropriate, breaches of the law will be reported to the police.

12.13 Conclusion
We expect our empl oyees to respect and pr o
Company equipment in this policy for employees includes company-issued phones/
number, laptops, tablets, internet, emails, pen drive etc. and any other electronic

equi pment 6s, which belongs to our company.
We advise our employees to |l ock their device
them. Employee is only responsible formis use or | ost of any equip

them by the company.

Violation of this policy, or failure to permit an inspection of any device under the
circumstances covered by this policy, shall result in disciplinary action, up to and
possibly including immediate termination of employment, depending upon the
severity and repeat nature of the offense. In addition, the employee may face both
civil and criminal liability from the Company, from law enforcement officials, or from
individuals whose rights are harmed by the violation.

Company wi l | not be responsi ble for any e m

personal fraud, theft, contact with any fraudulent party etc. Employee will be sole
responsible for their action.
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13.0 PAYROLL INFORMATION
13.1 Compensation Schedule

i.  Salary: The salary of every employee will be given in the 2™week of the following
month.

ii.  Bonus: All employees are eligible to receive a fixed bonus of which will be
disbursed on the completion of each year. The bonus will be paid as per the
Payment of Bonus Act, 1965 to the eligible employees as per section 2 (21)
within 8 months from the close of the accounting year as per section 19 (b) of the
Payment of Bonus Act.

iii. Performance Incentive: Employees are entitled to receive performance
incentives based on their performance throughout the year. The incentive is
disbursed once in a year.

iv.  Medical: Eligible employees are covered under the New India Insurance Policy
Scheme.

14.0 PERFORMANCE EXPECTATIONS AND EVALUATIONS
14.1 Performance Management System
Purpose
Company has developed a performance development process which aims at;
driving LASA to become a high performance and commercially focused organisation
aligning individual objectveswi t h LASAO0s objectives and core

encouraging employees to think about and communicate their performance
objectives/targets

helping staff to continue self-value-adding

tracking and rewarding high performers

a. Frequency
1 A probationary employee will undergo a performance evaluation shortly before the
completion of their probationary period, and annually thereafter.
1 A permanent employee will undergo a formal performance evaluation annually.

b. Process
The HR Manager will conduct an informal, verbal performance evaluation before the
end of the employeeds probationary period. T

written performance evaluation on an annual basis thereafter. Each employee of
organization is required to participate in their own performance evaluation.
1. The employeebs supervisor wil!/l provide empl o
Performance Evaluation form. Before a performance evaluation date can be
scheduled, employees must complete and return the form to their supervisor.
2. Onceanemployeeds supervisor has received a compl
form, a performance evaluation meeting can then be arranged (at least one week in
advance to allow employees adequate time for preparation).
3. The employee and their supervisor will then meet to review and discuss the
Performance evaluation.
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4. The Employeeds supervisor wi || then prepare
performance evaluation meeting. The report will be provided to the employee for

comment and their signature, as having received and read the performance
evaluation.

c. Constructive Discipline Policy
Disciplinary action will be taken if any employee demonstrates and/or communicates
inappropriate behaviour or does not perform his/her duties according to organizations

policies, procedures and standards of work.

d. Process
The HR Manager is responsible for the application of organizations policies and
procedures and the monitoring of employee perf
actions or job performance are not consistent with organization standards, the following
progressive disciplinary steps will be taken.

1. Counselling i The HR Manager will verbally counsel the employee to improve
performance or behaviour, giving specific objectives and time limits for improvement

2. First Warning i The HR Manager will issue a verbal warning to the employee. A
note documenting the issue and verbal warning will be given to the employee and
copies will.l be put in the employeeds file.
but must include specific identification of the issue, criteria for improvement or
corrections with specific examples, and availability to assist the employee as often as
required.

3. Formal Warning - The Empl oyeeds supervisor wild/l i ssu
documenting the recurrence of the problem or of another problem similar in nature. A
copy of all written warnings shall be given to the employee and the original kept in the
empl oyeebs file.

4. Termination Should the employee fail to meet the performance standards required
during their probation period or commit serious offence during the probationary
period, the employee will be terminated upon approval of the Executive and
Managing Director, as well as the chair of the Board of Directors. Any employee that
is terminated from the organization is not eligible for re-hire.

In the case of serious incidents, one or more of these steps may be skipped.
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15.0 TRAINING AND DEVELOPMENT
Organi zationos goal i n suppor emplogees liset@ar ni ng
enhance the quality of programming for the broader community. Thus professional
development opportunities supported by organization will be chosen primarily on the
basis of how they will improve ouEmpleyegs|l oyee0:¢
that participate in training opportunities supported by organization are expected to
share their learning through whatever medium they see fit.

a. Training Identified by Employer
Management may bring to an eldevelagpypentadigitesat t ent i o1
that support an employeebs Il earning goals (e.g.
Evaluation process). When staff is asked by management to attend a training opportunity,
all associated costs (i.e. registration fee, course materials, transportation, parking,) will be
paid directly by the employer. Additionally, the time spent attending the event will form
part of the employeeds regular scheduled hours
It is binding on all the employees to attend the training as and when it is scheduled by the
management and in the event any employee fails to attend the training it will be termed
as acts of subversive discipline and will be dealt accordingly.

b. Training Opportunities Requested by Employee
An employee may directly request support from organization to pursue a training
opportunity.
Organization will support two types of learning opportunities: those which are deemed
to have adirect bearingon an empl oyeeb6s current duties; an
have an indirect bearingon an empl oyeeb6s current duties. Th
have the authority to decide if a proposed training opportunity falls into either of
these two categories and what level of support organization is able to offer.
While organization would like to support all learning opportunities that will improve an
empl oyeeds ability to perform at wor k, this is

be able to offer partial support, or no support at all, based on fiscal and staffing
considerations at the time of the request.

c. Reimbursement
1 In most situations, the employee will pay the costs themselves and seek
reimbursement for the approved amount by submitting proof of payment.

1 The employee must have successfully completed the learning opportunity in order
to receive any reimbursement amount.

1 Inunusual circumstances, staff can ask for advance payment.

89



ssssssssssssssssssss

INFORMATION SECURITY
POLICIES

90



Lasa Supergenerics Ltd

CONTENTS
1. PASSWORD POLICY ..t e e e e e . 1.9
2. NETWORK & SECURITY POLICY ..o v . 2 92
3. MONITORING POLICY ..ttt e ... 103
4. LOGICAL & DATA ACCESS CONTROL POLICY.......... N N O I o
5. INFORMATION SYSTEMS SECURITY POLICY............. PN O | R |
6. EMAIL POLICY .ot e e 116
7. DATABASE SECURITY POLICY ... e, 122
8. CHANGE MANAGEMENT POLICY.. i, 1026
9. BUSINESSS CONTINUITY MANAGEMENT POLICY ............................ 132
10.BACKUP POLICY.. PP HC )
11.ASSET MEDIA DISPOSAL POLICY i e . 145
12. ASSET HANDLING & LABELING MANAGEMENT POLICY ............... . ...150
IBSANTI VI RUS P OLL.CY e, ...153
14. ACCEPTABLE USAGE POLICY ....iviiiiiiiiiii i .. 158
15.GENERIC ROLE & RESPONSIBILITIES.......ccovii e, ..168

91



Lasa Supergenerics Ltd

INFORMATION SECURITY POLICIES - PASSWORD POLICY

1.1 Introduction

User authentication is a means to control who has access to an Information Resource
system. Controlling the access is necessary for all Non Public Information. Access gained by
a non-authorized entity can cause loss of information confidentiality, integrity and availability
that may result in loss of revenue, liability, loss of trust to Lasa Supergenerics Ltd.

1.2 Policy Statement

Access to sensitive information at Lasa Supergenerics Ltd. should be authenticated with a
password or an access code and these must be protected at all times during their lifecycle
including generation, delivery, storage, and usage.

1.3 Scope

This policy applies to all information systems and assets that are owned or leased by Lasa
Supergenerics Ltd. and all personnel who have access to data belonging to Lasa
Supergenerics Ltd.

1.4 Responsibilities

Roles Responsibilities
User and Administrators [0 To follow the guidelines defined and
required by the password policy and
standard
System & Application Owner 0 To ensure that the systems and

applications meet the requirements
of the password policy and standard.
[1 To implement the requirements of

the password policy and standard

[1 To document and obtain
dependencies of the systems and
applications that

password policy and standard to be
fully implemented

Information Security Officer [0 To review the implementation of the
password policy and standard.

[1 To maintain a list of systems and
applications that
password policy to be implemented
and enforced as required by the
password policy and standard.
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INFORMATION SECURITY POLICIES - NETWORK & INTERNET SECURITY POLICY
1.1 Introduction

Protecting the network infrastructure against threats originating from external and internal
networks is of prime importance to LASA SUPERGENERICS LTD. Absence of proper access
control protection can lead to attacks that include unauthorized access from the Internet; spread
of virus, worms, malware etc. Traffic can be sniffed in transit on the network that can lead to
unauthorized access to critical and sensitive information.

The purpose of this policy is to ensure authorized and secure access to the LASA
SUPERGENERICS LTD. network internally and from external networks, provide adequate
redundancy for critical IT assets and establish effective management of the network
infrastructure.

1.2 Policy Statement

LASA SUPERGENERICS LTD. network infrastructure should be adequately designed, managed
and controlled in order to ensure the protection of the information in the network and of the
supporting infrastructure. All connections to external networks including Internet, outsourced
vendors and partners will be authorized and provided in a secure manner. All remote access to
the LASA SUPERGENERICS LTD. 6s network must
business requirements. Network should be designed and maintained for high availability and to
meet the requirements of the users.

1.3 Scope
This policy applies to:

1 AIllIT assets used to build the network viz. network devices, communication links and
assets that use the network viz. servers, desktops owned by LASA
SUPERGENERICS LTD.

LAN and WAN infrastructure deployed and maintained by LASA SUPERGENERICS
LTD.

Internet, Extranet and Intranet networks that are connected or form part of the LASA
SUPERGENERICS LTD. network infrastructure

All Network & System administrators, administering and maintaining the network
infrastructure viz. LAN and WAN

All employees of LASA SUPERGENERICS LTD.
All third parties that connect to LASA SUPERGENERICS LTD. network for accessing
applications hosted

A=A =4 =4 =4

1.4 Responsibilities

Responsibilitie
Roles S

Network Team [1  Configuration and day-to-day
maintenance
[1 Implementing the requirement of the

policies for the networks in LASA
SUPERGENERICS LTD.

ISO / Information Security Team [l Providing advice and reviewing the
implementation of requirements for
network in LASA
SUPERGENERI
CSLTD.
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1 Provide Secure Configuration
Guidelines  for various network|
devices
Head IT & Networks [l Approve and analyse the networking

requirement related to LASA
SUPERGENERICS LTD.

1.5 Standards
1.5.1 Segregation Server and User Management

1.5.1.1  All servers which have been identified as critical or contain sensitive and critical
information as identified by LASA SUPERGEN
protected by Firewalls. These servers should have restrictive access control
policies which provide access on a fANeed to

1.5.1.2  Network Intrusion Prevention System should be installed to monitor all the traffic,
to and from these servers

1.5.1.3  The user segment and the server segments must be distinct and access between
them must be controlled.

1.5.1.4  Respective application owners are responsible for ensuring that servers are
protected by Firewall and monitored by Intrusion Prevention System.

1.5.2 Demilitarized Zone (DMZ)

1521 Proper DMZ should be maintained where all Internet facing servers such as web
server, email gateway, antivirus gateway should be segregated from the internal
server segment through a firewall.

1.5.3 WAN Access

1.5.3.1  Access control list (ACL) should be implemented on all perimeter devices that
connect to the external networks.

1 ACL6s on the perimeter devices should bl c
that are known to be wvulnerable to virus/worms or any attacks should be
blocked.

1 Network administration team is responsible for blocking of ports as advised by
the Information Security team.

1.5.3.2  All confidential data that is sent over the WAN should be in encrypted format.

[1 Confidential data should include user authentication credentials, transactions
information and customer data.

1.5.4 Network Access
1541 User access to the network should be authenticated.

154.2 Administrative access on servers, network devices and other IT systems should be
granted only after necessary approvals for rights and privileges are given by the
Head i IT & Networks.
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1.5.5 Network Servers (Mail, File and Print Servers)

1.5.5.1  The hardware configuration of the network servers should be documented.

1.5.5.2  The network services software and other application or utility software, installed on a
server, should be identified and documented.

1553 Hardware redundancy mechanisms (i.e. duplicating certain or all hardware elements)
should be adopted for all major application and network servers.

1.5.5.4  Disk Mirroring (writing data to two separate hard drives simultaneously), Disk
duplexing (installing two hard drives and two disk drive control cards) or drive arrays
should be used for all the servers which have requirement of high availability.

1.5.5.5 The IT department should take necessary action to protect information contained on
a server that is no longer in use e.g. erase and reformat disks.

1.5.5.6  The purpose of each server on the network should be identified and how the server
would be used should be documented.

1.5.5.7  Following issues should be considered while deploying network server:

1 The categories of information that should be stored on the server

1 The security requirements for that information

1 The network services that should be provided by the network server
T The security requirements for the network services

1.5.6 VPN Connectivity

1.56.1 Remote access via Internet to LASA SUPERGENERICS LTD. information systems is
granted subject to formal approval from Network Manager & Security Team.

1.5.6.2 Remote access to network resources must be done using the SSL VPN infrastructure
provided by the LASA SUPERGENERICS LTD.. SSL must always be used for
remote desktop protocol or SSH.

1.5.6.3  Secure remote access must be strictly controlled via strong authentication using
token based one-time password or pass-phrase.

1.5.6.4 Information Security Team should conduct quarterly audit of the VPN users.

1.5.6.5 The use of remote access to information systems is strictly prohibited without a
reasonable and documented business reason illustrating the necessity to complete
job responsibilities.

1.5.6.6 Laptops or desktops must comply with host integrity checks before access is
provided. All hosts that are connected to LASA SUPERGENERICS LTD. internal
networks via remote access must use the most up-to-date anti-virus software.

1567 Split tunnelling must be disabled, whereby
workstation, which is remotely connected to LASA SUPERGENERICS LTD.
corporate network, cannot connect to any other network at the same time.

1.5.6.8 The SSL VPN system automatically disconnects sessions during an idle time of 15
minutes with no activity.

1.5.6.9 Secure remote access for vendors remain disabled on VPN servers and are activated
for the required duration only upon a written request.

1.5.6.10 It is prohibited to copy, move, or store LASA SUPERGENERICS LTD. data into local
hard drives and removable media while using remote access to LASA
SUPERGENERICS LTD. information systems. The data includes but is not restricted
to configuration files, database, financial details etc. LASA SUPERGENERICS LTD.
should implement DLP (data leakage prevention) solutions to restrict the same.
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1.5.7 Installing Network Operating Systems

1571

15.7.2

15.7.3

1.5.7.4

A documented procedure for installing a network operating system should be
developed and followed.

All critical parameter settings, scripts and configuration files used during installation
of a network operating system should be documented.

A trusted version of the operating system should be installed, wherever possible to
prevent easier cracking of passwords.

Default passwords should be changed as part of the installation process.

1.5.8 Updating the Network Operating System

1.58.1

1.5.8.2

1.5.8.3

The Network Administrator / IT Manager/ In-charge should be responsible for
installing necessary security-related software updates in a timely manner.

A list of sources (mailing lists, vendor publications, vendor web sites, etc.) for
information about security problems and software updates for the network operating
system should be developed. The Network Administrator/ IT Manager/ In-charge
should establish a procedure for regularly monitoring these information sources.

The installation of updates should be appropriately planned to take care of the
following security issues

[1  The network server may temporarily be placed in a vulnerable state during the
update process.

[1  The server or information may be unavailable, when needed, if the update is
scheduled inappropriately.

[1 The update may cause a number of problems in other installed software. It
should be a good practice to install the update first in a test environment for
checking.

1 Appropriate change management request should be raised.

1.5.9 Network Logging

1591

1.5.9.2

1.5.9.3

1594

The Network Team/ Security Team should identify the types of information to be
logged.

Type of log category and log information should be as follows:

[1 Users - Login/logout information: location and time of failed attempts, attempted
logins to privileged accounts; changes in authentication status, such as enabling
privileges

[1  Networks - Service initiation requests: name of the user/host requesting the
service; network traffic; new connections.

(1 Applications - Applications and services specific information e.g. mail logs, ftp
logs, web server logs, modem logs, firewall logs, router logs.

[l File Systems - Changes to access control lists and file protections; file accesses
(opening, creating, executing, deleting).

Only authorized users should have access to utilities that reconfigure logging
mechanisms.

The log files should be protected from being accessed, modified or deleted by
unauthorized users and should be stored in centralized log repository with restricted
access.

1.5.10 Terminal Timeout

1.5.10.1

1.5.10.2

Inactive terminals to access network console for remote troubleshooting should shut
down after a defined period of inactivity to prevent access by unauthorized persons.
Inactive terminals should be set to a timeout of 15 minutes.

The timeout facility should clear the terminal screen and close both application and
network sessions after the defined period of inactivity.
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1.5.11 Network Configuration Diagram

1.5.11.1 Network Configuration diagram should be kept confidential and should be made
available on need to know basis after the approval of Head i Networking, to the
concerned person.

1.5.11.2 Network configuration diagram should be updated as and when changes are done,
| atest net work diagram should be provided
official taking care of Business Continuity Plan/Disaster Recovery Plan.

1.5.11.3 A copy of the network configuration diagram should be stored with System
Administrator / In-charge. Another copy should be stored offsite in a secure location.

1.5.11.4 Network diagram should be

[1  Updated and reviewed annually

(1 Should clearly indicate all the Data processing entities within LASA
SUPERGENERICS LTD.

[1  Should be clearly indicating wireless networks which are used in LASA
SUPERGENERICS LTD.

0 Shonéld clearly indicate name of author, date created, date reviewed & version
number

1.5.12 Network Devices - Router

1.5.12.1 Network devices like routers, firewall etc should be configured securely according to
the Secure Configuration Document (SCD) provided by the Information Security
team

1.5.12.2 Router & other layer -3 devices should be placed physically inside data centre and
layer-2 switches providing connectivity to LAN users in LASA SUPERGENERICS
LTD. should be stored inside locked racks.

1.5.12.3 Routers & Layer-3 Devices should be configured as per SCD (Security Configuration
Document)

1.5.12.4 Each router & layer -3 device should have the following statement posted in clear
view:
"UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED. You must have
explicit permission to access or configure this device. All activities performed on this
device should be logged, and violations of this policy may result in disciplinary
action, and should be reported to law enforcement."

1.5.13 Network Devices - Firewall

1.5.13.1 Security of Firewall

(1 The firewall should be hardened and secured as per the Secure Hardening
Document.

[1  The firewall system should not have any additional services that can be
accessed remotely.

(1 Any additional services like SMTP, DNS etc. running on the firewall machine
would present the attackers with an opportunity to compromise the firewall by
exploiting the vulnerabilities associated with the respective service.

1 The firewall machine should be placed in a controlled environment with access
only to authorized personnel.

1 Any unused physical interface should be disabled/de-activated on the firewall.

1 The firewall placement should be as per the approved secure network
architecture diagram.

1.5.13.2 Firewall Segments
(1 Firewall should segment the network based on the risk levels.
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Internet facing servers and servers accessed by external parties like the
Extranet etc should be on a separate segment (De-Militarized Zone - DMZ).
Utility servers like AV, Active Directory, Proxy, etc should be on a separate
segment.

Application and database servers should be protected by placing them on
the protected segment. This segment should be accessible to authorized
users only.

Every connection between LASA SUPERGENERI

external (partnerés or vendors) network

The Information Security Team should be responsible for determining the
number of segments and the servers that would be located in each segment.

1.5.13.3 Firewall Rule Base

[l

(]

0

The Information Security Team is responsible for designing and testing the
firewall rule base before deployment.

The Information Security Team should get the required inputs from the
respective application administrator / developer for designing the rule base.
Firewall rule-base should only allow access to required ports on the target
machine.

Use of proxy software should be taken in consideration while writing rule base
for firewall, if any new services is requested that service should not be made
available until a proxy is available from the firewall vendor and tested by the
firewall administrator. A custom proxy can be developed in - house or by other
vendors only when recommended by Information Security team and approved
by the ISO/ Head Risk.

All connections from the internal network to external networks should be
approved by and managed by the Network Head. Connections should be
allowed only with external networks that have been reviewed and found to have
acceptable security controls and procedures. All connections to approved
external networks should pass through firewalls
The rule base should have a Stealth Rule.

The stealth rule restricts access to the firewall system

The placement of this rule in the rule base is critical and should be placed

after all administrative and VPN access rules to the firewall.

General recommendation:
Deny all ICMP traffic.
Deny all the IP spoofing traffic by enforcing egress filtering.

Firewall should have a rule to deny all access that is not explicitly allowed.
The rule base should be approved by the ISO / Head i IT & Networks prior to
deployment.

All changes to the firewall rule base should be done after proper authorization,
to ensure that the security level is maintained.

1.5.13.4 Firewall Rule Base Change

(]

.

.

All changes to the firewall rule base should be done after proper authorization,
to ensure that the security level is maintained.

Change Management request needs to be raised for making any changes in the
rule base.

ISO/ Information Security Team should propose firewall rule base change based
on the latest threats and virus signature updates

User should contact the Information Security Team for any access requirement
by clearly specifying the business requirement and the access details such as
the IP address and the corresponding port numbers.

Documented list for all the opened ports with valid business justification needs
to be maintained.

The ISO/Head i IT are responsible for authorization of the request.

The Firewall administrator should implement the request only after the requisite
approval is given.
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(1 Firewall rule base reviews needs to be done on periodic intervals (3 months) or
after any significant changes. The reports for rule base review needs to be
documented.

1.5.13.5 Firewall Administration

(1 Firewall administration should be done directly from the attached terminal and
Physical access is limited to the IT Network Team.

(1 Firewall administration should be performed from the local terminal - no access
to the firewall operating software is permitted via remote access.

1 Any modification of the firewall system software should be done Network Team
using firewall change management form and requires approval of the IT Head
Network & Operations with change management request raised.

1.5.13.6 Logging Monitoring & Auditing

[1  The firewall should be configured to log all reports on daily, weekly and monthly
basis.

[ Activities from Network team should be logged.

1 Network Team should be notified of the following security alarm by email, pager
or other means so that he may immediately respond to such alarm.
[l Five failed attempts to connect to any service port within a time span of five

minutes (e.g. port scan).

[1  Five consecutive failed attempts to utilize proxy services by users.
[1 Failed attempts to log directly into the firewall system.

1 Network Team should review log files on a daily basis and investigate any
unusual activity.

1.5.13.7 The logs should be stored locally and also accumulated & stored in centralized log
repository. Logs should be available for review till one year.

1.5.13.8 Firewall up gradation and Patches

(1 Firewall should be updated with latest patches issued by the firewall vendor.

1 Network team should evaluate new version release of firewall, before making an
upgrade network team should test and verify if the upgrade is required or not.

[1  After any upgrade, firewall should be tested separately to verify the functionality
before going functional again.

1.5.13.9 Firewall redundancy

[l Redundant firewall in HA (High availability) mode should be configured and
reserved (not in use) so that in case of a firewall failure, the backup firewall
should be switched in to protect the network.

1.5.13.10 Change Control

[1  Appropriate change control procedures should be followed when making
changes to the firewall system. Changes to firewall system should include:

[ Modification of ACL for the firewall system;

[ Upgrades or modification of the firewall application;
[1  Addition of new firewall system hardware

[ Physical movement of firewall system components.
0

Change Management procedure as mentioned in change management
policy should be followed.

1.5.13.11 Documentation

1.5.13.12 Configuration and operational procedure should be documented so that reference
can be made in case of some incident
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1.5.13.13 Network Diagnostic Tools

1.5.13.14 The use of network diagnostic tools should be strictly controlled to prevent
unauthorized users, only network staff should be allowed to use diagnostic tool.

1.5.13.15 Network diagnostic tool and software should be stored in physically secure location
when not in use.

1.5.13.16 As far as possible Usage of these tools should not be done during office hours as it
may cause the network to slowdown.

1.5.13.17 Usage of these tools should be done in control environment and with the approval of
Head i IT & Networks.

1.5.14 Network Component Security

1.5.14.1 Prior approval should be taken from Head i IT & Networks to connect desktop,
|l aptop to LASA SUPERGENERICS LTD. 6s networ k.

15142 Before porting a new application/ software
network, Network team should study the network usage of application/software its
effect and provide the report which contains the following detail:

(1 Whether the existing network infrastructure can accommodate the new
application/ software without affecting the existing applications.

[1  Whether there is need to modify the existing network infrastructure in order to
accommodate the new application/ software.

1 If there is need for modification, provide the estimated expense involved and the
estimated time required for implementing the modification.

1.5.15 Wireless Networks

1.5.15.1 All wireless infrastructure devices which includes access points, servers, and laptops
t hat comprise LASA SUPERGENERI CS LTD. 6s wi
adhere to the following:

1 User access to wireless infrastructure must be authorized by management.

T Use WPA compliant protocols and not WEP.

1 Use Extensible Authentication Protocol-Fast Authentication via Secure
Tunnelling (EAP-FAST), Protected Extensible Authentication Protocol (PEAP),
or Extensible Authentication Protocol-Translation Layer Security (EAP-TLS) as
the authentication protocol.

Use Temporal Key Integrity Protocol (TKIP) or Advanced Encryption System
(AES) protocols with a minimum key length of 128 bits.

Access Points must be connected in infrastructure mode and never in ad hoc
mode.

Maintain a hardware address (MAC address) that can be registered and
tracked.

Testing device Service Set Identifier (SSID) must be different from LASA
SUPERGENERICS LTD. production device SSID.

Broadcast of lab device SSID must be disabled.

Laptops must pass compliance with host integrity checks (NAC) before access
is provided.

—a-—a =4 -4 -8 -2

1.5.16 System Monitoring

1.5.16.1 All the traffic on major network segments should be scanned for attack signature and
anomalous behavior.

15162 I'f wunusual traffic is detected from empl oye:¢
explanation should be asked.

1.5.16.3 Host computer should be configured to capture the logs regarding:
1.5.16.4 Continuous monitoring should be done for:
o Dates and times for logon and logoff

o0 Terminal identity or location
o Program executed
0 Files accessed
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1.5.17 Change Management

1.5.17.1

1.5.17.2

All the changes done in the network architecture should be done with the approval of
Head i IT & Networks.

Change Management procedure should be followed in accordance with Change
Management Policy.

1.5.18 Internet Access to Employee

1.5.18.1

1.5.18.2

1.5.18.3

1.5.18.4

1.5.18.5

1.5.18.6

1.5.18.7

1.5.18.8

1.5.18.9

Internet access will be granted only after reasonable justification and authorization
from the department head.

Internet access is provided for business purposes and is not a right of the individual
as an employee of LASA SUPERGENERICS LTD.

Granting Internet access from a LASA SUPERGENERICS LTD. computing resource
to persons other than LASA SUPERGENERICS LTD. employees is strictly
prohibited, unless the third p ar physcaly

segregated from LASA SUPERGENERICS LTD.

Data cards/ Broadband cards for net access should only be given on need to basis
only after valid business justification & approval from department head & IT &
Network head.

Installing Chat Software like G-talk, Skype, MSN, Yahoo or any similar messenger for
chatting, and attaching files for transfer or use of chat is prohibited.

LASA SUPERGENERICS LTD. employees, personnel, or third party contractors
using the facilities must not indicate their affiliation with LASA SUPERGENERICS
LTD. in bulletin board discussions, chat sessions, and other offerings on the Internet.
Only the Corporate Communication group may speak about or produce a news
announcement.

The Internet is a public network; therefore employees must not transmit sensitive or
confidential organizational information over the Internet.

LASA SUPERGENERICS LTD. employees, personnel, or third party contractors
using Internet facilities must not publicly disclose internal information via the Internet
that may adversely affect LASA SUPERGENERICS LTD. its customer relations, or
public image.

Users must not post network or server configuration information about any
information systems to public newsgroups or mailing lists. This includes internal
machine addresses, server names, server types, or software version numbers.

1.5.18.10 Users must ensure that postings on to mailing lists, public news groups and related

websites do notrevealdet ai | s of LASA SUPERGENERI CS

functioning

1.5.18.11 If such data must be transmitted, it must be in an encrypted format, which is

decipherable only by the intended recipient and only after it has reached a secure
system which is isolated from the Internet by a secure firewall

1.5.18.12 Employees should keep in mind that all messages transmitted over the Internet from

LASA SUPERGENERICS LTD. computing resources bear a Internet Protocol [IP]
address and may be attributed to LASA SUPERGENERICS LTD.

1.5.18.13 In addition, whenever an employee sends electronic mail or other information from

LASA SUPERGENERICS LTD. computing resources out onto the Internet, the name
of the individual and LASA SUPERGENERICS LTD. are included in each message.
The individual is thus responsible for all electronic messages or files originating from
his user ID.

1.5.18.14 Following are prohibited:

[1 The use of Internet VolP services.
1 Creating personal web pages which are hosted on LASA SUPERGENERICS
LTD. resources.
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1 Any kind of file/ Software downloads.

[1 Personal usage of internet but not restricted to personal emails, Social
networking sites, entertainment sites.

[l Engagement in viewing, procuring, printing or transmitting pornographic, hostile,
or any other material that is prohibited by law, or by internal policies.

1 Use of port scanning, security scanning, network monitoring and any
mechanism or technology which circumvents the security of host.

1.5.18.15 White List (web sites to be allowed) / Black List (web sites to be restricted) should

list be created in proxy.

1.5.19 Restriction on File Transfer Protocol (FTP) service
1.5.19.1 The use of FTP should be restricted through the implementation of the following

1.5.19.2
1.5.20

1.5.20.1
1.5.20.2

1.5.20.3

practices:

(1 The IT administrators for all servers should ensure that anonymous file transfers
(anonymous FTP) into the company system are disallowed.

[1  Use of SFTP (Secured File Transfer Protocol) should be encouraged for the
users.

[1  The use of File Transfer Protocol (FTP) should be restricted on production
systems.

(1 No inbound FTP should be allowed from the Internet to the firewall or internal
network unless approved.

All files that are downloaded via SFTP should undergo a virus check
Restriction on Telnet services
Use of Telnet should be avoided, instead SSH should be used.

If Telnet is used then no Telnet access from the internet should be allowed, unless
approved by the Head i IT & Networks.

When approved following guidelines should be applied to the Telnet service:

1 All Telnet sessions should be logged.
9 Telnet should only be allowed into ports designated for telnet services.
1 Telnet should be only allowed from a pre-specified host.

1.5.21 Java and ActiveX Security

15211

1.5.21.2

Firewalls should be configured to block reception of Java applets and ActiveX
controls from any incoming HTTP streams, if possible.

The browsers at user workstations should be configured to accept applets only from
trusted servers. If this is not possible, then browsers should be configured to reject
the applets. This should be enforced through Active Directory GPO group policy
object.

1.5.22 Expectations of Privacy

1.5.22.1

1.5.22.2

1.5.22.3

Users are to be aware that in accordance with LASA SUPERGENERICS LTD. policy,
all activity on the IT resources is continuously monitored.

If necessary these records can be used as evidence in any legal or disciplinary
action.

In the ordinary course of LASA SUPERGENERICS LTD. IT operations, email and
web browsing are surveyed, archived and logged by system administrators to
monitor network

efficiency, provide virus protection, filter spam mail, enforcement of data security and
compliance.
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NETWORK ADMINISTRATOR:

5.

The network administrator should be defined. He is responsible for overall operations,
monitoring and functioning of network of the network.

The network administrator shall regular take to review the network and also take
adequate measures to provide physical, logical, procedural safeguard for the security of
the network.

Appropriate follow up all unusual activity or pattern of accesson the computer network
shall be investigated.

System must include mechanism for possible breach of security i.e. unauthorized
access, virus infection and hacking.

Only authorized and legal software shall be used on the network.

NETWORK COMMUNICATION SECURITY: -

1. Network communication security shall be protected by using appropriate technics.

2. The critical network devices such as router, switches & modems should be protected
from physical damage.

3. Prior authorization of the network administration shall be obtained for making any
changes to the network configuration.

4. Physical access to communication should be restricted to authorized individuals.

5. The operational site should be secured against electro magnetic transmission.

CONNECTIVITY:

1. To establish procedure for allowing connectivity of the computer network to non-
organisation computer systems or network. The permission to connect the other network
should be approved.

2. The suitability of the new hardware should be assessed before connecting the same to
the organizations network.

3. As far as possible no internet access should be allowed to data base server /file server

hosting sensitive data.

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the 1SO/ Information
Security Team Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES — MONITORING POLICY
1.1 Introduction

IT infrastructure components forms a crucial part of Lasa Supergenerics Ltd. operations. IT
assets are constantly under threat from malicious users and as a result needs to be monitored
effectively on a continuous basis for any abnormal activities. Security controls have been
implemented on the IT assets to protect it from unforeseen threats. This policy aims to establish
effective enterprise level system to centrally monitor information security controls.

1.2 Policy Statement

All access to critical applications and Lasa SupergenericsLt d. 6 s net wor k shoul d ¢k
suspicious activities or security breaches and adequate response mechanism should be setup
for controlling security breaches.

1.3 Scope
This policy applies to:

All critical information assets owned by Lasa Supergenerics Ltd.

All system and networking personnel administering and maintaining the IT infrastructure
Application owners responsible for ensuring smooth functioning of the assigned IT asset.
Relevant third party personnel: Personnel under IT Department responsible for
administering and maintaining the email infrastructure. IT personnel responsible for
support services to users.

I

1.4 Responsibilities
Roles Responsibilities

O

Ensure the necessary activities on
systems are logged.

Responsible for monitoring the logs.
Responsible to take action on the
incident.

Responsible to inform and update the
ISO on any security incident and the
action taken to correct the incident.

Monitoring Team

O O

O

Information Security Officer (ISO) [l Reports to management on a monthly
basis on the incidents detected and
corrected.

1.5 Standards
1.5.1 Monitoring Team

1.5.1.1  There should be a dedicated team for monitoring the security logs on a 24 x 7
basis.

[1 The log monitoring team should report to the 1ISO / Information Security
Team on the status of the activities monitored and reviewed for any
security related incidents.
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0l denti fied incidents should be I mmedi at e
should be submitted to the ISO whenever an incident is identified

1.5.2 Intrusion Prevention System

1521 Intrusion Prevention System (IPS) should be installed to monitor the real-time
network based attacks, administrative activities and unauthorized access.

1 A Network based Intrusion Prevention System (NIPS) should be deployed to monitor
the traffic to the following systems:
0 Systems being accessed from the Internet and Third Party Networks

o Ciritical internal application servers: Critical Internal Application servers should
be monitored by the Network Intrusion Prevention System (NIPS).

9 For Critical Servers, HIPS (Host Based Intrusion Prevention System) should be deployed
to monitor the traffic.

1.5.2.2  Alerts should be configured in the IPS system to automate the monitoring activity.
Different types of alerts need to be configured for different attacks based on the
criticality.

1.5.2.3  The Monitoring Team should be responsible for tracking the IPS alerts.

1 The respective application owners should be informed about the attacks targeted
towards their systems.

I The action that needs to be taken for each type of alert should be identified and
documented by the Monitoring Team. If feasible, the IPS should be configured to send
alerts automatically to the Monitoring Team.

1.5.3 Log Monitoring
1.5.3.1 Log monitoring system should be in place to record any information security events.
9 An open source or commercial centralized log monitoring solution should be

implemented.

1 Systems can be configured to push logs to a central log server to avoid deletion by
unauthorized users.

1.5.3.2  Logging should be enabled for all the critical devices including application servers,
network devices and security devices.

1 Server system administrators/Application administrators/ Network Administrators are
responsible for ensuring that all logs that will be generated by the core servers,
applications, routers, switches, IPS and Firewall are identified and classified

1.5.3.3  The logs of the application should be monitored periodically to ensure proper
functioning and policy compliance

The logs should be analysed for the following:

Unauthorized access

Configuration changes
Abnormalities in mail routing events
Failed logins

Denial of service attempts

=A== 4N

1.5.4 Performance Monitoring

1.54.1 IT Networks & Security Team is responsible for setting up automated systems for
monitoring the performance of critical servers and devices.
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1 The performance statistics of all critical application servers should be continuously
monitored. The parameters that need to be monitored include CPU usage, Memory and
disk space utilization. High levels of system resource utilization could occur if the system
is under attack.

1 For example, NFS Server could have the acceptable usage level for the CPU to be
defined at 50%. If the CPU utilization exceeds 50%, it is an indication of some abnormal
activity and should be reported and investigated.

1.54.2

Performance monitoring systems should have a provision for real-time monitoring
and automatic alerting

1.5.5 Incident Reporting

1551

1.55.2

1.5.5.3

Any incident should immediately initiate the Incident Management Process as per the
Incident Management Policy.

Monitoring Team should use the following guidelines for classifying an incident:

A High Risk: All logs that relate to activities that can cause direct harm to the
system including buffer overflows, denial of service attacks, super-user
logins and changes to critical system files should be classified as High
Risk.

A Low Risk: All logs that relate to activities that lead to an attack including
port scanning and vulnerability scanning should be classified as Low Risk.

The Information security team along with the corresponding
system/ application/ network administrat
post any event identified through the Log Monitoring Process.

9 Information Security Team is responsible for compiling a monthly report on
all security incidents detected. The Information Security Team is also
responsible for maintaining and updating the Measurement Metrics

1.5.6 Backup

1.56.1

1.5.6.2

1.5.7
1571

1.5.7.2

Logs in the centralized log repository should be backed up on a periodic basis as
described in the Backup Policy.

[1 The backup logs should be protected from unauthorized access
The Retention period of the logs should be decided by the Information Security
Steering Committee (ISC).

Documentation

The Monitoring Team should maintain updated documents related with the
monitoring process, records, log configuration documents etc.

The access and distribution of these documents and records should be controlled

1.6 Enforcement

Compliance with the security policies will be a matter for random periodic review by the 1SO/
Compliance Team. Any employee found to have violated this policy may be subject to
disciplinary action, up to and including termination of employment as deemed appropriate by
the policies of management and Human Resources.
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INFORMATION SECURITY POLICIES — LOGICAL & DATA ACCESS CONTROL POLICY

1.1 Introduction

Access to information systems should be provided based on valid requirement after approval
from system owners on a need-to-know, need-to-do basis using defined processes. The access
requirements should be reviewed periodically for changes in access requirements, and access
should be removed when business requirements cease.

1.2 Policy Statement

Access rights to systems should be given on the principle of least privilege. Access control is
used to specify what persons or processes have access to a specific system resource, and the
type of access that is permitted. Access control protects business and mission critical systems

from unauthorized access, fraud, or abuse.
1.3 Scope
This policy applies to:

(1 All System Components but not limited to the following:

Applications

Databases

Network Devices

Security Devices

Servers

Desktops

Laptops/ Mobile devices/BYOD
0 AlI'l third Party pe

remotely connect f

1.4 Responsibilities

rsonnel who wor ks o
rom t heir net wor k t

n
(0]

—r
> >
wonm
> >

Roles

Responsibilitie
S

User

1 Using the access provided to them in
A responsible manner.

[1 Reporting any incidents or violations
related to the use of access provided

Application Owner

1 Defining the access requirements and
Imapping the system profile to

business roles in LASA
SUPERGENERICS LTD.

1 Reviewing changes in application
features and functionality and making
Imodifications to profiles accordingly.

Business / Operations / IT & Network Head

(1 Identifying the business users needing
access to systems and defining access
requirements in the applications.

1 Tracking changes in business profiles
and ensuring the changes are
reflected in the access privileges

107

nuwm



LASA

Lasa Supergenerics Ltd

provided to users.

Administrators (Application/ Network/ [1 Creating user accounts based on the
Database/ System) profiles defined for  various
applications.
[1 Creating user accounts based on the
profiles for defined infrastructure

devices & servers.

[1 Creating user accounts based on the
profiles for defined network &
security devices.

Information Security Officer (ISO) (1 Performing periodic review  of the
access provisioning process and rights
provided to users.

1.5 Standards
1.5.1 User Access Management

1511Access rights should bw®kdeWwdnwdobdadéde
of dutiesd and 6individual accountabi

1.5.1.2 The access to specific functionalities in information systems and level of access
required at the granular level of read, modify & update, deletion should identified
and documented. These requirements should be translated into system profiles
for the different classes of business users. The access requirements should be
identified in coordination with the Business / Operations/ IT Head.

1.5.1.3  Access to information services should be controlled by using unique User Ids so that
user can be linked to and made responsible for their actions.

1514 User creation, deletion, modification should be carried out as per user access
provisioning, de- provisioning process.

1.5.1.5 Respective Business/ Operations/ IT Heads should ensure that level of access
grantedisappr opri ate t o LASA SUPERGENERICS LTD®6s

1.5.1.6  Users should be required to re-authenticate themselves after a 15 mins of inactivity.
The sensitive applications should require use of a hardware-based token in addition
to password entry for re-authentication.

—Q
-5
—~ @
< ©
-}
(0}

1.5.1.7 I' T Service Desk should be communicating the
in secure manner and also maintain the user access forms.

1518 AllUserl Dé6s identified and created on system c
Access Provisioning/ De-Pr ovi si oning process. For all t !

system components User Access Forms should be retained by IT Service Desk.

1519 For customers (not restricted to only LASA
requested for creations respective owner of system components should be filling
user access forms and should get it approved by business/ operations/ IT Heads.

1.5.2 Role Based Access Control Matrix

1521 Proper Access Control matrix should be defined & documented, responsibility for
defining access control matrix is as mentioned below:

[1 Applications - Application owner

[1 Data center OS & databases i Data Base Owners

[1 Network & Infrastructure Devices T Network Manager/ Head IT
[1 Security Devicesi Network Security Team

1.5.2.2  All the different possible roles in the system components should be identified. For
each role required privilege level needs to be identified. The same should be
documented for all system components within LASA SUPERGENERICS LTD.
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1.5.2.3 Al roles & privileges defined in role based access control matrix should be defined in
individual job description of the user.

1.5.2.4  The following factors should be taken into account while defining role based access
control matrix creation:

[1 The access usage needs (daily operations, periodic, etc)

[1 Segregation of roles & duties.
[1  Ability of the application to apply granular access rights.

1.5.3 User ID Rules

1.5.3.1  There should be one-to-one relationship between user Ids and individuals. Access to
computing resources (e.g. files, applications, and databases) via shared User Ids is
strictly prohibited unless otherwise authorized in writing by the immediate controlling
authority.

1.5.3.2 User Ids should follow a standard naming convention for all computer systems to
facilitate user identification. Naming conventions should cover all end users,
contractors, consultants and vendors.

1.5.3.3 Ifauseridis inactive for more than 30 days then the account should be disabled.
1.5.3.4  Temporary accounts (auditors etc) should be disabled once the work is over.

1.5.4 Access to Critical Systems

1.5.4.1  Access to critical systems should be restricted by implementing firewalls, routers, etc.
1.5.4.2 In case of need based access required for critical systems, the access requisition

formé should be filled providing justificat
requests should be approved by the respective unit head and 1SO.

1.5.5 Access to Data

1.5.5.1  Access to data on individual information systems or central storage systems such as
file servers should be controlled. The layout of data should be done in a manner that
facilitates application of system level access control mechanism to restrict
information access based on business requirements.

1.5.6 Single Concurrent Session

1.56.1 Users should be limited to a single concurrent session on all networked computer
systems, by the immediate controlling authority.

1.5.7 Review of Access Rights

1.5.7.1 User | D6s should be reviewed by resygaanct i ve

owners on monthly basis and review reports should be sent to Information Security
Team.

15.7.2 Access to identified devices like infrastructure devices & servers, applications,
databases, network & security devices application should be logged and review of
those logs should be done on periodic basis (3 Months) & respective review reports
should be sent to ISO.

1.5.7.3  Authorizations for special privileged access rights should be reviewed monthly by the
application owner.

1.5.8 Modifications

1.5.8.1  Access should be modified as required when employee move internally or cancelled
when employee leaves LASA SUPERGENERICS LTD:

[1 Any lateral movement should follow user access provisioning & de
provisioning process.
Lateral movement could mean:

Employee promoted from current position to higher position
Employee shifting departments
[1  Any resignations should follow user access provisioning & de provisioning
process.
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Resignation could mean :

Employee submitting resignation from duties.
[ If a user account has been inactive for more than 30 days, the system should
automatically deactivate the user

1.5.9 Unattended User Equipment

1.5.9.1  All users should terminate their active sessions, when finished .In case of Secret
information or data, users should always terminate their active session and secure
the PC or laptop when leaving it unattended.

1.5.9.2 Password protected screensavers should be used to protect user terminals when left
unattended. Screen saver protection should be enabled with a time limit of 15 mins of
inactivity on system. A standard screensaver should be used across
LASA SUPERGENERICS LTD. and users are prohibited from installing a screen
saver other than the approved standard screen saver.

1.5.10 PC Laptop Logical Security

1.5.10.1 PCs and all laptops should have a power-on password when initially "booting-up" the
system.

15102 The folders or di sk drives in individual P C
share level access controls have been enabled on the folder or the disk drive. All
PCs and laptops, containing critical information or data should not have any shared
folders.

1.5.10.3 Necessary precautions should be taken by laptop holders to ensure privacy and
confidentiality of t he LASA SUPERGENERICS LTD6s dat a
disk.

1.5.10.4 Storage of sensitive or high risk data on the desktop and laptop systems should be
minimized and properly protected by encryption, access control and data recovery
plans.

1.5.11 Logon Procedure

1.5.11.1 Procedure for logging on to a computer system should be designed to minimize the
opportunity of unauthorized access.

[1 The Log-on process should advise that IT services are only available to
authorized users.

[1 The Log-on process should not provide any information that would aid an
unauthorized user to successfully Log-on.

Log-on data should only be validated after it has all been entered.

The Log-on process should not reveal which part of the Log-on data is valid or
invalid.

The Log-on process should record unsuccessful Log-on attempts.

On successful Log-on, the user should be advised of the date and time of their
previous, successful Log-on.

1.6 Enforcement

Compliance with the security policies will be a matter for random periodic review by the 1SO/
Information Security Team. Any employee found to have violated this policy may be subject to
disciplinary action, up to and including termination of employment as deemed appropriate by the
policies of management and Human Resources.
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INFORMATION SECURITY POLICIES- INFORMATION SYSTEMS SECURITY POLICY

Document Distribution
The Head of IT Networks & Infrastructure of LASA SUPERGENERICS LTD. is the owner of this
document. The primary recipients of this document are:

°  Top Management

° Information Systems Security Committee (ISSC)

° Headi LASA SUPERGENERICS LTD. Command Center (ZCC)

° Headi Human Resources

° IT and ZCC vertical heads / Official who are instrumental in implementation

Document Confidentiality
This document is confidential and intended only for the internal use of LASA SUPERGENERICS

LTD. The primary recipients as identified in the previous section can circulate this document to
responsible department heads of LASA SUPERGENERICS LTD. within their jurisdiction.

It is the responsibility of the recipient to ensure that the document is not reproduced or circulated
to external entities without prior approval of the document owner or the primary recipients of this
document.

INFORMATION SECURITY POLICIES — INFORMATION SYSTEMS SECURITY POLICY

Policy Framework
Introduction

Policies are high-level statements that provide guidance to employees. Policies are also
generalized requirements that must be documented and communicated to specifically identified
groups within and external to the organization. Policies are management instructions indicating
a course of action, a guiding principle, or an appropriate procedure, which is expedient, prudent
or advantageous to the organization.

LASA SUPERGENERI CS LTD. 6 s psadodfthrgetidrst a me wo r k
Tier 1: This encompasses the Policy Statements
Tier 2: Standards and Process Workflows

- Tier 3: Guidelines, Measurement Metrics, Forms and Templates

LASA SUPERGENERICS LTD. Electronic Security Systems Limited (herein referred to as LASA
SUPERGENERICS LTD.) provides Enterprise and Residential managed security services with
three levels of security i Security Hardware, Remote Monitoring, Remote Response i all built
into a holistic End-to-End Security Solutions with a 24 x 7 Command Centre. Information
captured, created, modified, or acquired, from field devices this processing activity takes place in
real time and hence requires a resilient Information Technology and related technologies setup
which would ensure an uninterrupted service to the end customers of LASA SUPERGENERICS
LTD. LASA SUPERGENERICS LTD. is committed to protecting its customers and the interest of
its stakeholders. As part of this commitment LASA SUPERGENERICS LTD. would proactively
assess all kinds of threats to its business which could have the potential to disrupt its operations.
For all threats identified LASA SUPERGENERICS LTD. would mitigate the impact of such
threats by timely and appropriate response through implementation of a resilient operation.

The Information systems of LASA SUPERGENERICS LTD. contain data / information pertaining

to LASA SUPERGENERI CS LTD. 6s customer s and
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fundamental for its daily operations and to render effective service to its customers, other
organizations and regulatory bodies. It is therefore essential that the confidentiality, integrity and
availability of t he i nformation stored and pro
information technology systems are protected by the implementation of proper security controls

at all levels.

The need for such protection arises because information systems are potentially vulnerable to

two main categories of unwanted events or threats. These are accidental threats (human error /

equipment failure/ natural hazards) and deliberate or malicious threats (fraud / sabotage /

vandalism / theft). There is also a threat of legal action if the information systems are misused,

which LASA SUPERGENERICS LTD. and its employees should be aware of. LASA
SUPERGENERI CS L Tafion GSgstenis nahdo Security Policy are aimed at the
enhancement of its ability to transmit, collect, store and process information electronically and to

assur e t he confidentiality, integrity and avali
information systems at all times.

Policy Objectives
The main objectives of the policies are to ensure that:

1 Information / Information systems are available to authorized users only as per the
business needs and information systems are used in an effective and efficient manner
adhering to LASA SUPERGENERI CS LTD. 06s corpor a

1 Information assets including data, computer systems, intellectual property and IT
equipment are adequately protected from damage, loss, inappropriate alteration and
unauthorized use or access.

1 Complying of all regulatory and statutory requirements pertaining to information
technology and collecting, processing, transmission, storage and disclosure of data.

9 Creation of awareness on information security within LASA SUPERGENERICS LTD. as
a part of the daily operations and to ensure that all employees understand their
responsibilities for maintaining Information Security.

9 Creation of detailed information security standards and procedures and ensuring
compliance against such standards and procedures.

1 To provide guidance and direction to LASA SUPERGENERICS LTD. and its employees
for the protection of LASA SUPERGENERICS LTD.
accidental / deliberate damage or destruction.

The specific objectives &8tcuhetfl| PRPObbrmgbdi aneSyst.
Confidentiality: To Brevent unauthorized disclosure or information stored or processed
on LASA SUPERGENERI CS LTD. 6s I nformation Syst

Integrity: To prevent the accidental or unauthorized deliberate alteration or deletion of
information

Availability: To ensure that the information is available to authorize persons as and
when required.

Scope

Information Security policies are applicable to all departments & locations of LASA
SUPERGENERICS LTD., including all information systems, business processes supported by IT
and all employees.

However, different departments may implement only those policies applicable to them, and may
draw additional policies which are specifically applicable to them and get them approved by
LASA SUPERGENERICS LTD. board. Deviation document should be prepared by departments
stating the deviation of subsidiaries policies against the applicable LASA SUPERGENERICS
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LTD. 6s policies and this deviation document sholt
LTD. board.

Responsibilities

Al l empl oyees and external persons (contractor s
vendors etc.) who needs access to LASA SUPERGENE
responsible for ensuring that Information Systems Security Policies are adhered to and they

operate system in such a manner as to ensure its security.

The delegated authority to allow / approve / add to the list of authorized users will be the
Manager i IT & Networks, who can further delegate the power to others depending on the
requirement.

1 The Board of LASA SUPERGENERICS LTD. is responsible for approving the policies
and any modification to the policies after its enactment.

1 CISO in conjunction with 1SO is responsible for ensuring that policies are current,
reflecting the requirements of LASA SUPERGENERICS LTD. and for ensuring
development of underlying standards, procedures and roles for managing security.

1 Management at all levels is responsible for ensuring that staff are aware of, and adhere
to, this policy and standards there under. Information Systems Security may involve
other Departmental heads for their participation in training, updating the policy or
implementation.

1 1SO is responsible for disseminating the policies and ensuring the compliance of the
policies.

1 Internal Audit Department is responsible for auditing the level of compliance with the
policies.

Standards

The policies are supported by standards, which detail the technology specific requirements and
implementation process for complying with the policies. In other words, the policies would be
applied in accordance with the Standards & Process Workflows.

Compliance

All employees, including outsourced staff shall comply with the security policies. Any failure to
abide by the policies may be considered as a dereliction of the duties.

Exceptions

Approval for exceptions or any deviations from the policies, wherever warranted, will be given by
the ISO and approved by the Head i IT & Networks.

Review

The policy will be reviewed annually. The implementation of the Information Systems Security
Policy (ISSP) should be reviewed to provide assurance that the practices properly reflect the
policy and its effectiveness. The internal auditor /an independent officer/ or an external agency
may carry out such review on a regular basis as and when required. Any changes/ modifications
/ amendments in the policies will be approved by Information Systems Security Committee
(ISSC) and will be submitted to the Board for ratification during annual review.
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Classification of Policy
Policies are classified into two classes:

Lasa Supergenerics Ltd

Policy No.

Policy Name

Information Security Governance

Logical & Data Access Control policy

Password Policy

Email Policy

Asset Classification, Handling & Labeling Management

Physical & Environmental Security Policy

Personnel Security Policy

Antivirus Policy

O O N|] o] Ol | W N

Incident Management Policy

10 Asset / Media Disposal Policy

11 Network & Internet Security Policy

12 Backup Policy

13 Security controls in Third party & Outsourcing services
14 Change Management Policy

15 Database Security Policy

16 Operating System Security Policy

17 Patch Management Policy

18 Monitoring Policy

19 Application Security

20 Business Continuity Management Policy
21 Acceptable Usage Policy

22 Risk Assessment Policy

Policy Statements

[l

Information Security Governance
LASA SUPERGENERICS LTD. should ensure implementation of a robust security

organizational structure to oversee the organization wide information systems security.

Logical & Data Access Control Policy

Access rights to systems should be given on the principle of least privilege. Access
control is used to specify what persons or processes have access to a specific system
resource, and the type of access that is permitted. Access control protects business

and mission critical systems from unauthorized access, fraud, or abuse.
Password Policy

Access to sensitive

information at LASA SUPERGENERICS LTD. should be
authenticated with a password or an access code and these must be protected at all

times during their lifecycle including generation, delivery, storage, and usage.

Email Security Policy
LASA SUPERGENERI CS LTD. 6s

appropriately in order to provide high availability, optimum performance and protection
against various sources of threats such as malicious codes, unauthorized access,

phishing, and spam.
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Asset Classification, Handling & Labeling Management
LASA SUPERGENERICS LTD. has the responsibility in protecting the data from
unauthorized access, generation, modification, disclosure, transmission or destruction.
In order to ensure the security, reliability, integrity, and availability of information
appropriate asset handling scheme for labels shall be adopted by the management with
marking guidelines for information in hardcopy or electronic form.

Physical & Environmental Security Policy
Al | sites, which house LASA SUPERGENERI CS
resistance to unauthorized physical access and protection against environmental
threats.

All physical access and movement of IT assets shall be monitored and reviewed.

Personnel Security Policy
People are the key assets in creating, storing, maintaining, distributing, processing,
protecting or could be a liability and cause of destruction of the information assets.

Adherence to the Personnel Security policy ensures protection of information assets.

Anti Virus Policy
All servers, desktops, laptops and network access points of LASA SUPERGENERICS
LTD. must be protected against malicious code using enterprise level Anti Virus
solutions. The solution suite must ensure early detection, efficient containment and
eradication of malicious code.

Incident Management Policy
All security breaches or attempts to breach and all discovered security weaknesses in
information systems must be reported. Incident management process must ensure that
all reported security breaches or weaknesses are responded to promptly and action
taken to stop reoccurrence.

IT Asset / Media Disposal Policy
LASA SUPERGENERICS LTD. owned computer and digital storage media shall have
all data and licensed software reliably erased from the device, and or the, media shall
be destroyed prior to its movement out of LASA SUPERGENERICS LTD. control, using
best practices for the type of media.

Network & Internet Security Policy

LASA SUPERGENERICS LTD. network infrastructure should be adequately designed,
managed and controlled in order to ensure the protection of the information in the
network and of the supporting infrastructure. All connections to external networks
including Internet, outsourced vendors and partners will be authorized and provided in
asecure manner . Al l remote access to the
must be authenticated and provided based on business requirements. Network should
be designed and maintained for high availability and to meet the requirements of the
users.

Backup Policy
Owners of information systems should ensure that adequate backup is in place to
ensure that the data is not lost and can be recovered in the event of an equipment
failure, destruction of data, or disaster.

Security Controls in Third Party & Outsourcing Services
LASA SUPERGENERICS LTD. should ensure that access to processing facilities, and
Intellectual Property Rights, are protected from third party service providers,
outsourced entities and contractors by taking adequate measures.

Change Management Policy
Changes to IT assets including applications, servers, network devices, changes to
application code and physical infrastructure should be performed in a controlled
manner to ensure that the risks associated with such changes are managed to an
acceptable level. Critical changes should be tested in non-production environment
before deployment and ineffective changes should be rolled back.
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0 Database Security Policy
The database systems should be implemented and configured as per the security best
practices. Confidentiality, Integrity and availability of databases must be maintained at
all times. User access to database will be provided after authorization and
authentication, based on job requirement.

O Operating System Security Policy
All operating system shall be installed and configured to ensure confidentiality, integrity
and availability of the systems at all times. User access to the system shall be provided
after appropriate authorization. Operating system should be kept current with the
security patches released by the vendor.

0 Patch Management Policy
LASA SUPERGENERICS LTD. 6s I T assets shall be
vulnerabilities in operating systems and application software through an effective Patch
Management program.

[ Monitoring Policy
Alaccess to critical applications and LASA SLU
be monitored for suspicious activities or security breaches and adequate response
mechanism should be setup for controlling security breaches.

0 Application Security Policy
Applications deployed in LASA SUPERGENERICS LTD. should have controls for
secure input, processing, storage and output of data. Applications must be tested for
security and performance before deployment and should be managed for high
availability. Access to application should be restricted to authorized persons and
access be provided on the principle of least privilege.

0 Business Continuity Management Policy

LASA SUPERGENERICS LTD. is committed to proactively manage business continuity
measures to ensure that its payment processing units operates to an acceptable level/
recovery objectives in the event of any disruption. LASA SUPERGENERICS LTD.
business continuity measures would provide for appropriate safeguards to minimize the
risk, cost, and duration of disruption to business processes caused by disasters.
Effective Business Continuity planning and recovery processes enable the resumption
of critical business activities after disruptions affecting people, facilities, technical
infrastructure, information assets and operations, or a combination of these. Business
continuity measures should be tested rigorously to eliminate all possible issues that
could adversely impact the recovery process in the event of an actual disaster.

21. Acceptable Usage Policy
Information assets of LASA SUPERGENERICS LTD. are provided for business
purpose. Users should adhere to safe usage practices that do not hamper business
objectives, bring disrepute to LASA SUPERGENERICS LTD. or attract legal liability.

22. Risk Assessment Policy
LASA SUPERGENERICS LTD. should identify, analyse and mitigate risks which affect
confidentiality, integrity and availability of information system assets on an on-going
basis. Risks should be prioritized for mitigation using a defined risk assessment
methodology. Adequate controls should be implemented to minimize and contain the
consequences of incidents arising from the realization of risks.
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INFORMATION SECURITY POLICIES — EMAIL POLICY

1.1 Introduction

Enterprise email system is an important communication service provided to the LASA
SUPERGENERICS LTD. SUPERGENERICS LTD. users for carrying out day to day business
related tasks. Email Systems that are not protected from internal and external threats such as
SPAM, virus due to inadequate protection, can lead to system outage and performance issues
and could bring down the entire email system. In addition, improper use of email by users can
lead to unauthorized information disclosure and could bring the LASA SUPERGENERICS LTD.
SUPERGENERICS LTD. to disrepute.

The purpose of this policy is to establish appropriate security controls to protect the email
system of the LASA SUPERGENERICS LTD. SUPERGENERICS LTD.

1.2 Policy Statement

LASA SUPERGENERICS LTD. SUPERGENERICS LTD. enterprise email system should be
managed appropriately in order to provide high availability, optimum performance and protection
against various sources of threats such as malicious codes, unauthorized access and spam.

1.3 Scope
This policy applies to:

[1 LASA SUPERGENERICS LTD. SUPERGENERICS LTD. email infrastructure
constituting servers that host the email application; desktops and mobile devices that
have access to the email application.

[1 Any other system that interfaces with the email architecture.

[1 Operating system and application that provide the foundation for the email system.

[1 Personnel under IT Department responsible for administering and maintaining the email
infrastructure.

1.4 Responsibilities

Roles Responsibilities

Users and Administrators 1 Are responsible to use the mailing
facility provided in appropriate
manner in line with the requirements
of the policy

System Administrator [1  Are responsible for implementing and
maintaining the email server in a
secure manner.

Information Security Officer [l Ensure that users comply with
policies.

[1 Ensure that technical controls are
implemented

1.5 Standards
1.5.1 Email Accounts

1.5.1.1  All email accounts for employees and other authorized personnel should be
created only after authorized from HR department & approved from Head- IT.
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[ For internal employees, email administrator should create an email id for the
user only after the User Access form detailing users access on systems is
approved by Head IT.

[0 Forthirdpartyper sonnel 6s, emai l admini strator
only after requisite approval is given by the Head i IT & Respective
department head.

1.5.1.2  Access to email accounts should be revoked immediately on termination of an
employee/consultants service  to LASA SUPERGENERICS LTD.
SUPERGENERICS LTD. after authorization from HR and approval from Head IT.

[1  Termination of email ids could be due to various reasons including user
leaving the organization, consultant completing the assignment or
application being phased out. The respective department heads/ HR
department are responsible for informing the email administrators for
terminating the email accounts.

[1  Email accounts of terminated employees can be kept enabled for a period
not more than 30 days only after explicit approval from the respective
department headl

1.5.1.3 Only authenticated users should have access to their email accounts.

1.5.1.4  Email account should be created based on appropriate naming standard.

[0 Different naming standard should be used for internal employees and third
party personnel 6s

[0 For Internal Employees: <First Name>DOT<Last Name>@LASA
SUPERGENERICS LTD. SUPERGENERICS LTD.com

[1 For Third Party Personnel: <First Name>DOT<Last
Name>_<company>@LASA SUPERGENERICS LTD. SUPERGENERICS
LTD.com

1.5.1.5  Appropriate restrictions should be configured for attachment and mail box size.
[1 Size of individual mail box should be restricted to 1GB.

[1 Size of the attachment should be restricted to 4MB for internal employee and
4MB for external email.

[0 Mail box storage size and Attachment limit for special users can be increased
if there is a business requirement for the same. Email administrators should
increase the mail box and attachment size only after explicit approval from
respective business head and Head 7 IT & Networks.

15.1.6 Disclaimer should be used at the end of the mails

[1 Following disclaimer should be used:

AThis email and any files transmitted with
the use of the individual or entity to whom they are addressed. Any views or opinions
presented in this email are solely those of the author and do not necessarily
represent those of the company. The recipient should check this email and any
attachments for the presence of viruses. Lasa Supergenerics Ltd. accepts no liability
for any damage caused by any virus transmitted by this email. Our company accepts
no liability for the content of this email, or for the consequences of any actions taken
on the basis of the information provided, unless that information is subsequently
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confirmed in writing. If you have received this email in error or by mistake and if you
are not the named addressee, please notify the sender immediately by e-mail, further
you should not disseminate, distribute or copy this e-mail and delete immediately
from your system. If you are

not the intended recipient you are notified that disclosing, copying, distributing or
taking any action in reliance on the contents of this information is strictly prohibited.
Lasa Supergenerics Ltd. is registered with Government Authorities in the Financial
Capital Territory of Mumbai, India and has its Corporate Office at, B/207, Citi Point, J
B Nagar , Andheri (E) , Mumbaii 400 059. . Maharashtrao.

1.5.2 Server Security

1.5.2.1  The operating system of the email server and the email application should be
secured as per the secure configuration Document.

[1 Information Security team should update email administrator about the latest
security updates.

1.5.2.2 Email servers accessible from the Internet should be protected by a Firewall

[1 The firewall should be configured to ensure that only required ports are
opened toffrom Internet. The ports that need to be allowed should include
Secure SMTP/RPC over HTTPS ports for email transfer and Secure HTTP for
web-mail access.

1.5.2.3 Email servers (SMTP Relay servers & User web-mail server) used for communicating
with Internet should be separated from the email server storing user mailboxes.

1.5.2.4  Email server storing the mails should be encrypted to provide confidentiality
1.5.2.5 Email server should have adequate protection against SPAM and malicious code.

[1 Gateway antivirus should be installed on the email server such that all
incoming and outgoing mails are scanned for viruses. Adequate steps should
be taken to protect the users from SPAM mail. Anti-SPAM software should
have the capability to reject mails sent from known open relay servers.

[1 If a virus is found in an incoming SMTP mail then the following actions should
be taken:

Infected attachment should be deleted

A notification should be sent to the recipient informing that a virus
was detected in the attachment along with the rest of the mail.

1.5.2.6  Email Server should not be configured for open mail relay
1.5.3 Server Monitoring

1.5.3.1 The system performance of email servers should be monitored regularly
The parameters that should be monitored are:

 CPU Utilization

1 Memory Utilization
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1 Hard Disk free space

The logs of the email application should be monitored periodically to ensure proper
functioning and policy compliance.

1 The logs should be analysed for the following:

0 Unauthorized access
o Configuration changes

o0 Abnormalities in mail routing events

i Failed logins

91 Denial of service attempts

1.5.3.3

LASA SUPERGENERICS LTD. SUPERGENERICS LTD. has the authority to
intercept or disclose, or assist in intercepting or disclosing, Email communications.

1.5.4 Web- Mail Access

1541

1.54.2
1543

1.5.4.4

1.5.4.5
1.5.4.6

1.54.7

155
1551

1552

1.5.5.3

1554

1.5.5.5

Employee should try not to access web-mail from unsecured location like cyber
cafes.

Web-mail access should be through HTTPS.

Employee accessing web-mail from cyber cafe should log in and log out securely to
prevent leakage of confidential information.

System from which web-mail is accessed might be virus infected, employee should
take care while uploading file it might be virus infected.

Employee should log out from the web-mail session after the required use.

Empl oyee should not click on firemember
store password.

Employee should clear the browser history so that no trail regarding the use of web-
mail is left in the system.

Information Protection

Unencrypted Primary account numbers (PANS) must not be sent via any end-user
messaging technology.

LASA SUPERGENERICS LTD. SUPERGENERICS LTD. customer information

should never be sent by email to recipients outside LASA SUPERGENERICS LTD.
SUPERGENERICS LTD. unless authorized by department head.

LASA SUPERGENERICS LTD. SUPERGENERICS LTD. sensitive and confidential
information (including customer data) must be sent to only internal employees with
justified business needs.

All emails containing confidential & restricted data should be encrypted and digitally
signed.

All email messages created using LASA SUPERGENERICS LTD. systems are

records and must be managed and secured. Therefore, email messages (received as
well as sent) Should not be treated any differently than other business documents
which exist in paper format.

1.5.6 Distribution Groups

1.5.6.1

1.5.6.2

1.5.6.3

The distribution groups must be created based on business groups or departments or
common functions wherein unambiguous membership can be identified.

A member within the distribution group must be designated as the owner of the
distribution list.

The owner must have administrative privileges to add or delete members into the list.
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1.5.6.4  Authorization and approval must be obtained from the ISO to create a distribution
group.

1.5.6.5 Information Security Team must maintain a list of the distribution groups including the
membership.

1.5.6.6  The distribution group must only accept submissions from a restricted or limited
number of personnel.

1.5.6.7 No mail box will be created for the distribution list.

1.5.6.8  Any staff member of LASA SUPERGENERICS LTD. SUPERGENERICS LTD. is
entitled to become a list owner, so long as the following conditions are met.

A The purpose of the list must pertain to LASA SUPERGENERICS LTD.
business.

A The membership of the distribution group must be listed.

A Lists are not open to non-LASA SUPERGENERICS LTD. entities unless
approved by ISO.

A The list must at no time be used to participate in or promote activities that
are illegal or violate the LASA SUPERGENERICS LTD. code of conduct.

1.5.7 Backup & Redundancy

1.5.7.1 Backup of the email server should be taken regularly.
1 The following components should be backed up regularly:

Operating system files (System state backup)
Email application files

Configuration settings

1 Mailbox files

1.5.7.2  Test recovery of backup should be done on a periodic basis.
1 Recovery needs to be tested by restoring backup files on the standby system

1 There should be redundancy for critical email servers. Standby server should be
available for critical user mailbox servers

1.5.7.3  PST files should be password protected and backed-up on a regular basis.

1.5.7.4  For employees who have resigned or have been terminated, the mails will be
retained for a period of six months and then deleted completely.

1.5.8 Change Management

1.5.8.1  Any critical changes regarding the Email application shall follow change management
process. This will include the following changes

A OS/Application Upgrade
A Email Server Configuration settings

A Addition/Removal of a new Email Component

1.5.8.2  System Administrators shall be responsible for implementing changes to the Email
server.
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1.5.9 1.5.9 Documentation
1.5.9.1  Standard operating procedures for email management should be available.

[1 Documents for the following should be maintained and updated by the email
administrator for the email setup:

Email server and client installation and Server Monitoring procedure
Mailbox management

Backup and Recovery procedure
1.6 Enforcement
Compliance with the security policies will be a matter for periodic review by the ISO/ Information
Security Team. Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES — DATABASE SECURITY POLICY
1.1 Introduction

Databases hold critical business information which needs to be protected at all times. The
purpose and objective of this policy is to ensure that LASA SUPERGENERICS LTD. defines,
develops and implements adequate controls to ensure that the database security meets the
requirements as put forth in the policy.

1.2 Policy Statement

The database systems should be implemented and configured as per the security best
practices. Confidentiality, Integrity and availability of databases must be maintained at all
times. User access to database will be provided after authorization and authentication, based
on job requirement.

1.3 Scope

This policy applies to all databases and database administration personnel at LASA
SUPERGENERICS LTD.

1.4 Responsibilities

Roles Responsibilities
ISO/Information Security team [l Responsible for Implementing and
Monitoring  compliance with this
policy
Database Administrator [l Responsible for Implementation of
the Security controls in each database
instance as defined in this policy

1.5 Standards
1.5.1 File System Security

1.5.1.1 Database systems store all information including configuration settings and data in
operating system files.

A These files are protected by OS level permissions

A The database administrator / system administrator should ensure that the
appropriate access permissions on these files are incorporated in the
secure configuration document

A Database administrators should ensure that these files are secured as
per the secure configuration document for databases.
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1.5.2 User Authentication

1521

1522

All database users should be authenticated before providing access.

[1  Access should be provided only after providing user-id and password.

[1  There should be no account with default password or with no password

All database users should have a unique user-id. Theuser-i d s shoul d

[1  For example if two users require backup privileges on the database, two
separate accounts with backup privileges should be created instead of
having both users sharing one account

[1 Database should be protected against SQL-Injection attacks. Validation
should be done both at the server and the client

1.5.3 New User Provisioning

1531

1.5.3.2

1.5.3.3

1.5.3.4

1.5.35

1.5.3.6

User accounts should be created in the database for application access, database
backup and database maintenance/optimization activities only.

New user accounts in the database should be created only after approval from the
business / application owner.

New user creation and granting of user privilege should be as per user access
provisioning process.

Following should be considered while creation of accounts:

[1 If the database application does not provide the facility for separation of user
creation and privilege allocation tasks, application owner should implement
alternative technical controls to achieve the separation of duties in new user
provisioning. (E.g. logged to a separate server and scrutinized by person other

than the creator of account)

[ If a user requires additional privileges after creation of account, the application
owner should approve the request for additional privileges and the database

administrator should allocate the privileges.

User rights should be allocated based on the principle of least privilege. User rights

should be based on a need to have and need to do basis.

Separate user IDs can be allocated to the same user for performing privileged and

normal (non-privileged) activities.

[1  For example if the database administrator does tasks like verifying user rights
which does not require administrative privileges, he can have a separate
account which has only limited access. This will limit the risk of accidental errors

by database administrators and also help in auditing purposes.

[1  Incompatible privileges (request and approval roles) should not be assigned to a

single user ID.
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1.5.4 Account Policy

1.5.41 The database administrator responsible for database administration should modify
the default user profile to enforce the following account policy settings.

[1  The database should enforce minimum password length of 8 characters.

[1  Password history should be maintained. The last 5 passwords should not be
usable.

[0 Account lockout feature should be enabled.

The database should lock the user account after 5 failed login attempts.

Only the database administrator should have privileges to unlock the
account.

1 Password expiry should be set to 30 days.

Database administrator should be responsible for ensuring that password is
changed periodically for the account used by application to access the
database.

[1  Application should provide a mechanism to change this password.

[1 Password should not be part of the application source code (i.e. not hard coded
into the application).

1.5.4.2  All vendor supplied default user IDs should be disabled or removed. User accounts
that are part of the default installation of the database but are not required for normal
operations should be deleted.

o

h I not give any indication

1.5.4.3 User | Ds s d of
|l i ke Osupead/mismoé 6et o6 dsaltcablads ebe avoi dec

user-i d s

1.5.5 Database Integrity

1551 Integrity of the data in concurrent user mode should be designed for in the database
through record locking or two-phase locking/ commit features.

1.5.6 Logging
1.5.6.1 Logging should be enabled for tracking system misuse. Audit enables database

administrators/monitoring team to monitor critical events and it is an early warning for
detecting malicious access attempts. Logs provide an audit trail and play an
important role in tracking malicious users in the event of a fraud. The database
should be able to log all security related events including the following:

1 User account management

[1  User Privilege changes

[1  User login/logout time

[1 Changes in database configuration

125



LASA

Lasa Supergenerics Ltd

[1  Authentication failures

1.5.6.2  Application owner should determine the retention period for database log files.
Application owner should ensure that retention periods are compliant with the LASA
SUPERGENERI CS LTD. 6s policy for record

1.5.6.3  Application owners need to ensure that appropriate logging methods, which captures
user id with time stamps, are enabled within the database to provide essential
information regarding security related events.

1.5.7 Application of Patches

1.5.7.1 Database administrator responsible for database administration should ensure that
the database application is updated with latest security patches and hot fixes.

[1 The database administrator/Information Security Team is responsible for
tracking newly released patches

1.5.8 Change Management
1.5.8.1  All changes to the database should be done as per the Change Management Policy.

1.5.9 Naming Convention

1.5.9.1 Database administrator should ensure that naming conventions are used for
database systems for easy identification.

1.5.10 Documentation

1.5.10.1 All security settings of database application software should be documented in the
respective Secure Configuration Document. The Information Security Team is
responsible for creating and maintaining the Secure Configuration Department for all
database systems deployed in LASA SUPERGENERICS LTD.

DIRECTION FOR MONITORING: -

Procedure of safeguarding for monitoring and collecting traffic data or information rules:

a. Forecasting of imminent cyber incidents.

b. Monitoring network applications with traffic data or information on computer
resource

Identification and determination of virus or computer contaminant.

Tracking cyber security breaches or cyber security incidents.

Tracking computer resource breaching cyber security or spreading virus.
Identifying or tracking of any person who has breached the security.

Internal audit of information security practices in computer resource.

Assessing storage information for enforcement of any provisions.

S@moao

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the ISO/ Information
Security Team. Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES — CHANGE MANAGEMENT POLICY
1.1 Introduction

Unauthorized changes and unstructured implementation of information assets can lead to
system downtime and cause denial of service to users who need access to the system. Major or
minor changes to any information asset should be carried out such that proper analysis is done,
approvals are taken prior to implementation and the entire process is documented and
maintained post implementation.

The purpose of this policy is to establish an effective process to manage changes to all
information assets of LASA SUPERGENERICS LTD.

1.2 Policy Statement

Changes to IT assets including applications, servers, network devices, changes to application
code and physical infrastructure should be performed in a controlled manner to ensure that the
risks associated with such changes are managed to an acceptable level. Critical changes
should be tested in non-production environment before deployment and ineffective changes
should be rolled back.

1.3 Scope
This policy is applicable to the following:
(1 All critical IT assets.

Personnel covered by this document include:

[1 Al IT personnel administering and maintaining the IT infrastructure.
[1 All personnel responsible for approving and tracking changes.

[1 All business or application owners responsible for the smooth functioning of the
assigned IT assets.

[1 Al IT personnel responsible for carrying out the approved changes.

1.4 Responsibilities

Roles Responsibilities

CMC(Change Management Committee) [0 Is responsible for conducting the
security impact analysis of the

(Responsible for Only Business related Requested change.

changes) [1 Is responsible for approving the
changes based on the security impact

/Head IT Department(Responsible for Analysis.

Internal IT changes) [1 Is responsible for approving the

implementation plan.

[0 Is responsible for approving the
implementation of the change on
production systems after successful
testing.

[1 Is responsible for analysing deviations
from the original plan.
[l Is responsible for verifying only
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authorized changes are applied.
Is responsible for evaluating the
effectiveness of the change.
Is responsible for the review of all

changes on a monthly
basis.

Is responsible to ensure that the
process is implemented across the
department

Implementation Team

Is responsible to develop and
implement plan

Is responsible to implement the
changes on the test and production
environments.

Is responsible to test the rollback plan
on the test environment

Is responsible for monitoring the
changes and verifying if the desired
results are being achieved.

Is responsible for making minor and
emergency changes.

Is responsible for providinga  post
implementation report on the
changes applied to the production
environments to the CMC.

Is responsible to take a backup of the

system to ensure that unsuccessful
changes can be rolled back.

Business/Application/ IT Managers

O

O

Is responsible  for informing
employees about the implementation
of the change.

Is responsible to verify that only
changes approved by the CMC are
applied on the systems.

Is responsible for maintaining records
of the changes applied to their
business systems for future reference
and audit purposes.

Is responsible for informing the CMC
about the emergency changes applied
to the environment
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1.5 Standards
1.5.1 Change Request for Business/ Operations/ Applications Requirements

1.5.1.1 A change management committee (CMC) should be formed for approving and
tracking critical changes. For critical applications which are deployed across the
LASA SUPERGENERICS LTD. change management committee (CMC) should
comprise of the application owner, business operations representative, technical
operations team leader, software development team leader and representative of
Information Security Team . For smaller change application owner can approve
the request.

1.5.1.2 When a user requires a critical change to be made, a formal change request
should be routed through the immediate head / Department head and formally
submitted to the CMC.

1 The Change Management Form should be used to record all activities for
the change management process. The user requesting the changes
should fill up the form and get it approved by the Department Head.

1 The change request should contain the following detail:
Description of change: The details regarding the changes
including configuration changes, installation of additional
components and system restart requirements.

Change objective or reason for change: There should be a
clear justification for the change. This could include new
business

1 requirements, product feature enhancements and problem
rectification.

1 Users affected during/post the change: List of the users and
department who will be affected because of the change.

1 Alternate Solution, if any, should be provided. If there are alternate
solutions which could achieve the same benefits, these should be
documented

1.5.1.3 CMC should perform the Feasibility analysis of the change and record it in the
Change Management Form

1 Feasibility analysis should be carried out based on the following parameters:

Need for change: The objective of the change should be evaluated to
check if it is in accordance with the business requirements.

Impact of change: The impact of the change on the overall network and
systems should be identified. The CMC should ensure that the required
controls are available for controlling any adverse impact on the system; if
not, the time needed to implement new controls should be planned.

Priority of change: The criticality of the changes should be evaluated.
The priority will determine if the change needs to be done immediately
or can be implemented at a later time.
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Change Request for IT Internal Changes

Change request for internal IT changes should go to the particular IT head.

When a user requires a critical change to be made, a formal change request should
be made to the IT Head

The Change Management Form should be used to record all activities for the change
management process.

The change request should contain the following detail:

Description of change: The details regarding the changes including configuration
changes, installation of additional components and system restart requirements.
Change objective or reason for change: There should be a clear justification for
the change. This could include new business requirements, product feature
enhancements and problem rectification.

users affected during/post the change: List of the users and department who

will be affected because of the change.

Alternate Solution, if any, should be provided. If there are alternate solutions which
could achieve the same benefits, these should be documented

IT Head or person assigned by him should perform the Feasibility analysis of the
change and record it in the Change Management Form.

[1  Feasibility analysis should be carried out based on the following parameters:

Need for change: The objective of the change should be evaluated to
check if it is in accordance with the business requirements.

Impact of change: The impact of the change on the overall network and
systems should be identified. The Department Head should ensure that
the required controls are available for controlling any adverse impact on
the system; if not, the time needed to implement new controls should be
planned.

Priority of change: The criticality of the changes should be evaluated.
The priority will determine if the change needs to be done immediately
or can be implemented at a later time.

Head IT department or an official designated by him should approve
the request on the basis of the feasibility study.

Change Impact Analysis

The request for change should be approved by the CMC/Head IT department (in
case of internal IT changes) based on the business requirement, process
improvement or to enhance the security of the environment. The approval should be
recorded in the Change Management Form.

Once the change has been approved, an implementation team consisting of the
administrators, developers, operational personnel and third party vendors (if any),

should prepare a detailed implementation plan consisting of the following details.

Time and resource requirements: The time and resource (in terms of people or
additional software/hardware) requirements for implementing the change should be
identified and documented.

Pre-requisites: If there are pre-requisites including completion of day end activities or
taking a full backup that need to be completed, before the change can be done, these
should be documented.

Downtime requirements: If the change involves system downtime, then it should be
scheduled during non-business hours. Arrangements should be made for availability of
the system personnel and specific users required to implement and verify the change.
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1 Implementation Steps: The steps that need to be executed to implement the change and
the personnel responsible for executing the steps should be documented in detail.

9 Test Plan: The procedure for testing the change should be documented. The team
responsible for implementing the change should consult with the end users while
creating the test plan.

1 Roll Back Plan: There should be a documented roll back plan for restoring the
system to the original state. The time and the resources required to implement the
roll back should also be documented.

1.5.3.3  The Business/Application owner should inform the user and the implementation team
about the change to be implemented

1 A mail should be sent to all the users and the implementation team briefing them about
the changes to be applied and the downtime requirements.

1.5.4 Change Testing

1.5.4.1  The team responsible for implementation should make the change on a test system
as per the implementation plan and confirm functionality of the system to the CMC /
Head IT department (in case of internal IT changes).

1 Any deviations from the implementation plan should be recorded and approved by the
CMC / Head IT department (in case of internal IT changes)

1.5.4.2 The team responsible for implementation should test the roll back plan on a staging
system as documented.

1.5.4.3 Once the tests are confirmed, the CMC / Head IT department (in case of internal IT
changes) should approve the implementation of the change on the production
systems.

1.5.5 Change Implementation

1.5.5.1 The team responsible for implementation should perform the changes on the
production system in accordance with the implementation plan. Care should be taken
when assigning the responsibility, team which has approved the change should not
be the part of change implementation.

1.5.5.2  The team responsible for implementation should submit a post implementation report
containing details of actual steps done during implementation. This should include all
details pertaining to the following:

[1 Time and resources
[  Implementation steps involved
[l Test plan results

[ Justification for deviation (if any) from the plan

1.5.5.3  The Business/Application owner should ensure that the changes authorized by the
CMC/ Head IT department (in case of internal IT changes) have been implemented.

1.5.5.4  The configuration document of the IT asset affected by the change should be
updated accordingly after the successful change implementation.

1.5.6 Change Monitoring and Verification

1.5.6.1  Once the change has been implemented, the change should be monitored for a few
days to ensure that the change has not affected the regular business operations.

1.5.6.2 The Change should be reviewed for effectiveness based on the following
parameters:
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[1 Changes achieving the desired objective: The CMC/ Head IT department (in
case of internal IT changes) should evaluate if the objectives defined in the
original change request have been met.

[1  Adherence to the implementation plan: The CMC/ Head IT department (in
case of internal IT changes) should evaluate if all the steps that were
proposed in the implementation plan have been followed and if the time and
effort estimates were appropriate.

1.5.7 Change Rollback

1571 If the change is not successful, then the change applied should be rolled back as per
the roll back plan documented.

[1  Approval should be taken from the CMC/ Head IT department (in case of
internal IT changes) before a change is rolled back.

1.5.7.2  After the implementation of the roll back plan, the system should be verified by the
Business/Application owners.

1.5.7.3  The Business/Application owners should maintain records of the changes and the roll
back activity.

1.5.8 Emergency Change

1.58.1 Emergency changes (e.g. system, breakdown, priority security patches etc.) should
be carried out only under exceptional circumstances. Such changes should be
carried out as necessary on receiving email approvals from the CMC /Head IT
department (in case of internal IT changes).

1.5.8.2 The emergency changes should be ratified as per the normal change management
process defined above.

1.5.8.3  The following steps should be taken to ensure integrity of the computer systems
during such situations:

[1  The emergency changes should be allowed only to resolve production
problems.

[1  Application and business owners should document the approved changes
and report them to the CMC / Head IT department (in case of internal IT
changes)

[1 The person responsible for implementing the change should submit a post
implementation report to the CMC/ Head IT department (in case of internal IT
changes). This should include all details of the change including the following:

Reason for change
Implementation steps involved.

Test plan results

[ All emergency changes should be reviewed by the CMC on the next working
day. If the changes do not meet the desired objective, the CMC/ Head IT
department (in case of internal IT changes) should inform the implementation
team to perform a roll back of the change.

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the ISO/ Information
Security Team. Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES — BUSINESS CONTINUITY MANAGEMENT POLICY
1.1 Introduction

LASA SUPERGENERICS LTD. Electronic Security Systems Limited (herein referred to as LASA
SUPERGENERICS LTD.) provides Enterprise and Residential managed security services with
three levels of security i Security Hardware, Remote Monitoring, Remote Response i all built
into a holistic End-to-End Security Solutions with a 24 x 7 Command Centre. Information
captured, created, modified, or acquired, from field devices this processing activity takes place in
real time and hence requires a resilient Information Technology and related technologies setup
which would ensure an uninterrupted service to the end customers of LASA SUPERGENERICS
LTD.. LASA SUPERGENERICS LTD. is committed to protecting its customers and the interest
of its stakeholders. As part of this commitment LASA SUPERGENERICS LTD. would proactively
assess all kinds of threats to its business which could have the potential to disrupt its operations.
For all threats identified LASA SUPERGENERICS LTD. would mitigate the impact of such
threats by timely and appropriate response through implementation of a resilient operation.

LASA SUPERGENERICS LTD. 6s operations need
unforeseen events such as earthquake, cyclone, fire, act of god and other natural and manmade
disasters. A disaster is defined as a sudden, unplanned calamitous event that creates an
inability on the part of LASA SUPERGENERICS LTD. to provide the critical business functions
for some undetermined period of time and which results in great damage or loss. Business
continuity planning is the key for ensuring uninterrupted operations.

1.2 Policy Statement

LASA SUPERGENERICS LTD. is committed to proactively manage business continuity
measures to ensure that its business and technical units operates to an acceptable level/
recovery objectives in the event of any disruption. LASA SUPERGENERICS LTD. business
continuity measures would provide for appropriate safeguards to minimize the risk, cost, and
duration of disruption to business processes caused by disasters. Effective Business Continuity
planning and recovery processes enable the resumption of critical business activities after
disruptions affecting people, facilities, technical infrastructure, information assets and
operations, or a combination of these. Business continuity measures should be tested rigorously
to eliminate all possible issues that could adversely impact the recovery process in the event of
an actual disaster.

1.3 Scope
This policy is applicable to the following:
1 All business units of LASA SUPERGENERICS LTD.

(1 All information systems critical to LASA SUPERGENERICS LTD. operations/services

O

All employees of LASA SUPERGENERICS LTD.

O

All critical functions outsourced to/managed by third party vendors

1.4 Responsibilities

Roles Responsibilities
Each Business Unit Head 1 ldentify the BCMS Coordinator Leader
BCM Team (1 Developing and implementing the

BCMS Framework

[1 Minimizing the impact of the incident
/ disaster event and recovering the
identified critical assets as per the
Business Continuity Plan
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O

Training the team members

Testing and keeping the BCMS up-to-
date

Reviewing BCMS on a periodic basis
Carrying out BIA and RA on a regular
basis

O

O O

O

Disaster Leadership Team Declaring a disaster (in consultation
with Senior Management) and

activating the BCM Response
Plan

1.5 Standards
1.5.1 Business Continuity Management System

1511 LASA SUPERGENERI CS LTD. 6s Business Contin
(BCMS) would establish, implement, operate, monitor, review, maintain and
improve the business continuity measures.

1512 LASA SUPERGENERICS LTD. BCMS framework would consist of the following:
[1 Determining BCM strategy

[1 Developing and implementing BCM response

[1  Exercising, Maintaining and Reviewing BCM strategy

1.5.2 Business Continuity Management Strategy

1521 BCM Strategy forms the basic building block for BCMS based on which LASA
SUPERGENERICS LTD. should choose appropriate continuity strategy that meets its
business objectives, obligations and statutory duties in a cost effective manner.

1.5.2.2 LASA SUPERGENERICS LTD. shall undertake an exhaustive Business Impact
Analysis (BIA) of its business functions. Objective of BIA is to determine LASA
SUPERGENERICS L TD. 6s mission critical business
technology infrastructure. BIA activity should result in:

[1 Identification of critical business activities for LASA SUPERGENERICS LTD.

1 Time lapse after which the identified business activity should be resumed
after an business disruption

1 Ramp-up details of people resources over a period of time to recover the
operations to 100% efficiency subsequent to an business disruption

[1  Objectively assess the impact to LASA SUPERGENERICS LTD. from the loss
of the identified critical business activities

[ Identify the minimum number of resources (technical and people) for
resuming the operations to minimum acceptable level

[1  Pointers for defining strategies for business resumption plan

1.5.3 Following key components should be made part of the BIA exercise:

1.5.3.1 A comprehensive inventory of the various payment processes business units and
other support units inclusive of associated information assets such as operating
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systems, databases, application systems, network components, people resources
etc. should be prepared.

Identify the impact to LASA SUPERGENERICS LTD. in the event of disruption to the
various processes identified in the inventory. When assessing the impact, LASA
SUPERGENERICS LTD. shall consider at the minimum the following factors:

[1  Threats to staff and customers

[1  Breaches of statutory and regulatory requirements

(1 Damage to reputation

[1 Damage to financial viability

[1 Deterioration to payment processing services or service quality

(1 Environmental damage

Defining Recovery Time Objectives (RTO) for the identified processes. The business
unit head should define the RTO for the business process. This will help in defining
appropriate architecture for the recovery of the information assets supporting that
business process

Defining Recovery Point Objectives (RPO) for the identified processes. The business
unit head should define the RPO for the business processes. This will help in
identifying the minimum required data to be backed up and made available for
continuing the business operations in the event of an disaster

Prioritizing the sequence of activities to be resumed for an particular business
processes subsequent to an disaster

Identify ramp-up details of people resources to continue operations during disaster,
subsequent to disaster till the business resumes at a minimum acceptable level.

In addition to people resources recovery requirements; following support
requirements would be considered as part of recovery requirements:

[1  Supporting equipments and supplies

[1  Work site and facilities required

[1 External services and suppliers

[1  Provision of electronic or paper records

Map business process functions to corresponding IT infrastructure

LASA SUPERGENERICS LTD. shall undertake risk assessment exercise to
understand how specific threats could disrupt its activities.

Objective of risk assessment exercise would be:
[ To identify threats and vulnerabilities specific to its critical activities

[ To identify measures that reduce likelihood of an disruptive event
[1  To identify measures that shorten the period of disruption

0 To identify measures that | imit the
critical services

Risk Assessment framework defined in LASA SUPERGENERICS LTD. Risk
Management policy should be followed to carry out the risk assessment activity

Based on the outcome of the BIA and Risk Assessment; LASA SUPERGENERICS
LTD. shall adopt suitable Business Continuity Management Strategy
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1.5.3.13 Following factors shall be considered while arriving at the BCM Strategy:
[1  The maximum tolerable period of disruption of the critical activity

[1  The costs of implementing a strategy or multiple strategies

[1  Consequences of inaction

1.5.3.14 LASA SUPERGENERICS LTD. BCM Strategy should take into consideration
following organizational resources:

1.5.3.15 People:
[1  LASA SUPERGENERICS LTD. BCM Strategy would ensure maintaining

adequate core skills and knowledge for business operations. Strategies to
protect or provide those skills might include:

Standard operating procedures for the business processes

Multi skill training of staff and contractors

Separation of core skills to reduce the concentration of risk

Use of third parties

Succession planning

Knowledge retention and management

1.5.3.16 Premises:
[1  LASA SUPERGENERICS LTD. should device BCM strategy for reducing the

impact of the unavailability of its critical work site (Data Centre, operational
staff location etc). This may include:

Alternative premises

Alternative premises provided by third party specialists

Working from home or at remote sites

Other agreed suitable premises

Use of an alternative workforce in an established site

1.5.3.17 Technology:

1 LASA SUPERGENERICS LTD. should device BCM strategy that may include:

Geographical spread of technology i.e. maintaining the same technology at
different locations that will not be affected by the same business disruption

Holding older equipment as emergency replacement

Having redundant configuration for critical IT infrastructure devices

9 IT Disaster Recovery Plan should be formulated that would consider the following
(not limited to):

RTO for systems and applications which support key activities identified in the
BIA
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a. Location and distance between technology sites
b. Number of technology sites

c. Remote access process

o

. Telecom connectivity and redundant routing

e. Nature of Failover (manual or automated)

—h

. Third party connectivity and external links

g. IT Infrastructure requirements at alternate sites

h. DR activation procedures
i. Roles and responsibilities of key
operations

1.5.3.18 Information:

0

LASA SUPERGENERICS LTD. BCM Strategy should document controls to
ensure that information vital for LASA SUPERGENERICS LTD. operations
are protected and recoverable according to the timeframes mentioned in the
BIA.

Controls should extend to information in electronic and print format

Based on the Recovery Point Objective (RPO) set in the BIA proper controls
to be implemented to ensure minimal information required during disaster
scenario is provided.

1.5.3.19 Supplies:

0

Where critical activities are dependent on specialist suppliers (business
process supporting third party vendors); LASA SUPERGENERICS LTD. BCM
Strategy should identify these key suppliers and develop strategies to maintain
continuity of these suppliers; following controls may be adopted:

Increasing number of suppliers

Encouraging or requiring suppliers to have a validated business continuity
capability

Contractual or service level agreement

Identification of alternative, capable suppliers

1.5.4 LASA SUPERGENERICS LTD. BCM Response process/Disaster Management

Framework

1541 LASA SUPERGENERICS LTD. shall identify and implement a BCM response
process that will enable in an effective response and recovery from disruptions.
LASA SUPERGENERICS LTD. BCM Response process shall ensure implementation

of controls that will enable LASA SUPERGENERICS LTD. to:
[1  Confirm the nature and extent of the disruption

[1 Take control of situation

[1  Contain the disruption
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1 Communicate with key stakeholders and customers

1.5.4.2 LASA SUPERGENERICS LTD. BCM response process would trigger the business
continuity response mechanism. LASA SUPERGENERICS LTD. BCM Response
structure would refer to as Disaster Management Framework.

1.5.4.3 Disaster management provides the interface between the identification of a disaster
event from the incident handling process and the implementation of a business
continuity response.

1544 Core components of LASA SUPERGENERICS LTD. 0:¢
Framework would be:

1 BCM Team: BCM Team to act as a facilitator for the individual business units
within LASA SUPERGENERICS LTD. to understand and adopt the BCMS
framework of LASA SUPERGENERICS LTD.

[1 BCM Coordinators: In order to embed BCM culture across LASA
SUPERGENERICS LTD., representatives should be identified from each
business unit with the additional responsibility of implementing the BCMS
requirements and interfacing with the BCM team.

[1 Disaster Leadership Team (DLT): DLT should consist of head of each business
units including the top management. DLT would be ably supported by the BCM
team led by the BCM manager. DLT would be the decision making authority
during the business recovery process. DLT would formulate Damage
Assessment Team in the event of an disruption to assess the damage caused
to LASA SUPERGENERICS LTD.

1.5.4.5 Disaster Leadership Team agenda to be formulated as part of the Disaster
Management Framework. DLT agenda would govern the discussion of the DLT
members in the event of an business disruption

1.5.5 Review of BCMS

1.55.1 It is the responsibility of the BCM Team to ensure that the BCMS is maintained to
reflect the changes in:

[0 The Business Processes
[1  The supporting Information Assets

[1  BC Team composition

1.5.6 Testing of the BCMS

1.5.6.1 The BCM Team should prepare a test plan. The BCMS Test Plan should specify the
following:

[1  The type of test 1 desktop testing, unit testing, parallel testing, full
interruption etc

[1  Frequency for such tests,
[1  The recovery time objective,

[ Training to the BCM coordinators

1.5.6.2 The BCMS Plan must be tested at regular intervals for its functionality. The results of
the BCMS tests must be documented and used for fine tuning and adjustments in
BCMS once the change has been implemented, the change should be monitored for
a few days to ensure that the change has not affected the regular business
operations.
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1.5.7 Maintaining Emergency Contact Numbers

1.5.7.1 A comprehensive list of phone numbers, addresses, and contact details of the
following entities should be maintained and made available to the BC Team
members.

[1  Agencies which would be of help during an emergency e.g. hospital, police,
fire brigade, local government authorities, etc

[1  Service providers like communication, internet, H/'W, S/W, and ISP etc.
[1 The BC team members themselves

[1  Top Management of the LASA SUPERGENERICS LTD.

1.5.8 Audit of BCMS

1.5.8.1 The BCMS and the test results should be reviewed by the Audit Team to ensure that
it meets the functional and other requirements.

1.5.9 Access to the BCMS Strategy Documents

1.5.9.1 The BCMS Strategy documents is a confidential document and hence appropriate
access controls should be implemented over the soft and hard copies of the
document

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the 1ISO/ Compliance
Team. Any employee found to have violated this policy may be subject to disciplinary action, up
to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES — BACKUP POLICY

1.1 Introduction

Back-up copies of essential information and software should be taken on a regular basis.
Adequate backup and recovery procedures should be documented and followed to ensure that
all essential information and software could be recovered following a disaster or failure of media.
This would help to prevent loss of data, which can impact LASA SUPERGENERICS LTD.
SUPERGENERICS LTD. in terms of delay, increased costs, loss of credibility and
embarrassment.

1.2 Policy Statement

Information System/Asset owners should ensure that adequate backup is in place to ensure that
the data is not lost and can be recovered in the event of an equipment failure, intentional
destruction of data, or disaster.

1.3 Scope
This policy is applicable to the following:

(1 All critical IT assets owned by LASA SUPERGENERICS LTD. SUPERGENERICS
LTD.

[0  All critical information stored on LASA SUPERGENERICS LTD. SUPERGENERICS
LTD. computing platforms

(1 Backup administrators, Application Owners, Application Administrators, Server
Administrators and Network Administrators of LASA SUPERGENERICS LTD.
SUPERGENERICS LTD.

1.4 Responsibilities
Roles Responsibilities

Backup Operator 1 is responsible for maintaining the
packup and recovery schedule

[1 is responsible to identify the backup
data, systems and frequency of
backup and recovery

[1 is responsible to perform the backup
and recovery process

[ is responsible to verify the backup
and recovery process

[1 is responsible to update the backup
and recovery reports

[1 is responsible to inform the Head - IT
& Networks / official designated by

him on the backup and recovery
activities

Head — IT & Networks / Official designated [ is responsible to identify the backup
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data, systems and frequency of
backup and recovery
(1 is responsible to verify and review the
packup and recovery activity as per
the defined schedule
[1 is responsible to maintain, develop
and distribute the procedures and
forms

User

[1 is responsible to test/verify the
recovered data on systems and
provide feedback to the Head - IT &
Networks / official designated by him
Application administrator.

1.5 Standards
1.5.1 Backup Process

1511

15.1.2
15.13

1514

1515

1516

There should be documented backup and recovery procedures for the following:

[1 Data files of all application software

[1 End-user document files like Microsoft Office documents etc
[ Electronic mail
[MSystem softwarebs | i ke operating system,

[1 Parameter and configuration files of networks and network devices, if applicable

O

System documentation likes user manuals, technical manuals etc

Backup and Recovery plan should be developed for each application / device.

In case of the data exceeding the daily back up limits, appropriate type of backups
like full, incremental or differential should be taken and schedules should be in place.

Backup scheduling should be done to ensure that all critical data is backed up
without affecting system operations

[1 Backup should be scheduled during non-peak hours

Type and frequency of backup and type of backup media to be used should be
decided by the application owner taking into consideration the following parameters

[1 Volume of data
[0 Criticality of data

[1 Recovery time constraints

Data should be retained for the period necessary to satisfy both business and
legislative requirements. Asset owners should identify the retention period for
essential business data, and should establish any requirement for archive copies to
be retained
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1517 New applications/data identified and classified and business critical should be
formally communicated to the group assigned for this task. The location/department
head should formulate a schedule for the backup and recovery of the new
applications/ data identified

1.5.1.8 All backup media should be properly labeled for identification and information
classification. From the labeling it should be possible to identify the following:

1 Server Hostname/IP address
[1 Application Name

[ Date of Backup

[1 Media Expiry date

[1 Location Name

1.5.1.9 Responsibility for backup operations should be assigned to a designated backup
operator

1.5.1.10 A register should be maintained to track the backup and recovery operations

[1 The backup register should have following details:
Application name

Backup operator name and User ID
Date of backup

Status

Offsite storage information

1 The recovery register should have following details:
Application name

Backup operator name and User ID
Date of testing
Status

Comments

1.5.2 Security of Backup Media
1.5.2.1  Any media containing Customer card data should be encrypted during storage
1.5.2.2 Data on backup media should be secured against unauthorized access.
[1 Several commercial backup solutions provide the facility for password protecting
access to data stored on backup device or encrypt the data in the media

1.5.2.3  Backup media should be secured against environmental and physical threats

[1 Backup tapes should be stored in a fire resistant safe. Access to the fire resistant
safe containing the backup media should be restricted.

[1 Access to the server room where the fire resistant safe is placed should be
protected through access control mechanisms.

[ Environmental conditions like dust, humidity, fire etc. should be considered while
selecting media storage room.

142



1.5.2.4

1.5.25

1.5.2.6

153
1531

1.5.3.2

1533

1534

1.5.35

LASA

Lasa Supergenerics Ltd

[1 Backup media should not be exposed to direct sunlight or other heat radiating
sources.

For critical applications, a copy of the backup should be stored offsite. Backup media
should be properly packaged to prevent damage and tampering while transferring to
offsite location. In cases, where the offsite location belongs to a third party,
agreements should be signed to ensure the safety of the media

Backup media should be securely disposed

[ Backup media should be disposed under the following conditions:
Media life has expired

Media is damaged and data is not accessible

[1 Following security measures should be taken before disposing the media or re-
using the media:

Essential data if possible should be copied to another media.

For further details refer to Asset Media Disposal policy

Movement of backup media should be authorized and approved by the Head 1 IT &
Networks / official designated by him

[1 A record for tape movement should be maintained by the Backup Operator for
backup process as and when the tape is moved to offsite location for archiving as
per the backup schedule.

Offsite Backup Security

For critical applications, a copy of the backup should be stored offsite

[1 Head - IT & Networks / official designated by him should identify the schedule
when the backup should be transported to offsite location

Retention period for offsite storage should be defined

[1 Head - IT & Networks / official designated by him should identify the time frame
for backup retention at offsite location

Adequate security measures should be taken to ensure that media is transported
securely to offsite location

[1 The media should be protected from unauthorized tampering or information
disclosure during transportation to offsite location

[1 The data in the media should be encrypted and the media should be kept in a
tamper proof case and sent to offsite location

Adequate security measures should be taken to ensure protection of data in media
from unauthorized disclosure or modification

The offsite location should ensure the safety of the media while in their premises. In
case the offsite location belongs to a third party, an agreement should be signed to
ensure the security of the backup tapes

[1 The data in the media should be encrypted and the media should be kept in a
tamper proof case and then sent to offsite location

[ Review of the off-site location inventory should be done annually and yearly
review reports should be maintained.
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Migration of Backup Data

If there is a change in business application software or application used for taking
backup, all previously backed up data that needs to be retained should be migrated
to a format that is readable by the new application

If there is a change in backup media, all previously backed up data that needs to be
retained should be transferred to the new media

Backup Media Storage

Offsite backup storage areas should be provided with appropriate physical security,
so that security of the data is maintained. The offsite backup should be maintained in
fire resistant cabinets

Sufficient copies of backup media should be maintained for weekly backup as per
LASA SUPERGENERICS LTD. SUPERGENERICS
backup and recovery of data / systems

Recovery Testing

Testing should be done periodically to ensure that data can be recovered from the
backup media

Frequency of recovery testing should be determined by the Head - IT & Networks
[1 official designated by him / Application administrator/ Department head

Frequency of recovery testing can be determined based on the following:
Criticality of the application

Redundancy currently in place

The type of recovery testing should vary depending on the criticality of data and
availability of standby hardware. For applications having a dedicated standby
hardware, recovery should be tested on this by restoring the system and data
files from backup media. If feasible all functions of the application should be
tested to confirm recovery status

All recovery tests needs to be approved by corresponding department head and
Head IT & Networks

Backup operator should send the recovery status report to the respective department
heads/ Head IT & Networks

1.5.7 Backup Frequency

1571

1.5.7.2

1.5.7.3

1.5.7.4

1.5.7.5

Application Software source and executables should be backed up whenever there
are any changes or upgrades to the application. The application software source and
executables should be backed up by the IT Department

Data files for Application software should be backed up at the respective locations
after day end on a daily basis. This should include period-end backups like month-
end and year-end

The relevant end-user or the designate should back up all end-user documents on a
regular basis depending on the sensitivity of data

End user document contained in the file server should be backed up on daily basis by
Backup Operator

Email files should be backed up on daily basis
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1.5.8 General Backup Standard

1.58.1
1.5.8.2

1.5.8.3

1584

1.5.8.5

1.5.8.6

Backup should be maintained in multiple media for all sensitive applications/ Systems

Period-end backups of data pertaining to each application software should be
retained permanently

The number of copies of backup should be taken according to the criticality of the
data

Backup policy should be reviewed at regular intervals or at any changes in the
function/application/system

In case of failure of backup following escalation steps should be taken:

[0 Inform AMC vendor representative about backup failure and probable reasons
thereof.

1 Inform the immediate controlling authority as the case may be about backup
failure and probable reasons thereof.

[1 Inform Head office IT dept about backup failure and probable reasons thereof.

In case of failure of backup drive / device / equipment immediately contact Annual
Maintenance Contract (AMC) vendor

1.5.9 Data Archival

1591

1.5.9.2

Inactive data which is not accessed frequently should be archived and kept at other
location

Before data archival process risk department should conduct a risk assessment of
the data handled by the IT department to find out about the risk associated with the
data and measures required to mitigate such risks

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the ISO/ Information
Security Team. Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES — ASSET MEDIA DISPOSAL POLICY

1.1 Introduction

Information can be compromised through careless disposal or re-use of media. Storage devices
containing sensitive information should be physically destroyed or securely overwritten rather
than using the standard delete function. All storage media should be checked prior to disposal to
ensure that any sensitive data and licensed software is not removed or overwritten.

1.2 Policy Statement

LASA SUPERGEENRICS LTD. owned computer and digital and print storage media shall have
all data and licensed software reliably erased from the device, and or the, media shall be
destroyed prior to its movement out of LASA SUPERGEENRICS LTD. control, using best
practices for the type of media.

1.3 Scope
This policy is applicable to the following:

1 The scope applies to any electronic information storage or paper-based media containing
internal use classification or confidential data.

91 Policy applies to all employees and contractors at LASA SUPERGEENRICS LTD. who
have access to, develop, use, copy, print, exchange LASA SUPERGEENRICS LTD.
information, either internally within the organization or externally with third parties.

9 Policy also applies on all IT Assets.

9 Policy also applies on the employees of LASA SUPERGEENRICS LTD. and third party
who are involved, in the disposal procedure.

1.4 Responsibilities

Roles Responsibilities

Department Head [0 To authorize the disposal of particular
media or asset
[1 To overview the process of disposal.

To verify that all of LASA
Asset Owner [1 SUPERGEENRICS LTD. information

is removed from the asset to be
disposed off
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1.5 Standards
1.5.1 Authentication of Disposal

1511 Proper authorization should be required for all media disposal

A Asset owner should sign off on authorization for media disposal, and
mark media for disposal

A Asset owner should schedule pickup of items marked for disposal or
formally transfer the items from concerned department to the disposal
site located within organization premises

1.5.1.2 Al types of information media (e.g., paper, electronic form on tape, cartridge,
floppy disk, CD-ROM, servers, Desktops, laptops, BYOD etc.) should be disposed
within the premises of the organization if possible

A Disposal area should be physically secured with access to only
authorized organization personnel

A Disposal site for confidential waste products should be maintained
separately from ordinary waste products

A Confidential waste products should be disposed of at frequency cycles
that are smaller than those for ordinary waste products

A Any disposal of electronic media must comply with environmental
regulations

1.5.2 Disposal of Paper based Media

1.5.2.1 Proper media disposal technique for any paper based documentation must match
the highest classification of data that is contained in that document. Therefore, a
document containing both classified confidential and internal data must be disposed
of in the manner required for the disposal of confidential data.

1.5.2.2 Department Heads should nominate a person from the department who is
responsible for overseeing paper-based document disposal in his or her area.

1.5.2.3  All waste copies of sensitive information that are generated in the course of copying,
printing, or faxing must be shredded using paper shredders/incinerators or must be
placed in locked bins clearly marked as containing confidential data.

[0 If a copy machine jams or malfunctions when employees are making copies of
sensitive information, the involved employee should retrieve the information
before leaving the machine and ensure it is destroyed in a secure manner.

1.5.2.4  Confidential data paper documents should be destroyed using paper shredders or
incinerators
1 Crosscut paper shredders should be used for destroying sensitive
documents.

1.5.3 Disposal of Electronic Based Media

1.5.3.1 The proper media disposal technique for any IT Resource or Storage Device must
match the highest classification of data which is contained on that device. Therefore,
a floppy disk containing both LASA SUPERGE|
and restricted data must be disposed of in the manner required for the disposal of
restricted data.
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1.5.3.2 The Departmental Heads are responsible for overseeing compliance with data and
disk disposal in his or her area.

1.5.3.3  Voice and video recordings should be erased from tapes prior to their disposal.

1.5.3.4 Information on storage media like hard drives or removable media like tape drives,
USB drives should be formatted or erased three times if the media is to be reused.

[1 Low level formatting should be done for hard disk drives of all desktops and
laptops three times before re-using or sending them for maintenance

1.5.3.5 Magnetic media like floppy disk, hard drives, zip disks, etc. must be erased using a
degaussing dsvipcamgor sivdit svsaere before being

[1 Expired or corrupted storage media like floppy, CDs or tape/optical media should
be degaussed or erased prior to its disposal.

1.5.3.6  Securely erase (military-grade wipe) sensitive data and licensed software totally
from equipment prior to disposal.

[1 Media should be physically destroyed prior to its disposal.

[1 Permanent media such as CD-ROM and floppy disk should be defaced by
scratching, broken in half, or shredded before being discarded.

[1 Degauss backup media and cut the tapes as a process of secure disposal

1.5.3.7 Optical tape drives, internal hard drives and RAID arrays should be wiped out
using department OWIi @1 qnami zseotfitovadrse fsd inscke
erase, re-format or f disk command for Windows is not sufficient as there are many
products which can retrieve erased data and software. Additionally such drives
should be physically destroyed either within the organization or via an external
media disposal third party service.

1.5.4 Condition for Disposal of IT Assets
155

1.5.4.1 The circumstances under which IT assets may be considered for disposal are
outlined below:

When no economic benefit can be derived from active use of the asset
When the maintenance cost of an asset exceeds its replacement cost

Up gradation of an asset is no longer possible

Replacement or disposal reduces cost of operations and improves efficiency
Due to change in technology and market conditions, it is no longer functional
The condition of the asset and not its age should determine obsolescence
Certification of usefulness or utility should be obtained from technical expert

OOoooOood
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1.5.5 Identification of IT Assets for Disposal

1.5.5.1 Designated authority should identify the obsolete IT Assets which have to
be disposed off

Location Designated Authority

Main Office, Data Centre, Assets with Head IT & Networks
Service Providers
LASA SUPERGEENRICS LTD. Departments | Department Heads

1.5.6 Disposal of IT Asset

1.56.1 Following procedure should be followed for disposal of IT Assets:

[1 All proposals requesting for disposal of IT assets at departments will be submitted
to the Head Department/ IT Head Network & Operations

[1 While disposing of IT assets, departments will ensure that necessary backup of
data has been taken for future use and that the same is deleted before the asset
is disposed

1.5.7 Periodicity of Disposal of obsolete IT Assets
1.5.7.1  Disposal process should be carried out on a yearly basis

1.5.7.2 If immediate need of disposal is felt assets can be disposed of as and when required
by the approval of Head 1 IT

1.5.8 Disposal Process Outsourced

1.5.8.1 If disposal is being outsourced, external contractors, responsible for general disposal
arrangements, should have proper security and process checks to ensure that
information is disposed in a secure manner

1.5.8.2 Non-disclosure agreement should be signed between LASA SUPERGEENRICS LTD.
and external contractor for outsourcing disposal

1.5.8.3  Certificates of secure disposal should be obtained from external contractor.

1.5.8.4  External contractor should provide a list of personnel who would require access to
secure disposal area within organization premises for collection of waste.

1.5.85 LASA SUPERGEENRICS LTD. should provide external contractor with vendor
identity cards for access to secure disposal area within organization premises.

1.5.8.6 In case magnetic media is being taken off-site by third party contractors for
disposal, these third party contractors must be bound by confidentiality
agreements.
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1.5.8.7 Disposal of Confidential and Internal items must be logged in order to maintain an
audit trail. Disposal of confidential labelled information assets or documents should
be done securely and should be witnessed by the custodian.

1.5.8.8  Each of the recipients should be informed that either further distribution or additional
copying may take place only after the informationowner 6 s wr i tten obtain.

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the 1SO/
Information Security Team. Any employee found to have violated this policy may be subject
to disciplinary action, up to and including termination of employment as deemed appropriate
by the policies of management and Human Resources.
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INFORMATION SECURITY POLICIES —
ASSET HANDLING & LABELING MANAGEMENT POLICY

1.1 Introduction

LASA SUPERGENERICS LTD. Electronic Security Systems Limited (herein referred to as LASA
SUPERGENERICS LTD.) provides Enterprise and Residential managed security services with
three levels of security i Security Hardware, Remote Monitoring, Remote Response i all built
into a holistic End-to-End Security Solutions with a 24 x 7 Command Centre. Information
captured, created, modified, or acquired, from field devices this information must be evaluated to
determine its classification, and consequently, how it must be handled. Information asset is any
asset that has value to LASA SUPERGENERICS LTD. and consequently needs to be suitably
protected.

1.2 Policy Statement

LASA SUPERGENERICS LTD. has the responsibility in protecting the information asset from
unauthorized access, generation, modification, disclosure, transmission or destruction. In order
to ensure the security, reliability, integrity, and availability of information appropriate asset
handling scheme for labels shall be adopted by LASA SUPERGENERICS LTD. management
with marking guidelines for information.

1.3 Scope
This policy applies to:
0 Information Assets of LASA SUPERGENERICS LTD.

1.4 Responsibilities

Responsibilitie

Roles S
IT Department [l Responsible for adherence,
implementation of the Asset
Enumeration, Information

Classification and Labeling Policy.

[1 Responsible for updating asset
register if any asset is added, changed
or removed.

Users [l Protecting the information based on
the classification Level.

[1 Taking measures to prevent loss of
confidentiality and integrity of
information.

Information Owners [l Classifying and labeling information
with the  appropriate  classification
level.

[ Periodically reviewing the

classification level of information and

reclassifying them when appropriate.
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1.5 Standards

1.5.1 Information asset inventory

LASA SUPERGENERICS LTD. should maintain an inventory of all the
physical assets. This inventory should include the following details:

1511

[1 Full details of equipment identity including maker, generic type, serial number,

location and owner of the asset

[1 Details of applications and databases deployed within LASA

SUPERGENERICS LTD.. Inventory should include the paper based as well as
soft copies of documentation, procedures and plans with the indication of their
owners

[1 Details of Software products should include:

Product detail
Where they are used
Where original software media is kept

Licensing details

[1 All information system assets should have a nominated owner or custodian

1.5.2 Accountability Standard

Ownership of the Information assets like database and application software lies with
the business/ department head.

1521

0

W]
W]

W]

Responsibility of business head includes:

For establishing the classification of information/data
Maintaining appropriate access controls to safeguard information/data

IT dept is the custodian of the information assets like application software and
databases

1.5.3 Information Classification

All the information assets will be categorized under one of the following four
classification level:

1531

0

[l

Restricted Information: Restricted Information is highly sensitive to internal and

external exposure

Confidential Information: Confidential Information is sensitive to external
exposure, the unauthorized disclosure of which would cause administrative
embarrassment or difficulty. It includes but is not limited to personal data of LASA
SUPERGENERICS LTD. customers which should be protected from breach of
privacy, staff disciplinary matters, confidential reports

Internal Information: Any confidential information of LASA SUPERGENERICS
L T D .infemal affairs, which cannot be shared with employees, unless, needed
for the purpose of routine operations or conducting business. Corporate
confidential information can be shared only after formal approval from appropriate
authority

Public: Public Information includes information such as various services,
marketing brochures and promotional literature, advertising media and LASA
SUPERGENERI CS LTD. 6s web site. Publ i
value and it is intended to be brought to then notice of the general public
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1.5.4 Ownership for classified information

1541
1542

1543

All information, data and documents should have a designated owner or custodian.

Only authorized person should be allowed to handle the particular information and
the same person is responsible for safe keeping.

Departments handling sensitive data should identify all the locations where the data
is getting stored & restored. A document listing all the servers, desktops, databases,
electronic media, backup media and laptops but not restricted to these should be
maintained by them.

1.5.5 Information Labeling

1551

1.5.5.2

1553

1.5.54

All assets of LASA SUPERGENERICS LTD. should be prominently labeled to ensure
that they are given the necessary protection in use, storage and transport.

All printed items should contain the appropriate classification label (unless classified)
unbound documents should carry it on every page.

Information may cease to be Confidential/Restricted after a certain period of time,
appropriate security mechanism should be deployed to avoid the over expense on
the security of document.

All information, data, documents should be clearly labeled so that all the users are
aware of the ownership and classification of the information.

1.5.6 Date Sharing

1.56.1

If data is shared it should be ensured that data is disclosed to authorize third party.

[1 A request should be made by the user seeking data either through an official
email or note, stating the purpose for seeking data.

[1 The request should be justified and duly approved by the department head or the
official designated and forward it to IT department.

[1 If the requested data is for internal or public use, the immediate head should
approve the request.

[1 If the requested data is confidential, the immediate head should forward the
request to the IT head for approval. The IT head should approve the request
defining the extent up to which the data should be shared.

[1 If the data is highly confidential and cannot be shared, then the request should be
referred to the Risk department.

[1 The department/group heads should decide the frequency of sharing the reports.
The sharing of reports should require one time approval from the IT Head.
Thereafter it should be shared as per the decided and approved frequency.

[1 The vendors/contractors should take the approval from the respective department
heads from where they need the reports and also define the frequency of sharing
the reports.

[1 If approved department owning the information makes the data available to user,
it should be the responsibility of user to safeguard the information received. Any
modification to the received information should be done with the knowledge of the
department owning the data.

1.5.7 Record retention

1571

15.7.2
15.7.3

1574

Records are information created, received, and maintained as evidence and
information by an organization or person in pursuance of legal obligation/Standard
requirement or in the transaction of business

Records can be in two forms soft (electronic/digital) and hard (print) copy

Records should be identified as an Information asset and given the appropriate
classification

Retention period for all records should be identified and documented
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Compliance with the security policies will be a matter for periodic review by the ISO/ Information
Security Team. Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of

management and Human Resources.

INFORMATION SECURITY POLICIES — ANTIVIRUS POLICY

1.1 Introduction

Malicious codes such as viruses, worms, Trojans, spy ware, root-kits etc. represent a significant
threat to the performance and security of LASA SUPERGENERICS LTD. Electronic Security
Systems Limited herein referred as (LASA SUPERGENERICS LTD.) ITassets.

This policy ai ms

t o

provide

guidelines to

against malicious code through an enterprise level Anti Virus solution suite.

1.2 Policy Statement

All servers, desktops, laptops of LASA SUPERGENERICS LTD. must be protected against
malicious code using enterprise level Anti Virus solutions. The solution suite must ensure early
detection, efficient containment and eradication of malicious code. Anti-virus software must be
used on all systems commonly affected by malicious to protect systems from current and

evolving malicious software threats.

1.3 Scope
This policy applies to:

[1  All desktops, laptops, servers connected to LASA SUPERGENERICS LTD. network.
[1 Laptops belonging to third parties that are connected to the LASA SUPERGENERICS

LTD. 6s network for business purposes.
1.4 Responsibilities
Roles Responsibilities
Users and Administrators [0 To ensure that they do not interfere

with the antivirus configuration and
actions performed by the antivirus
agent on their systems.
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[1 To report any suspected incident to
the IT Service
Desk.

Network/Security Team [l Installation and configuration of

antivirus.

[ Updation of antivirus.

[1 Handling day to day malicious code
incidents.

[1 Generating monthly status report and
submitting to ISO

(1 Monitoring new threats and
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vulnerabilities and provide solution to
mitigate them.

ISO(Information Security Officer) 0 Ensure that users comply with

policies.
[0 Ensure that technical controls are
implemented.

1.5 Standards
1.5.1 Selection of Anti-Virus

1511

1512

1513

1514

Network Security Team should identify suitable and latest anti-virus software
available as the corporate anti-virus software.

Selected anti-virus software should be capable to detect, remove and protect
against all known types of malicious software (for example viruses, Trojans,
worms, spyware, adware and root kits)

Network security team should ensure that the anti-virus software selected is
compatible with all systems used in LASA SUPERGENERICS LTD. which are
commonly affected with virus.

Procurement Team/ IT team should be responsible for licensing and renewal for
antivirus software.

5.2 Installation and Configuration

1521

1.5.2.2

1.5.2.3

1.5.2.4

1.5.25

1.5.2.6

1.5.2.7

1.5.2.8

1.5.2.9

Head 17 IT Network should approve deployment of anti-virus software on LASA
SUPERGENERICS LTD. systems.

All servers, desktops and laptops should have anti-virus agent installed. Network
Security Team should ensure that all new systems including desktops, laptops and
servers have anti-virus agent installed and configured before they are connected to
the network.

Anti-virus agent installation should be password protected to ensure that end users
cannot uninstall the agent. The anti-virus agent should be configured in such a way
that end users will not have privileges to change any settings or to disable the agent.

Anti-virus agent should be configured for full system scan the machine at least once
every week. The time of scanning can be either when the system boots up or during
non-peak usage hours depending on load on various departments in LASA
SUPERGENERICS LTD..

Anti-virus agent should be configured to do a real time scan of all the files when they
are accessed, copied or moved. This will ensure that all viruses are detected before
they get activated.

Anti-virus agent should be configured to scan all removable disks before use.

Anti-virus agent should be configured to quarantine virus infected files if they cannot
be cleaned.

Anti-virus agent should notify the user if it is unable to clean or quarantine the
malicious code detected on the machine.

Anti-virus software should be installed on email servers including SMTP gateway
systems that transact email with the external world. Anti-virus software should be
configured to scan attachments in all emails. If a virus is found in an incoming SMTP
mail then the following actions should be taken:

[ Infected attachment should be deleted.
[ Infected attachment should be quarantined.
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1.5.2.10 Where anti-virus scanning of an email is not possible because the content or
attachment is encrypted, then the user should be provided with an alert message
detailing to take due caution while opening the attachment.

1.5.2.11 Access to websites and other resources on the Internet known to host malicious
content should be prevented using the web content filtering tool. Antivirus software
should be installed on the Internet Proxy and if feasible configured to scan
downloads/uploads for malicious code.

1.5.3 Anti Virus Support Team

1531 Network Security Team will be responsible for managing the entire Anti-Virus
Infrastructure.

1.5.3.2 Network Security Team should consist of members who should be trained in handling
virus-outbreak situations.

1.5.3.3  Network Security Team should support the IT team for resolution of day to day
malicious code incidents related to end user machines.

1.5.3.4  Malicious code related incidents for servers should be reported by the server
administrators to the security team.

1.5.3.5 Network Security Team should periodically (weekly) check for the following
parameters:

[1 Signature pattern number on the Anti-Virus servers
[1 Signature pattern number of the Anti-Virus Agents

1.5.3.6  Network Security Team should send monthly status reports to the Information
Security Officer.

1.5.4 Antivirus Signature Update

1.5.4.1 Network Security Team should ensure that new Anti-Virus signatures are applied as
soon as they are released by the Anti-Virus Solution Vendor.

[1  The design of the Anti-Virus application architecture should ensure that all
systems across LASA SUPERGENERICS LTD. are updated within 24 hours.

[1 The number of anti-virus servers, the location of the servers, the server
hardware sizing and bandwidth requirements should be designed and
implemented to ensure that the updates are propagated and installed on the
agents appropriately.

[1  All systems on LASA SUPERGENERICS LTD. network should be configured
to receive the signature updates from the Anti-Virus server. The Anti-Virus
server should
be configured to pick up the signature pattern from the vendor website. The
Anti-Vi rus server should be configured to T
onto the systems.

[0 Network Security Team should check with the Anti-Virus vendor site to ensure
that the latest signatures are getting updated on the primary server which
would act as main server placed in DMZ zone updating secondary servers in
LASA SUPERGENERICS LTD..

(1 Systems which are not on the LASA SUPERGENERICS LTD. network
(mobile users) should be configured with alternate update options
whereby the signatures can directly be updated from the vendor
website.

1.5.4.2  The Anti-Virus enterprise solution must support signature update rollback.
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1.5.5 Status Report

1551 Network Security Team should submit periodic (monthly) reports on the status of the
Anti- Virus protection to the ISO/ Head Risk. The report should include the following:

[l

O

Numb er smétupBated with the latest signature patterns.

Top 10 viruses detected in LASA SUPERGEN
Number of viruses/worms/malicious programs detected.

Number of viruses/worms/malicious programs cleaned/quarantined.

Action taken to resolve the virus infection.

1.5.5.2 The Network Security Team should be responsible for ensuring that the signature
patterns are updated on all machines and should prepare a weekly status report
which includes the following:

0

W]
W]
W]

Agent Software Version Number

Current Signature Pattern Number

Number of systems without the software installed
Number of systems without the latest signature patterns

1.5.5.3 Network security team should fill up the root cause analysis form after a resolution of
the virus outbreak.

1554  Network security team should manage the effectiveness metrics for anti-virus as
mentioned in the Effectiveness Measurement Proced.

1.5.6 Antivirus Server Security

1.5.6.1 Operating System and applications on the anti-virus servers should be configured as
per the relevant Secure Configuration Documents (SCD) to protect the solution itself.

1.5.6.2  Anti-Virus servers should be protected from unauthorized logical and physical
access.

0

[l

0

0
U

1.5.7 Monitoring

The application accessing antivirus should be able to provide unique
usernames and passwords for administrative use.

For daily management antivirus should be managed by administrators using
their domain controller user names and passwords.

The password should be configurable as per the password policy of LASA
SUPERGENERICS LTD..

The default usernames and passwords of the application should be disabled.

There should be redundancy for critical anti-virus servers.

1.5.7.1 Network Security Team with the help of the vendor should develop guidelines for
performance monitoring and acceptable performance levels of the anti-virus servers.
Performance monitoring should be done for the following parameters periodically:

|
|

CPU Utilization
Memory Utilization

1.5.7.2 Logging should be enabled for the operating system as well as for the anti-virus
application on the anti-virus servers. Network Security Team is responsible for
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monitoring the logs. The log reports should be sent periodically to the ISO/ Head
Risk. These logs should be available for at least one year and should be analysed
for:

overflow attempts
Denial of Service attempts
Start and Stop of services

0
0
0
[ Modification of user privileges

1.5.8 Tracking New Threats and Vulnerabilities

1.58.1

1.5.8.2

Network Security Team should keep track of new threats arising from malicious
codes with respect to LASA SUPERGENERI CS

When a new vulnerability is published network security team should identify the steps
that need to be taken to ensure that the associated risks are mitigated.

1.5.9 Documentation

1591

Documents for the following should be maintained and updated by Network Security
Team.

[1 Anti-virus server installation procedure. This should include OS/Application
configuration documents and operating procedures for the following:
Server monitoring

Backup and recovery

Report generation

Anti-Virus agent installation procedure

Troubl eshooting FAQ6s for server and

1.5.10 External Users

1.5.10.1

1.5.10.2

External users (including consultants, vendors, customers and service providers) who

LTI

ag

bring | aptops/ desktops/ servers i nto LASA {
should not be allowed to connect to LASA SUPERGENERICS L TD. &s net w

without prior approval from the relevant department Head.

Network Security Team should verify if the device has anti-virus installed and
updated with latest signature pattern and that there are no active viruses. It should
also be checked if all the necessary security patches have been installed. The device
should be allowed to connect only if all of the above conditions have been met.
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INFORMATION SECURITY POLICIES — ACCEPTABLE USAGE POLICY

1.1 Introduction

To ensure high level of efficiency and quality in day to day business operations, LASA
SUPERGENERICS LTD. Electronic Security Systems Limited (herein referred to as LASA
SUPERGENERICS LTD.) provides various information assets (desktop, laptop etc.,) and
services (internet access, email etc.,) to various users. Intentional or unintentional misuse of
these information assets and services can pose serious threats such as loss / unauthorized
disclosure of critical information, loss of productivity / efficiency, adverse publicity and-or legal
liabilities which can eventually lead to significant business losses for the LASA
SUPERGENERICS LTD..

The purpose of this policy is to

0 Clarify userds rights, rules and responsibili
information assets and services, to shield the organization against potential threats and
liabilities

[1  Minimize security threats by promoting awareness and best practices
[1 Encourage effective and positive use of information assets and resources

1.2 Policy Statement

Information assets of LASA SUPERGENERICS LTD. are provided for business purpose. Users
should adhere to safe usage practices that do not hamper business objectives, bring disrepute
to or attract legal liability.

1.3 Scope
This policy applies to:

[1 All desktop computers, laptops, data storage devices, print/copy/scan devices,
communication and network devices and other information systems owned or leased by
LASA SUPERGENERICS LTD.

1 All employees of the LASA SUPERGENERICS LTD.

o Al |l third Parties who work on LASA SUPERGENER
connect from their networks to LASA SUPERGENERICS LTD. network.

1.4 Responsibilities

Roles Responsibilities

Users [1 To follow the usage guidelines as per
the policy

Network/Security Team [l To implement the controls for the
acceptable usage of the IT asset

[1 Responsible for communicating
acceptable usage policy to third
party
vendors who are working in certain

department of
LASA
SUPERGENERICS
LTD.
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ISO(Information Security Officer) 1 Review the implementation

acceptable usage policy
[ To review any security incidents an

upgrades the policy accordingly to

future.

compromises that arises and

avoid the incident from happening in

of

d

1.5 Standards
1.5.1 Desktop Security

1511

1512

1513

1514

1515

1516

All desktops should be configured by the teams in IT Department as per the
secure configuration standards provided by the Information Security Team. Users
should not change any hardware configuration, settings in the operating system
or any applications installed on their desktops. If users require any change in the
hardware (For example, attaching a CD ROM drive or increase the system
memory) or software settings, they should contact the IT Department.

Network Team should configure all the desktops as per the secure configuration
standards provided by Information Security Team. Users should not change any
hardware configuration, settings in operating system or any applications installed
on their desktops. If users require any change in hardware (For e.g. attaching a
CD-ROM drive or increase system memory) or software settings the request for
the same should be routed through department head and after the approval of IT
Department head ,Team should made the required changes.

Users should not install any software or applications on their desktop that is not
authorized or not essenti al to LASA
users require additional software, they should contact the IT Department.

List of LASA SUPERGENERICS LTD. approved products to be installed on
desktops/laptops and servers should be maintained by Head-IT.

SUPERG

Users should not connect modems / USB Datacard to their machines unless and
otherwise approved by the Information Security Team/ 1SO. Accessing external

networks including Internet using modems / USB Datacard exposes the enti

re

network to several risks. Users, who require access to external networks through
modem dialup / USB Datacard, should get the approval from IT Security Department.

To prevent the risk of unauthorized access, users should adopt the following

measures-

[ Log out of all applications or turn off the desktop when leaving the desktop
unattended for extended period of time

[1  To prevent unauthorized access while desktop is unattended for short
duration; the screen saver should be enabled with password protection

[1 Care should be taken not to leave the terminals in the middle of a transaction

[1 Do not enable sharing of folders in your Desktop with other users over
the network
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USB Ports along with other unused ports should be closed.

Employee should archive the important document on the monthly basis.

Purging of data should be done on regular basis to remove the unimportant data from
the desktops

1.5.2 Laptop Security

1521

1522

1.5.2.3

1.5.2.4

1.5.2.5

Ensure that the laptop is configured as per the secure configuration documents
provided by Networking and Support Team. Do not install unlicensed or doubtful
software/ applications.

Enable boot level password/ power on password for additional protection.

All sensitive data on laptop should be secured either through password protection or
by using encryption.

Whenever connecting to the LAN, ensure that anti-virus agent is installed with latest
signatures on the laptop.

Log off laptops when not working for 10 min, enable screen saver with password for
protection should be enabled.

Backup critical files from laptop to a central location provided by LASA SUPERGENERICS LTD.

1.5.2.7

1.5.2.8

1.5.2.9
1.5.2.10

15211

1.5.2.12

Take adequate measures for physical protection of laptop including not leaving
laptops unattended in public places or while travelling.

Users should not use the modem/ dial up in laptops for connecting to the internet
from LASA SUPERGENERICS LTD.

Employee should archive the important document on the monthly basis.

Purging of data should be done on regular basis to remove the unimportant data from
the Laptops

All users must take complete care of the laptop with responsibility. Any physical
damage to t he | apegliggnce & araccepmblewnsdahe dser will be
accountable for the same.

The users are should keep their laptops in lock and key after office hours or should
carry laptops with them if instructed by their department heads for official purpose.

1.5.3 Clear Desk & Clear Screen

1531

1.5.3.2
1.5.3.3

1534

Users should ensure that desks and other work areas are kept cleared of papers and
any storage media when unattended.

Computer screens should be kept clear of sensitive information when unattended.

All workstations located in public areas should have password-locked screen savers
enabled to activate after 10 minutes of inactivity.

Photocopiers, fax machines and other office equipment should be kept
cleared of papers and any storage media when unattended

1.5.4 Antivirus

1541

1.54.2

Users should not disable the installed anti-virus agent or change its settings defined
during installation. This includes settings for daily virus scan; anti-virus server
address and signature update schedules.

Users should not disrupt the auto virus scan scheduled on their desktop. If the scan
is affecting system performance, users should contact Network Security Team for
resolution.
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All files received from external sources should be scanned for virus before opening.
This includes files in removable media like CDs/floppies, Internet downloads, Email
attachments or files shared through network.

User should report to Network/ Security on any virus detected in the system and not
cleaned by the anti-virus.

1.5.5 Password Security

1551

1.55.2
policy.
1.55.3

1.5.54

1.5.5.5

1.55.6

1.5.5.7

15538

Users are responsible for all activities originating from their computer accounts.
Users should protect the confidentiality of their accounts through good password
management and should not allow anyone else to operate their accounts.

Users should choose passwords as per LASA SUPERGENERICS LTD. Password

Users should not share their passwords with anyone including colleagues,
supervisors, auditors and IT staff. Users should also not ask others (including
customers and colleagues) for their passwords. All passwords are to be treated as
sensitive, confidential information.

Users should ensure that nobody is watching when they are entering password into
the system. Users should also not watch when others are entering passwords in their
system.

User should not keep a written copy (in paper or electronic form) of password in
easily locatable places.

Users should change their password regularly. While some applications enforce
password change and complexity on users automatically, it may not be feasible to
enforce it for all accounts and for all applications. Users must change their
passwords under any of the following circumstances:

[1 At least once in 30 days, for critical system 15 days.
[1 As enforced by system (applications and operating system).

[1 As soon as possible, after a password has been compromised or after the
user suspects that a password has been compromised.
User should report to the Network Security Team if account is locked out before 5
bad attempts. All operating systems and applications should be configured to lock
out the accounts after 3 bad attempts. If the account gets locked out before 3
attempts, this could be because someone else was trying to guess the password.

Users who have been authorized to use the Smart Cards or Private Keys should
safeguard them carefully, wherever possible.

1.5.6 Internet Usage

1.56.1

1.5.6.2

1.5.6.3

1.5.6.4

Internet access is provided to users for the performance and fulfilment of job
responsibilities. Users should access Internet for business purposes and restrict non-
business activities over Internet.

Employees should access Internet only through the connectivity provided by the
LASA SUPERGENERICS LTD. and should not set up Internet access without
authorization from the Information Security Team. Connection to the Internet offers
an opportunity for unauthorized users to view or access LASA SUPERGENERICS
LTD. 6s i nformati on. Therefor e, s ibe sedurs,
controlled, and monitored.

All access to Internet should be authenticated and should be restricted to business
related sites. LASA SUPERGENERICS LTD. should have the right to filter and
prohibit access to certain websites at its own discretion.

Users should not use Internet facilities to
[1 Download or distribute malicious software or tools or to deliberately
propagate any virus.

[ Violate any copyright or license agreement by downloading or distributing
protected material
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[1 Upload files, software or data belonging to LASA SUPERGENERICS LTD. to
any Internet site without authorization of the owner of the file/ software/ data.
Use of DLP (Data loss Prevention) and URL filtering software should be
implemented to monitor the same.

[1 Share any confidential or sensitive information of LASA SUPERGENERICS
LTD. with any Internet site unless authorized by superior/ controller

[1 Post views or opinion on behalf of LASA SUPERGENERICS LTD. unless
authorized by top management

[1 Post remarks that are defamatory, obscene or not in line with LASA
SUPERGENERI CS LTD. 06s policy on the

[1 Conduct illegal or unethical activities including gambling, accessing obscene
material or misrepresenting the LASA SUPERGENERICS LTD..

[1 In case such misuse of the Internet access is detected, the LASA
SUPERGENERICS LTD. can terminate the user Internet account and take
other disciplinary action.

Users are responsible for protecting their Internet account and password. Users
should be held responsible for any misuse of Internet access originating from their
account.

Users should ensure that security is enabled on the Internet browser as per
guidelines given below-

[1 Configure browser not to remember web application passwords. (On Internet
Explorer browser. Click Tools > Internet Options > Content > Auto Complete.
Uncheck all options.

[1 Set browser security setting to medium. (On Internet Explorer browser Click
Tools > Internet Options > Security > Default Level. Set this to Medium).

1.5.6.7 Users should ensure that they do not access websites by clicking on links provide in

1.5.6.8

emails or in other websites. When accessing a web site where sensitive

information is being accessed or financial transactions are done, it is advisable to
access the website by typing the URL address manually rather than clicking on a
link.

LASA SUPERGENERICS LTD. reserves the right to monitor and review Internet
usage of users to ensure compliance to this policy.

1.5.7 Email Usage

1571

1.5.7.2

1.5.7.3

1.5.7.4

LASA SUPERGENERICS LTD. provides electronic mail resources to support LASA
SUPERGENERI CS LTD. 6s business communi c
LASA SUPERGENERI CS L TD. &netbeousetl forqpersonal nraibs.i

Users should be provided with a fixed amount of storage space in their mailboxes at
the Email server. The current storage space limit is of 100 MB, which may be

subj e

ati

I
S

0
h

n
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L

increased or decreased at LASA SUPERGENERI C.

be deleted if the storage space is exceeded, users are advised to periodically delete
or download older mails from their mailboxes into their respective machines.

The email message including all attached files should be limited to a fixed size for
transmission, inbound attachment limit is of 10 MB and outbound attachment limit is
of 10 MB.

Confidential of sensitive information should not be transmitted over email unless it is
encrypted or password protected. Users should mark the mail as confidential in the
subject line in respect of the email containing sensitive information. Users should
exercise caution in protecting the confidentiality while communicating with external
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entities where LASA SUPERGENERI CStonaficilly 6 s em
encrypt the emails.

1.5.7.5 Users owning the email account are responsible for the content of the emalil
originated, replied or forwarded from their account to other users inside or

outside LASA SUPERGENERICS LTD.. Users are prohibited from sending or
forwarding the following categories of email within or outside LASA
SUPERGENERICS LTD.:

[1  Emails with any libellous, defamatory, offensive, racist or obscene remarks

[1  Emails containing messages that may damage the reputation of LASA
SUPERGENERICS LTD.

[0 Emails that contains viruses or worms

[1 Chain mails like mails forwarded from a chain of people usually containing

virus hoaxes, jokes, charitable fund raising campaigns, political advocacy
efforts, religious efforts and others

1 Unsolicited emails to a large number of users which can be considered as
mail spamming

[1  Emails containing any document, software or other information protected by
copyright, privacy or disclosure regulation

[1 Mails to external entities containing instructions or contents that require
authorization of a superior in the normal course of mailing should not be
done, unless such prior authorization is obtained.

[ In case of such misuse of the Email system is detected, LASA
SUPERGENERICS LTD. can terminate the user e-mail account and take
other disciplinary action.

1.5.7.6  Users should protect their email account on the server through strong passwords and
should not share their password or account with anyone else. Similarly, all Emails
stored locally on the useré6és machine shoul d

1.5.7.7 Users should exercise caution in providing their email accounts or other information
to websites or any other Internet forum like discussion board/mailing list. Users
should adhere to the following guidelines:

[1 Do not subscribe to mailing lists using your LASASUPERGENERI CS L TD.
official email account as the volume of mail traffic can be large and the
mailbox storage space may be overflowed.

0 Similarly, do not use LASA SUPERGENERI C
posting messages to Internet newsgroups or discussion boards as the
account can be targeted by spammers.

[ Do not provide email accounts of any other user in LASA SUPERGENERICS
LTD. or reveal information that is sensitive or confidential to LASA
SUPERGENERICS LTD., to any website, mailing list, newsgroups or
discussion boards without appropriate authorization.

1.5.7.8 LASA SUPERGENERICS LTD. reserves the right to monitor email messages and
may intercept or disclose or assist in intercepting or disclosing email communications
to ensure that email usage is as per this policy. Email communications are not
considered private and
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by using LASA SUPERGENERICS LTD. 6s emai l re:
have consented to having their communications monitored by authorized personnel
at LASA SUPERGENERLItors LTD. 6s discr

Users should promptly report all suspected security vulnerabilities or incidents that
they notice with the Email system to the Information Security Team.

For the ease of use LASA SUPERGENERICS LTD. has created some group email
id, employee should not share the confidential information on group id as it is visible
to every group member whether or not he is allowed to view that particular
information

1.5.8 Document & Storage Security

1581

1.5.8.2

1.5.8.3

1.5.8.4

1.5.8.5

1.5.8.6

1.5.8.7

1.5.8.8

Al | documents <containing sensitive informai
SUPERGENERI CS LTD. Asset Classification, Ha
on the classification appropri ayeCoanhtoobl #a
(avail abl e i n ALASA SUPERGENERI CB AskelT D. P
Classification, Handling and Labelingodo docul

All removable media including CD, floppy or DAT tape must be labelled based on its
classification level.

Confidential/Restricted documents and media should not be kept unattended in the
user 06s wor k ar ea, near printers or f ax m
appropriate physical security.

Users are encouraged to adopt a clean desk policy for papers, diskettes and other
documentation in order to reduce the risks of unauthorized access, loss of and
damage to information outside business hours.

Un-used documents/papers should be destroyed using shredder machine.
Expired and bad storage media should be destroyed before disposal.

Users should keep a backup copy of important documents. The backup can be taken
by keeping a copy of the documents on removable media.

Sensitive information should not be discussed in the presence of external personnel
or other LASA SUPERGENERI CS LTD. empl oyees
information.

Sensitive information may get revealed unintentionally due to unsafe practices. Care
should be exercised in the following scenarios to protect sensitive information-

[ Reading sensitive documents in public places
[1 Discussing sensitive information in public places
1 Working on laptops in public places

[1  Answering to queries over phone to unverified persons
[ Providing information to vendors/ suppliers
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1.5.9 Logging and Monitoring

1591 Users are to be aware that in accordance with LASA SUPERGENERICS LTD. policy,
all activity on the IT resources is continuously monitored and audited and these
records are archived. If necessary these records can be used as evidence in any
legal or disciplinary action.

1.5.9.2 In the ordinary course of LASA SUPERGENERICS LTD. business, email and web
browsing are surveyed, archived and logged by system administrators to monitor
network efficiency, provide virus protection, filter spam mail, enforcement of data
security and compliance.

1.5.9.3  The logging and monitoring functions are managed by Network Security Team.

1.5.10 Prohibited Use
1.5.10.1 Itis prohibited to make unauthorized copies of system configuration files.

1.5.10.2 Accessing LASA SUPERGENERICS LTD. resources for which you are not granted
authorization.

1.5.10.3 Install, connect, or use of non-official unauthorized hardware within LASA
SUPERGENERICS LTD. network.

1.5.10.4 LASA SUPERGENERICS LTD. specifically prohibits the use of an e-mail account
that is not provided by LASA SUPERGENERICS LTD., for company business.

1.5.10.5 Uninstalling the Antivirus or any other security enforcement software installed by IT
department

1.5.10.6 Users are not to install unauthorized third party software or code on any LASA
SUPERGENERICS LTD. systems (e. g. freeware, shareware) without previous
approval from Information Security Team.

1.5.10.7 Installing Peer-to-peer application, including, but not limited to, i-Mesh, Kazaa, Kazaa
Lite, e-Donkey, Lime wire, Morpheus, bit torrents, Gnutella and others.

1.5.10.8 Installing Chat Software like MSN, Yahoo or any similar messenger for chatting, and
attaching files for transfer.

15109 To use LASA SUPERGENERI CS LTD. 6s I' T resour C e

1.5.10.10 Use of port scanning, security scanning, network monitoring and any mechanism or
technology which circumvents the security of host.

1.5.11 Security Violations

1.5.11.1 Certain categories of activities, which have the potential to harm, or actually harm
information assets of LASA SUPERGENERICS LTD. are defined as security
violations and are strictly prohibited. All security violations should entail disciplinary
action. A security violation is an attempt to breach the security of applications and
network devices, whether or not it results in actual damage or financial loss. The
following are examples of security violations:

[1 Connecting modems to machines without approval
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Introducing viruses on the network

Sniffing on the network

Password Guessing

Computer Impersonation

Erasing or modifying data on central systems without authority
Downloading or transmitting objectionable content (through Email or Internet)
Running scans or attack tools

Bypassing access control mechanisms

Exploiting any system vulnerability

Installing or disturbing unlicensed software

Vandalism

Computer fraud or theft

1.5.12 Confidentiality Violation

1.5.12.1 The employee should not, either during or after his employment with LASA
SUPERGENERICS LTD., divulge or utilize any sensitive information belonging to
LASA SUPERGENERICS LTD.. This includes information on:

W]

W]

Processes

LASA SUPERGENERICS LTD. businesses and affairs, which may come to
his knowledge during his employment. He/ She will, both during and after his
employment, take all reasonable precautions to keep all such information
confidential.

1.5.12.2 Except as may be necessary for the purpose of his duties, the employee should not,
without the consent of LASA SUPERGENERICS LTD., retain or make copies of:

O

Identity Cards
Letters
Reports
Drawings
Calculations
Specifications
Formulas
Forms
Licenses

Agreements
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1.5.12.5

1.5.12.6

1.5.12.7

1.5.12.8
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[1  Or other documents (electronic or paper) of whatever nature belonging to
LASA SUPERGENERICS LTD..

[1 Nor should he/ she retain samples or specimens in which LASA
SUPERGENERICS LTD. maybe or may have been concerned in and which
have come into his/her possession by reason of his/her employment.

Employees should not access, read, copy, divulge or destroy any type of information
not in his scope of work, belonging to other employees or LASA SUPERGENERICS
LTD. without the consent of the Department Head.

Employees who have been assigned LASA SUPERGENERICS LTD. assets, E.g.
Laptops, PDAOGS, and Mobil e Phones et c. mu
confidentiality mentioned above.

Employees should not use their personal IT assets, E.g. Hand He |
PDAOGSs , mobil e phones, bl ackber
informationoraccessi ng companyoés official

If on the termination of his employment, the employee is in possession of any
originals or copies of the above mentioned material, he should deliver the same to
LASA SUPERGENERICS LTD..

Employees with access to privileged information should not divulge that information
even to other employees or third parties.

Failure of any employee to comply with the confidentiality required above should give
LASA SUPERGENERICS LTD. the right to take action as deemed appropriate,
including legal action.

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the 1SO/ Information
Security Team. Any employee found to have violated this policy may be subject to disciplinary
action, up to and including termination of employment as deemed appropriate by the policies of
management and Human Resources.
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INFORMATION SECURITY POLICIES —
INFORMATION SECURITY GOVERNANCE POLICY

1.1 Introduction

LASA SUPERGENERICS LTD. management should define strategies and provide resources for
mitigating security risks to information systems. Security strategies and initiatives should align
with the overall business objectives and achieve compliance to regulatory requirements and
meet industry best practices. LASA SUPERGENERICS LTD. should designate an Information
Security Officer for the overall management of security risks associated with the use of
computing systems, and for providing periodic update on the security posture of LASA
SUPERGENERICS LTD. to the management. Detailed security responsibilities should be
defined and communicated to officials of LASA SUPERGENERICS LTD.

1.2 Policy Statement

LASA SUPERGENERICS LTD. should ensure implementation of a robust security
organizational structure to oversee the organization wide information systems security.

1.3 Scope
This policy applies to:
[ All IT assets, information systems, business processes supported by IT and personnel.
Personnel constitute LASA SUPERGENERICS LTD. employees, auditors, contractors,
consultants and third parties who access information using LASA SUPERGENERICS

LTD. 6s i nf or mahe poticies aseyapplicaliesfar all offices and locations of
LASA SUPERGENERICS LTD.

1.4 INFORMATION SECURITY GOVERNANCE STANDARD
1.4.1 Management Security Governance organization

1.4.1.1  The Information Security Steering Committee (ISSC) will be highest organizational
body for security governance in LASA SUPERGENERICS LTD. The following
members will constitute the Security Steering Committee:

[1  Chief Executive Officer (CEO)

[1  Chief Information Security Officer (CISO)

(1 IT Manager

[1  Head of LASA SUPERGENERICS LTD. Command Centre
[1  Manager Human Resources

[1  Business unit Heads of LASA SUPERGENERICS LTD.

1.4.1.2 The Security Steering committee should define the overall organizational security
direction, making budgets and resources available, reviewing the security posture
and compliance levels of LASA SUPERGENERICS LTD. and providing guidance for
course correction when needed.

1.4.1.3  The Security Steering committee should meet quarterly.

1.4.2 Information Security steering committee responsibilities
1.4.2.1  The responsibilities of the Security Steering committee includes:

[1  Defining and establishing the information security objectives and plans;
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[1  Establishing the information security policies and standards;

[1 Communicating to the organization the importance of ensuring compliance to
the information security policies and standards;

[1  Deciding the criteria for accepting risk and the acceptable levels of risk;

[1  Ensuring that internal and third party security audits are conducted;

[1  Reviewing the output of the audits and create action plans to mitigate the
risks identified;

[1  Allocating the budgets and resources required to ensure that security
requirements are fulfilled,;

[1  Ensure that specialist information security advice is readily available;

1 Reviewing the compliance level and security posture and provide guidance on
course corrections when required.

1.4.4 DIRECTION FOR MONITORING: -

Procedure of safeguarding for monitoring and collecting traffic data or information rules:

1 Forecasting of imminent cyber incidents.

=

Monitoring network applications with traffic data or information on computer
resource

Identification and determination of virus or computer contaminant.
Tracking cyber security breaches or cyber security incidents.

Tracking computer resource breaching cyber security or spreading virus.
Identifying or tracking of any person who has breached the security.

Internal audit of information security practices in computer resource.

= = =4 =4 =4 =4

Assessing storage information for enforcement of any provisions

1.5.11 Backup and Redundancy

1.5.11.1 Backup of the Antivirus systems should be carried out as required by the Backup
Policies and standards.

1.5.11.2 Following components should be backed up for antivirus systems.

1 Operating system files with the objective of recovering the system in case
of system failure.

[J Anti-Virus application files with the objective of recovering the antivirus
software in case of system failure.

[1 Configuration settings with the objective for replicating the settings
during reconfiguration in the case of system recovery.

[1 OS and application log files.
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1.5.11.3 There should be redundancy provisions made for anti-virus servers

1.5.12 Incident Reporting

1.5.12.1 Users should report to the Network security team in the event of a virus not being
cleaned by the anti-virus agent. Network security team should initiate Incident
management process once the incident is notified by the user.

1.5.12.2 In case of virus outbreak, team should take immediate steps to limit the extent of
damage using additional tools and documents for recovering the systems. Following
steps should be taken to ensure fast recovery:

[1  Update the Head-IT about the incident, expected downtime and plan of

action.

Contact anti-virus vendor for assistance in formulating the action plan.

Inform all the application owners about the incident and steps to be taken

Take necessary steps to limit the spread of virus including configuring

access lists on routers or patching up of servers.

[1 Take necessary steps to clean the virus including pushing new anti-virus
updates or distributing specific utilities for virus cleaning.

[1 Take adequate steps to monitor the network to detect any traces of virus.
This could include deployment of temporary intrusion detection systems or
using vulnerability scanning tools.
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1.5.13 Change Management
1.5.13.1 All critical changes to the anti-virus infrastructure including the following should
adhere to change management process. This will include the following:

[1  OS /Antivirus Application upgrade.
[1  Changes in anti-virus architecture or update schedule.
1 Addition/Removal of an Anti-virus server/ Component.

1.5.14 Vendor Support

1.5.14.1 The Service Level Agreement with anti-virus vendor should include the following
provisions:

1 Providing signature updates and newer versions of the software.

1 Providing technical support including onsite support within specified time
frames.

[l Contact persons and response times for technical escalations.

1.6 Enforcement

Compliance with the security policies will be a matter for periodic review by the ISO/
Information Security Team. Any employee found to have violated this policy may be subject to
disciplinary action, up to and including termination of employment as deemed appropriate by the
policies of management and Human Resources.
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